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FIPS &6 code

FIPS CR2700 & A271 Quick Start Guide

Understanding your CR2700 & A271 FIPS Devices

We have taken our flagship, award-winning CR2700 and A271 devices and implemented
NIST FIPS 140-2 compliant security. Since you have ordered the CR2700 and A271 FIPS
versions, the FIPS 140-2 data encryption mode is always running on your devices by
default.

Disclaimer: CR2700 and A271 FIPS devices are password-protected. These devices
operate in the same way as non-FIPS versions for normal usage out of the box. They
always transfer encrypted and protected data, but they are setup with default
passwords. It is highly recommended that this password be updated before use.

WARNING: Password renewal is a FIPS special service and should be executed by the
IT administration’s designated Crypto Officer(s) and not regular users for security

preservation. Passwords must be maintained by crypto officers or specific services
such as firmware upgrades will not be available.

Setting up your CR2700 & A271 FIPS Devices

Please follow these steps to setup your devices before first use:

1. Remove A271 FIPS from its shipping box, connect the USB cable to it, and then connect the other end
to your host PC.

2. Open CortexTools2™ Software on your host PC. You will be prompted to switch USB HID Vendor mode.
CortexTools2™ is downloadable from the Code website. Version 1.6 or greater is recommended.
https://www.codecorp.com/products/code-reader-2700
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3. Click Yes to switch to USB HID Vendor mode. A picture of A271 should appear with information
regarding the product as seen in the image.

4. Click the Advanced tab on CortexTools2™. Here you can issue commands and see the results
returned.

5. Login to the Crypto Officer role to activate special services. To do so, enter and send the
following command, with default password:

BTSEPONfipsOLpass

Note: A271 FIPS does not send back command responses, if there are no error messages printed
to the Advanced tab terminal, or rapid error blink on the LED, then execution was successful.
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6. Verify that you are logged in. To do so, send the following command. Value 1 will appear on the
OL setting if login is successful as seen in the image.

BTSEGOL
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Enter command and data, then click Send button | BTSEGOL

<root>
<BT>
<SE OL="1" />
</BT>
</root>
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7. Renew officer password. To do so, enter the following commands and either append your own

alphanumeric 10-character string such as 12340Ltest, or a zero for a system-generated
password, as seen below and then send it:

BTSEPOR12340Ltest or BTSEPORO

Note: CortexTools2™ will respond by printing the appended or the system-
generated string in the Advance tab'’s terminal.

WARNING: Ensure that you do not lose this password.
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12340Ltest

8. Log out and log back in with the new password to verify it is set properly. To do so, enter and send
the following commands successively:

BTSEXOT
BTSEPON12340Ltest (replace 12340Ltest with your password from the step above)

BTSEGOL
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Send Packetized Data
Enter command and data, then click Send button | BTSEGOL

<root>
<BT>
<SE OL="1" />
</BT>
</root>

Note: The value 1 will appear on the OL setting if login and therefore password
renewal was successful.
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9. Keep CortexTools2™ open and A271 FIPS connected to your host PC. Remove CR2700 FIPS and

its battery from their shipping box, attach the battery to it, and then pull the scan trigger or push
any of the top buttons to power it up.

10. Scan the QuickConnect Code label on the A271 FIPS to connect CR2700 FIPS. A picture of
CR2700 in place of A271 should appear with information regarding the product as seen in the

image.
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11. Click the Advanced tab on CortexTools2. Here you can issue commands and see the results
returned.

12. Login to the Crypto Officer role to activate special services, with default password. To do so,
enter and send the following command:

FWSEPON(fipsOLpass

C CortexTools2™ Build 1.6.7
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Enter command and data, then click Send button | FWSEPONfipsOLpass
<root>

<Response Val="8" Description="none" />
</root>
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13. Verify that you are logged in. To do so, send the following command. Value 1 will appear on the
OL setting if login is successful as seen in the image. Enter and send the following command:

FWSEGOL
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Send Packetized Data
Enter command and data, then click Send button | FWSEGOL

<root>
<FW>
<SE OL="1" />
</FW>
</root>

14. Renew officer password. To do so, enter the following commands and either append your own
alphanumeric 10-character string such as 12340Ltest, or a zero for a system-generated
password, as seen below and then send it:

FWSEPOR12340Ltest or FWSEPORO

Note: CortexTools2™ will respond by printing the appended or the system-
generated string in the Advance tab'’s terminal.

WARNING: Ensure that you do not lose this password.
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<Response Val="@" Description="none" />
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15. Log out and log back in with the new password to verify it is set properly. To do so, enter and send
the following commands successively:

FWSEXOT
FWSEPON12340Ltest (replace 12340Ltest with your password from the step above)

FWSEGOL

Note: The value 1 will appear on the OL setting if login and therefore password
renewal was successful.
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Send Packetized Data
Enter command and data, then click Send button | FWSEGOL

<root>
<Response Val="@" Description="none" />
</root>

<root>
<Response Val="@" Description="none" />
</root>

<root>
<FW>
<SE OL="1" />
</FW>
</root>

You have now successfully renewed your FIPS Services Officer passwords. At this point if you are ready to

scan data barcodes and test your devices in CortexTools2™ or any Windows app that accepts keyboard
input, such as Notepad. Please see the CR2700 Quick Start Guide for more details.
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Other Resources
Utilizing your FIPS CR2700 & A271 special services

There are other FIPS special services available other than password renewal such as firmware upgrade,
cryptographic key renewal, and running the FIPS core power-up self-test on demand. These special
services are only available to crypto officers, and their execution without proper login is prohibited and will

cause an error response. The commands and details are explained in the CR2700/A271 FIPS Integration

Guide that comes in addition to the standard CR2700 commands and services with the FIPS 140-2
model. Please see the configuration control document and the configuration guide (linked below) for
information on standard commands and services.

Warning: Attempting a service without being logged in to the correct credentials will
result in a FIPS error-beep (one longer and higher pitched beep, followed by three
slightly lower and shorter beeps—the same as normal error beeps—on CR2700 FIPS,
and a series rapid blink on the A271 FIPS).

Standard Services and Commands

The following are documents that further explore standard commands and services for the CR2700 and
A271 units.

- Configurations Control Document 82X
+ 2700 Configurations Guide

Other Documents and Resources

There are additional Data Sheets, Manuals & Guides located on Code Corporations website under the
CR2700 Resources.

+ 2700 Quick Start Guide
+ 2700 User Manual

If you have technical questions, please contact support@codecorp.com
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Disclaimer:
Copyright© 2015-2021 Code
All Rights Reserved

The software described in this Quick Start Guide may only be used in accordance with
the terms of its License Agreement. No part of this publication may be reproduced in
any form or by any means without written permission from Code Corporation. This
includes electronic or mechanical means such as photocopying or recording in
information storage and retrieval systems.

NO WARRANTY. This technical documentation is provided AS-IS. Further, the
documentation does not represent a commitment on the part of Code Corporation.
Code Corporation does not warrant that it is accurate, complete or error free. Any use of
the technical documentation is at the risk of the user. Code Corporation reserves the
right to make changes in specifications and other information contained in this
document without prior notice, and the reader should in all cases consult Code
Corporation to determine whether any such changes have been made. Code
Corporation shall not be liable for technical or editorial errors or omissions contained
herein; nor for incidental or consequential damages resulting from the furnishing,
performance, or use of this material. Code Corporation does not assume any product
liability arising out of or in connection with the application or use of any product or
application described herein.

NO LICENSE. No license is granted, either by implication, estoppels, or otherwise under
any intellectual property rights of Code Corporation. Any use of hardware, software and/
or technology of Code Corporation is governed by its own agreement.

The following are trademarks or registered trademarks of Code Corporation:

CodeXML®, Maker, QuickMaker, CodeXML® Maker, CodeXML® MakerPro, CodeXML®
Router, CodeXML® Client SDK, CodeXML® Filter, HyperPage, CodeTrack, GoCard,
GoWeb, ShortCode, GoCode®, Code Router, QuickConnect Codes, Rule Runner®,
Cortex®, CortexRM, CortexMobile, Code, Code Reader, CortexAG, CortexStudio,
CortexTools, CortexTools™2, Affinity®, CortexDecoder, CortexJPOS, CortexOPOS.

All other product names mentioned in this Quick Start Guide file may be trademarks of
their respective companies and are hereby acknowledged. The software and/or
products of Code Corporation include inventions that are patented or that are the
subject of patents pending.
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