
WEBSENSE
WEB SECURITY SUITE

Websense® Web Security Suite™ is a leading internet security solution that protects 
organizations from known and new web-based threats. Websense Web Security Suite 
protects against spyware, malicious mobile code (MMC), phishing attacks, bots, and other
threats. Unlike some other solutions, it also blocks spyware and keylogger backchannel
communications from ever reaching their host servers. 

Websense Web Security Suite blocks threats before they reach the endpoint, and also:

•• Decreases organizations’ threat exposure time.

•• Manages instant messaging (IM) and IM attachments.

•• Helps organizations protect their websites, brands, and web servers.

•• Includes industry-leading web filtering capabilities.

•• Dynamically manages network bandwidth requests.

•• Includes industry-leading reporting tools.

•• Allows organizations to reduce the burden on IT and increase areas’ visibility 
into their own security risks. 

•• Provides content-aware web reputation to flexibly manage sites that are questionable.

Proactive Protection from Internet Threats

•• BBlloocckkss  kknnoowwnn  tthhrreeaattss  bbeeffoorree  tthheeyy  rreeaacchh  tthhee  eennddppooiinntt – Websense Web Security Suite identifies
security threats, such as malicious websites, protocols, applications, and HTTP traffic (on Port 80 and
all other ports) and blocks their access at the internet gateway.

•• DDeeccrreeaasseess  tthhrreeaatt  eexxppoossuurree  ttiimmee – Real-time security updates, delivered by Websense ThreatSeeker
technology, are available within minutes of the discovery of a new high-risk threat and require no
administrative intervention.

•• MMaannaaggeess  IIMM  aanndd  IIMM  aattttaacchhmmeennttss – Websense Web Security Suite fills the security and compliance
gap inherent in IM communications, which presents significant risks for intellectual property theft
and malicious attacks.

Websense Web Security Suite: Powered by Innovative Websense ThreatSeeker™ Technology
Websense ThreatSeeker technology delivers preemptive protection from web-based security threats—threats 
typically missed or too costly to prevent using traditional security technologies. Unlike these approaches,
Websense seeks out threats on the internet before customers are compromised and protects customers before
patches and signatures are created. 

Websense ThreatSeeker uses more than 100 proprietary processes and systems to decipher emerging and
complex threats and runs using a combination of mathematical algorithms, behavior profiling, code analysis,
web reputation, as well as an extensive network of data mining machines. The foundation of all Websense
security software products, Websense ThreatSeeker provides ongoing threat intelligence and delivers 
automatic protection to customers within minutes.



•• PPrroovviiddeess  ccoonntteenntt--aawwaarree  wweebb  rreeppuuttaattiioonn –
Allows customers to use the Websense
ThreatSeeker technology’s content-aware web
reputation capabilities to flexibly manage web-
sites with high potential to become a security
threat. This easy to use extended protection is
built upon years of experience in web reputa-
tion based on both website content and a pro-
prietary combination of attributes. 

•• HHeellppss  oorrggaanniizzaattiioonnss  pprrootteecctt  tthheeiirr  wweebbssiitteess,,
bbrraannddss,,  aanndd  wweebb  sseerrvveerrss – Only Websense 
Web Security Suite includes the Websense
Web Protection Services™. Websense mines 
the organizations’ websites and watches their
brands and associated URLs as part of its daily
activities. If a site is infected with MMC or the
name and URL being used in phishing, fraudu-
lent, or other malicious attacks, Websense 
notifies the organization with attack details 
so immediate action can be taken. Websense
also performs regular web server scans for a 
“hacker’s-eye view” of server vulnerabilities
and potential threats. Reports of risk levels and
recommended actions are provided through 
a web-based portal, allowing organizations to
take corrective action.

Industry-Leading Web Filtering Capabilities

Websense Web Security Suite includes the 
industry’s leading web filtering technology. 
This technology, the most comprehensive and 
accurate on the market, allows organizations 
to manage productivity, reduce their risk of legal 
liability, and improve bandwidth use.

Easy Bandwidth Management 

Websense Web Security Suite enables organiza-
tions to optimize their network bandwidth by 
prioritizing and managing traffic in real time based
on pre-set thresholds and without requiring 
administrative intervention. 

Industry-Leading Reporting Tools

Websense Web Security Suite provides the most
advanced capabilities for identifying organizational
security, productivity, legal liability, and network
bandwidth consumption risks.

•• Get immediate, in-depth analysis, exception
tracking, and trending capabilities throughout
the organization with real-time monitoring and
powerful drill-down features.

•• Distribute reporting permissions throughout the
organization to provide areas with increased
visibility into their own activities and to reduce
the overall burden on IT.

•• Run pre-defined and custom reports at pre-set
intervals or on an ad-hoc basis.

•• Distribute reports automatically via email.

•• Export reports to a variety of formats.

Reduced IT Burden

Websense Web Security Suite allows organiza-
tions to distribute administrative tasks across
departments, groups, or locations. Individual
administrators can then customize policies 
to meet their area’s needs and can assume
responsibility for their users. 

The Websense Web Security Ecosystem™

The Websense Web Security Ecosystem is
a comprehensive framework of technology 
integrations that provides enhanced security and
ease of deployment of Websense web security
solutions in enterprise environments. The
Websense Web Security Ecosystem incorporates
world-class security and networking technologies
including: internet gateways, network access 
control, security event management, identity 
management, and appliance platforms. Through 
seamless integration with more than 40 different
technology solutions, the Websense Web Security
Ecosystem helps organizations identify and 
mitigate web-based threats and vulnerabilities.

Summary
TTooddaayy’’ss  ccoommppuuttiinngg  eennvviirroonnmmeenntt  ddeemmaannddss
aa  mmuullttii--llaayyeerreedd,,  mmuullttii--ddiimmeennssiioonnaall  sseeccuurriittyy
ssttrraatteeggyy..  WWeebbsseennssee  WWeebb  SSeeccuurriittyy  SSuuiittee  iiss
aa  ccrriittiiccaall  llaayyeerr  ooff  tthhaatt  ssttrraatteeggyy,,  ffiilllliinngg  tthhee
ggaappss  lleefftt  bbyy  ttrraaddiittiioonnaall  ddeeffeennsseess  aanndd
bblloocckkiinngg  sseeccuurriittyy  tthhrreeaattss  bbeeffoorree  tthheeyy
rreeaacchh  tthhee  eennddppooiinntt  oorr  eexxtteenndd  tthhrroouugghhoouutt
tthhee  nneettwwoorrkk..  

System Requirements
• Microsoft® Windows Server® 2003

Standard or Enterprise Editions, 
or the same with SP1

• Microsoft Windows® 2000 with SP3 
or higher

• Red Hat® Enterprise Linux® 3 or 4: 
AS, ES, or WS, or Red Hat Linux 9

• Sun® Solaris™ 9 or 10
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