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Initiatives on the Use of Video Products

Thank you for choosing Hikvision products.

Technology affects every aspect of our life. As a high-tech company, we are increasingly aware of
the role technology plays in improving business efficiency and quality of life, but at the same time,
the potential harm of its improper usage. For example, video products are capable of recording
real, complete and clear images. This provides a high value in retrospect and preserving real-time
facts. However, it may also result in the infringement of a third party's legitimate rights and
interests if improper distribution, use and/or processing of video data takes place. With the
philosophy of "Technology for the Good", Hikvision requests that every end user of video
technology and video products shall comply with all the applicable laws and regulations, as well as
ethical customs, aiming to jointly create a better community.

Please read the following initiatives carefully:

« Everyone has a reasonable expectation of privacy, and the installation of video products should
not be in conflict with this reasonable expectation. Therefore, a warning notice shall be given in
a reasonable and effective manner and clarify the monitoring range, when installing video
products in public areas. For non-public areas, a third party's rights and interests shall be
evaluated when installing video products, including but not limited to, installing video products
only after obtaining the consent of the stakeholders, and not installing highly-invisible video
products.

« The purpose of video products is to record real activities within a specific time and space and
under specific conditions. Therefore, every user shall first reasonably define his/her own rights in
such specific scope, in order to avoid infringing on a third party's portraits, privacy or other
legitimate rights.

« During the use of video products, video image data derived from real scenes will continue to be
generated, including a large amount of biological data (such as facial images), and the data could
be further applied or reprocessed. Video products themselves could not distinguish good from
bad regarding how to use the data based solely on the images captured by the video products.
The result of data usage depends on the method and purpose of use of the data controllers.
Therefore, data controllers shall not only comply with all the applicable laws and regulations and
other normative requirements, but also respect international norms, social morality, good
morals, common practices and other non-mandatory requirements, and respect individual
privacy, portrait and other rights and interests.

« The rights, values and other demands of various stakeholders should always be considered when
processing video data that is continuously generated by video products. In this regard, product
security and data security are extremely crucial. Therefore, every end user and data controller,
shall undertake all reasonable and necessary measures to ensure data security and avoid data
leakage, improper disclosure and improper use, including but not limited to, setting up access
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control, selecting a suitable network environment (the Internet or Intranet) where video
products are connected, establishing and constantly optimizing network security.

« Video products have made great contributions to the improvement of social security around the
world, and we believe that these products will also play an active role in more aspects of social
life. Any abuse of video products in violation of human rights or leading to criminal activities are
contrary to the original intent of technological innovation and product development. Therefore,
each user shall establish an evaluation and tracking mechanism of their product application to
ensure that every product is used in a proper and reasonable manner and with good faith.
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Legal Information

©2021 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website ( https://
www.hikvision.com/ ).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

HIKVISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND "WITH
ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR A PARTICULAR
PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO EVENT WILL HIKVISION
BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES,
INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILITY,
OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECURITY
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER-ATTACK, HACKER ATTACK, VIRUS
INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOU ARE
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE LAW.
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVACY RIGHTS.
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBITED END-USES, INCLUDING THE
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DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEL-CYCLE, OR IN SUPPORT OF HUMAN
RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE LATER
PREVAILS.
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Chapter 1 Overview

1.1 Product Introduction

The F Series Network Speed Dome is an integration of HD camera, PTZ motion control module, and
video content analysis algorithms, ideal for remote monitoring.

The device has basic PTZ functions, such as presets, scans, and target tracking, and smart
functions, such as Road Traffic, Face Capture and Smart Event.

The device is well suited for HD monitoring in various places, such as rivers, forests, roads, railways,
airports, ports, oil fields, posts, squares, parks, scenic areas, streets, stations, stadiums, residential
blocks, prisons, libraries, shopping malls, hotels, government buildings, museums, and banks.

1.2 Key Function

The key functions of the device are as follows. Some smart functions are mutually exclusive. You
can enable the desired one on VCA Resource page ( Open Platform - VCA Resource ).

[:@ Note

Actual functions may vary for different models.

Road Traffic

The device captures vehicles on the road and uploads related vehicle information, such as license
plates.
License plate recognition of multiple countries and regions are supported.

Face Capture

The device captures human faces according to set pupil distance or capture threshold and uploads
the pictures to the center.

Face Comparison

The device compares captured faces with pictures in the library, and outputs the result.

Capture Target with Feature

The device captures different types of targets, such as faces and human bodies, and extracts
features of the targets.

Event

The device detects basic events and multiple smart events, such as line crossing detection,
intrusion detection, region entrance detection, region exiting detection, etc.
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PTZ

The device supports PTZ functions, such as presets, scans, patrol, smart tracking and power-off
memory.

1.3 System Requirement

Your computer should meet the requirements for visiting and operating the product.

Recommended Specifications

Operating System Microsoft Windows XP/ Windows 7/ Windows 8/ Windows 10
Mac OS 10.13 or later

CPU Intel® Pentium® IV 3.0 GHz or higher

RAM 1 GB or higher

Display 1024 x 768 resolution or higher

Web Browser Internet Explorer 10 and above version, Apple Safari 12 and above

version, Mozilla Firefox 52 and above version, Google Chrome 57 and
above version.
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Chapter 2 Device Activation and Accessing

To protect the security and privacy of the user account and data, you should set a login password
to activate the device when access the device via network.

[:E] Note

Refer to the user manual of the software client for the detailed information about the client
software activation.

2.1 Activate Device

The device needs to be activated by setting a strong password before use. This part introduces
activation using different client tools.

2.1.1 Activate Device via Web Browser

Use web browser to activate the device. For the device with the DHCP enabled by default, use
SADP software or PC client to activate the device.

Before You Start
Make sure your device and your PC connect to the same LAN.

Steps

1. Change the IP address of your PC to the same subnet as the device.
The default IP address of the device is 192.168.1.64.

2. Open a web browser and input the default IP address.

3. Create and confirm the admin password.

ACauﬁon

STRONG PASSWORD RECOMMENDED-We highly recommend you create a strong password of
your own choosing (using a minimum of 8 characters, including upper case letters, lower case
letters, numbers, and special characters) in order to increase the security of your product. And
we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

4. Click OK to complete activation and enter Live View page.

5. Modify IP address of the camera.
1) Enter IP address modification page. Configuration > Network - TCP/IP
2) Change IP address.
3) Save the settings.
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2.1.2 Activate via SADP

SADP is a tool to detect, activate and modify the IP address of the device over the LAN.

Before You Start

« Get the SADP software from the supplied disk or the official website http://
www. hikvision.com/ , and install the SADP according to the prompts.

« The device and the PC that runs the SADP tool should belong to the same subnet.

The following steps show how to activate one device and modify its IP address. For batch activation
and IP address modification, refer to User Manual of SADP for details.

Steps

1. Run the SADP software and search the online devices.

2. Find and select your device in online device list.

3. Input new password (admin password) and confirm the password.

\ Caution
STRONG PASSWORD RECOMMENDED-We highly recommend you create a strong password of
your own choosing (using a minimum of 8 characters, including upper case letters, lower case
letters, numbers, and special characters) in order to increase the security of your product. And
we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

4, Click Activate to start activation.

sevices: | 9 Refvesh 1 Activate the Device

| Security | 1Pva Address | Port

The device is not activated

v 007 Inactive 192.168.1.64

o . . e © You can mo«:::' t:;::mapaﬁmeters after
“Selettinactive device:*”

lnput and Confirm Nowi Pisswiand: [seasene
password. :

Status of the device becomes Active after successful activation.
5. Modify IP address of the device.
1) Select the device.



http://www.hikvision.com/
http://www.hikvision.com/
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2) Change the device IP address to the same subnet as your computer by either modifying the IP
address manually or checking Enable DHCP.
3) Input the admin password and click Modify to activate your IP address modification.

2.2 Access Device via Web Browser

Before You Start
Check the system requirement to confirm that the operating computer and web browser meets
the requirements. See System Requirement .

Steps

1.
2.
3.

Open the web browser.
Input IP address of the device to enter the login interface.
Input user name and password.

EE] Note

Illegal login lock is activated by default. If admin user performs seven failed password attempts
(five attempts for user/operator), the IP address is blocked for 30 minutes.

If illegal login lock is not needed, go to Configuration - System -» Security - Security Service
to turn it off.

. Click Login.
. Download and install appropriate plug-in for your web browser.

For IE based web browser, webcomponents and QuickTime™ are optional. For non-IE based web
browser, webcomponents, QuickTime™, VLC and MJEPG are optional.

2.2.1 Plug-in Installation

Certain operation systems and web browser may restrict the display and operation of the device
function. You should install plug-in or complete certain settings to ensure normal display and
operation. For detailed restricted function, refer to the actual device.

Operating System Web Browser Operation
Windows Internet Explorer 10+ Follow pop-up prompts to
complete plug-in installation.
Windows 7 and above version |Google Chrome 57+ ol[fd' 4N Download Plug-in ki)
Mozilla Firefox 52+ download and install plug-in.
Mac OS Google Chrome 57+ Plug-in installation is not
Mozilla Firefox 52+ required.
Mac Safari 12+ Go to Configuration -

Network - Advanced Settings
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Operating System Web Browser Operation

- Network Service to enable
WebSocket or Websockets for
normal view. Display and
operation of certain functions
are restricted. For example,
Playback and Picture are not
available. For detailed
restricted function, refer to the
actual device.

EE] Note

The device only supports Windows and Mac OS system and do not support Linux system.

2.2.2 Admin Password Recovery
If you forget the admin password, you can reset the password by clicking Forget Password on the
login page after completing the account security settings.

You can reset the password by setting the security question or email.

EE Note

When you need to reset the password, make sure that the device and the PC are on the same
network segment.

Security Question

You can set the account security during the activation. Or you can go to Configuration - System -
User Management, click Account Security Settings, select the security question and input your
answetr.

You can click Forget Password and answer the security question to reset the admin password when
access the device via browser.

Email

You can set the account security during the activation. Or you can go to Configuration - System -
User Management, click Account Security Settings, input your email address to receive the
verification code during the recovering operation process.

2.2.3 lllegal Login Lock

It helps to improve the security when accessing the device via Internet.
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Go to Configuration - System - Security - Security Service , and enable Enable lllegal Login
Lock. lllegal Login Attempts and Locking Duration are configurable.

lllegal Login Attempts

When your login attempts with the wrong password reach the set times, the device is locked.
Locking Duration

The device releases the lock after the setting duration.
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Chapter 3 Smart Function

3.1 Allocate VCA Resource

VCA resource offers you options to enable certain VCA functions according to actual needs. It helps
allocate more resources to the desired functions.

Steps

1. Go to Open Platform - VCA Resource .
2. Select desired VCA functions.

3. Save the settings.

EE] Note

Certain VCA functions are mutually exclusive. When a certain function or functions are selected
and saved, others will be hidden.

3.2 Set Camera Info

Customize specific information for the device. It may help identify a certain device when multiple
devices are under management.

Go Open Platform - General VCA Resource to set Camera No. and Camera Info.

3.3 Road Traffic

The device captures the passing vehicles and uploads the vehicle information together with the
captured picture.

EE Note

« For certain device models, you need to select Road Traffic on VCA Resource page first.
« This function is only supported by certain device models.

3.3.1 Set Vehicle Detection Rule

In Vehicle Detection, the device detects and captures the passing vehicles and the license plates.
The vehicle color, type, and other related information can be recognized automatically.

Steps

1. Go to Open Platform - Road Traffic - Detection Configuration .
2. Select Vehicle Detection.

3. Check Enable.




Network Speed Dome User Manual

4. Click Area Settings to set the detection rule.
5. Select a detection scene from the drop-down list and change the Scene Name as required.

The device supports multiple detection scenes with independent detection parameters.
6. Draw lane areas in the scene.
1) Click Lock to avoid accidental PTZ changing during configuration.
2) Adjust the pan, tilt, and zoom position to obtain the target scene.
3) Select the Total Number of the Lanes according to the actual lane number you want to
monitor in the scene.

Yellow lane lines, a blue detection line, and a red frame are displayed on live image.
4) Adjust the zoom ratio of the device so that the size of the vehicle in the image is close to that
of the red frame. The position of red frame is adjustable.
5) Click and drag the lane lines or the endpoints to set the positions according to the actual lane
lines on the road.
6) Optional: Click and drag the blue detection line to adjust the position. Vehicle detection is
triggered when target vehicles hit the line.
7) Click Save.
7. Optional: Repeat to set other detection scenes if needed.
8. Set detection parameters.

Country/Region

Select according to the device location. License plate rules of the selected country or region
are activated.

Detection Mode
The device is able to detect vehicles and license plates. With the detection mode settings, the
detection priority of the vehicle and license plate can be adjusted on demand.
License Plate & Vehicle

The vehicle and license plates are detected simultaneously. The device takes a capture
either when it detects a vehicle or a license plate.

Vehicle Priority
The device takes a capture only when it detects a vehicle.
Remove Duplicated License Plates

The function is used to avoid repeated captures of the same license plate. Set the Time
Interval. During the set interval, the same license plate is only captured once.
9. Click Save to finish area settings.
10. Set the arming schedule for allowlist, blocklist, and other list respectively.
1) Click Arming Schedule.
2) Select a detection scene and draw the time bar in the time table. Different scenes are
marked with different colors on schedule.
3) Optional: Move the mouse to the end of each day, a copy icon pops up, and you can click to
copy the current settings to other days.
4) Click Save after finishing schedule settings.
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11. Set linkage method. See Linkage Method Settings .

Direction
Select the vehicle moving directions that trigger alarms.
What to do next

Go to Picture to search and view the captured pictures. When you select File Type as Vehicle
Detection, you can search the pictures by license plate No.

3.3.2 Picture Settings

Captured vehicle pictures are uploaded. Picture size, quality and overlay information are
configurable.

Go to Open Platform - Road Traffic = Picture to start.

Picture Type

Select one or more picture types to upload. Background picture, close-up of license plate or target,
and picture of the vehicle are available.

Picture Quality Vs Picture Size

Both Picture Quality and Picture Size affect the size and quality of pictures for uploading. They
cannot be set at the same time.

Picture Quality

The quality of the uploaded pictures is in accordance with the set value. Higher value means
clearer image. To maintain the quality, the size of the pictures may vary according to the image
complexity.

Picture Size

The size of the uploaded pictures is in accordance with the set value. To maintain the size,
pictures with more complex contents might be less satisfactory in quality than that with simpler
contents.

Overlay

With Overlay enabled, every uploaded picture has an additional part to display the overlaid
information.

Font Color
The font color of overlaid texts.
Background
The background color for the overlaid texts.
Text Overlay
Check the desired items to display on the picture. The display sequence is adjustable.

10
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[:E] Note

See Set Camera Info to set Device No. and Camera Info.

FTP Picture Name

Default and Custom are available. When Custom is selected, you can choose the information to
form the picture file name.

3.3.3 Advanced Parameters

The version of license plate recognition algorithm is shown.

3.3.4 Set Armed License Plates

You can specify the vehicles you want to arm by adding their license plates to the blocklist or
allowlist.

Steps
1. Go to Open Platform - Road Traffic - Blocklist & Allowlist .
2. Click Export to export license plate list template.

EE Note

If a list of license plates exists, the existing list is exported.

3. Fill in the list.
4. Click Browse to import the list.

The list shows on the web page.
5. Select a mode according to your need.

Normal Mode  No vehicle is armed.
Allowlist Mode Vehicles NOT on the list are armed.

Blocklist Mode Only the vehicles on the list are armed.
6. Click Save.

3.4 Face Capture
Face capture function detects and captures faces in surveillance scenes. When the grading of the

detected face exceeds an algorithm-defined value, the device captures the face and triggers
linkage actions. Set up rule and parameters before using the function.

11
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[:E] Note

« This function is only supported by certain device models.
- To enable this function, you may need to select Face Capture on VCA Resource page. See
Allocate VCA Resource for details.

3.4.1 Set Auto Face Capture Rule

After setting the face capture rules and algorithm parameters, the device captures faces and
triggers linkage actions automatically.

Steps

1. Go to Open Platform -> Face Capture - Rule .
2. Check Enable.

3. Select a configuration mode.

Normal One detection scene is allowed to set. The device captures face in the scene in set
arming schedule.

See Normal Mode Settings for details.

Expert The device can patrol among the detection scenes and capture face images.
Detection scenes and patrol schedule should be set in advance.

See Expert Mode Settings for details.

4. Click Save.

What to do next
Go to Picture to search and view the captured pictures.
Go to Smart Display to see currently captured face pictures.

Normal Mode Settings

Steps

1. Optional: Click Lock to lock PTZ control to prevent the interruption from other PTZ related action
during configuration.
Normally, the PTZ control is automatically locked when you enter the configuration interface.
You can manually resume the lock when the countdown is over.

. Use PTZ control panel or click @ to locate a scene with a face.

. Click &, and draw a detection area on live image.

. Input Mounting Height of the device.

. Input or draw the min. pupil distance and the max. pupil distance.

v A WN

The Min. Pupil Distance and the Max. Pupil Distance are used to improve detection accuracy.
Only targets whose pupil distance are between the maximum distance and the minimum
distance trigger the capture.

12
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Click (=] and |0/ to draw the distance on live image, or input values in the text fields of Min. Pupil
Distance and Max. Pupil Distance.

6. Click Save.

7. Set arming schedule. See Set Arming Schedule .

8. Set linkage method. See Linkage Method Settings .

Expert Mode Settings

Steps
1. Optional: Click Lock to lock PTZ control to prevent the interruption from other PTZ related action
during configuration.

Normally, the PTZ control is automatically locked when you enter the configuration interface.
You can manually resume the lock when the countdown is over.
2. Input Mounting Height of the device.
3. Set detection scenes and detection areas.
1) Select a detection scene.
2) Adjust the live image to a desired scene. You can use PTZ control buttons or click @ to locate a
scene with a face.
3) Click ¢, and draw a detection area on live image.
4) Input or draw the min. pupil distance and the max. pupil distance.

The Min. Pupil Distance and the Max. Pupil Distance are used to improve detection accuracy.
Only targets whose pupil distance are between the maximum distance and the minimum
distance trigger the capture.

Click (o] and [0/ to draw the distance on live image, or input values in the text fields of Min.
Pupil Distance and Max. Pupil Distance.

5) Click Save.

6) Repeat above steps to set other detection scenes and areas.

4. Set patrol schedule.

1) Click Patrol Schedule.

2) Draw time bars as desired.

3) Click a time bar and click Configuration.

4) Edit patrol path and input dwell time for each detection scene.

Add a detection scene to the patrol path.

v 4 Adjust the order of the scenes.

X Delete the detection scene.

5) Click Save.
5. Set linkage method. See Linkage Method Settings .

13
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3.4.2 Operate Manual Face Capture

Capture the target face manually in live view image.

Steps

1. Click Live View.

2. Click "2} to start manual face capture.

3. Draw a frame to select the target face in live view image.

The captured picture can be uploaded to the center.
4. Click the icon again to stop manual face capture.

3.4.3 Overlay and Capture

Choose to configure capture parameters and the information you want to display on stream and
picture.

Display VCA Info. on Stream

Display smart information on stream, including the target and rules information.
Display Target Info. on Alarm Picture

Overlay the alarm picture with target information.
Target Picture Settings

You can set the face picture type by selecting Custom, Head Shot, Half-Body Shot, or Full-Body
Shot. If you select Custom, you can define detailed picture width and height of a picture freely.
If the captured pictures should have the same picture height, check Fixed Value and input
desired picture height.

Face Beautification
Check Face Beautification and adjust the beautification level as needed.

[:@ Note

Face Beautification slightly adjusts skin tone and reduces facial noise.

Face Enhancement

Check Face Enhancement and the device is able to capture better and clearer face pictures
when it is dark.

Background Picture Settings

Comparing to target picture, background picture is the scene image offers extra environmental
information. You can set the background picture quality and resolution. If the background image
need to be uploaded to surveillance center, check Background Upload.

Text Overlay

14
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You can check desired items (Device No., Camera Info. and Capture Time) and adjust their order
to display on captured pictures by ¢ 4 .

See Set Camera Info to set Device No. and Camera Info.

3.4.4 Face Capture Algorithm Parameters

It is used to set and optimize the parameters of the algorithm library for face capture.

Face Capture Version
It refers to the current algorithm version, which cannot be edited.
Face Picture Comparison Version
It refers to the current algorithm version, which cannot be edited.
Restore Defaults
Click Restore to restore all the settings in advanced configuration to the factory default.

Capture Parameters

Upload Feature

Feature stands for the feature information the algorithm can tell from face pictures. For
example, gender, facial expression, wearing glasses or not, etc. Check the function to upload the
information.

Best Shot
The device captures the target picture with the highest score after setting the parameters.
Capture Times
It refers to the capture times a face will be captured during its stay in the detection area.

Capture Threshold
It refers for the quality of face to trigger capture and alarm. Higher value means better quality
should be met to trigger capture and alarm.

Remove Duplicated Faces
This function can filter out repeated captures of certain face.

[:@ Note

Remove Duplicated Faces, Face Picture Comparison, and Face Modeling cannot be turned on
simultaneously, and the device can support only one function at a time. The last one you
turned on can eventually take effect, and the other two turn off automatically.

Similarity Threshold for Duplicates Removing

15
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It is the similarity between the newly captured face and the picture in the duplicates
removing library. When the similarity is higher than the value you set, the captured picture is
regarded as a duplicated face and will be dropped.

Duplicates Removing Library Grading Threshold

It is the face grading threshold that triggers duplicates checking. When the face grading is
higher than the set value, the captured face is compared with the face pictures that are
already in the duplicates removing library.

Duplicates Removing Library Update Time
Every face picture is kept in the duplicates removing library for the set update time.
Quick Shot

The device captures the target picture once the score of the captured face exceeds the Quick
Shot Threshold during the Max. Capture Interval. Otherwise, the device selects and uploads
the picture with the highest score during the Max. Capture Interval.

Quick Shot Threshold
It refers to the quality of face to trigger quick shot.

Max. Capture Interval
It describes the max. time occupation for one quick shot.

Capture Times
It refers to the capture times a face will be captured during its stay in the configured area.
Unlimited

The device keeps capturing the target face, which exceeds the Quick Shot Threshold during
the Max. Capture Interval.

Limited
The device captures the target face according to the set times.
Face Exposure

Enable the function, and the device automatically adjusts exposure level when human faces
appear in the scene.

Reference Brightness

It refers to the reference brightness of a face in the face exposure mode. If a face in the actual
scene is brighter than the set reference brightness, the device lower the exposure level. If a

face in the actual scene is darker than the set reference, the device increases the exposure
level.

Minimum Duration
The extra time the device keeps the face exposure level after the face disappears in the scene.

16
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Face Filtering

Face Filtering Time

It means the time interval between the camera detecting a face and taking a capture action. If
the detected face stays in the scene for less than the set filtering time, capture will not be
triggered. For example, if the face filtering time is set as 5 seconds, the camera will capture the
detected face when the face keeps staying in the scene for 5 seconds.

3.5 Face Comparison

Face comparison serves the purpose of face recognition by comparing the captured faces with
those in face picture library.

To realize the face comparison, you should set up:

« Face Capture for capturing face pictures. See Face Capture for configuration instructions.
« Face picture library, see Set Face Picture Library for configuration instructions.
« Face picture comparison rule, see Set Face Picture Comparison for configuration instructions.

3.5.1 Set Face Picture Library

Face picture library is used to store modeled human faces and information.

Steps
1. Go to Open Platform - Face Picture Library .
2. Create a face picture library.

1) Click -~ to add a face picture library.

2) Input library name, threshold and remarks.

Threshold

Face similarity higher than the set threshold triggers face picture comparison alarm
uploading.
3) Click OK.
4) Optional: Modify a face picture library. Select the desired library and click £ and change
related parameters.
5) Optional: Delete a library. Select the desired library and click x .
3. Add face pictures to the library.

E@ Note

The picture format should be JPEG, and the size no larger than 300 K per file.

Add one face Click Add and upload the face picture with detailed face information.
picture

17
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Import face Click Import and select picture path.

pictures in

batch [ENote
When you import face pictures in batch, the picture name is saved as the
face name. For other face information, you should modify one by one
manually.

The verification code for exporting and importing should be a combination
of 8 to 16 digits, containing numerics, upper case and lower case letters.

4. Optional: Modify face information.
1) Select a face picture library.
2) Select the target face picture. You can use the search function to locate the picture by
inputting search conditions, such as, name and gender, and click Search.
3) Click Modify.
4) Edit detailed information.

[:EJ Note

Face picture is not allowed to change.
5) Click OK.
5. Create models for each face picture in library.

Modeling process builds up face model for each face picture. Face model is compulsory for face
picture comparison to take effect.

Modeling Select one or more face pictures, and click Modeling.

Batch Modeling Select a face picture library, and click Batch Modeling.
6. Optional: Repeat to create more face libraries.

3.5.2 Set Face Picture Comparison

The function compares captured pictures with face pictures in the library and outputs comparison
result. Comparison result can trigger certain actions when arming schedule and linkage method are
set.

Before You Start
You should first create a face picture library and add face pictures. See Set Face Picture Library .

Steps

1. Go to Open Platform - Face Comparison and Modeling .
2. Select Face Picture Comparison.

3. Check Enable Face Picture Comparison.

4. Select a face picture library as the reference.

5. Select desired face information to upload.

6. Select a face comparison mode.

18
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Best The device captures and compares the target face continuously when the
Comparison face target stays in the detection area, and upload the best scored face
picture and related alarm information when the target face leaves the area.

Quick The device capture and compares the target face when the face grading
Comparison exceeds the set Face Grading Threshold for Capture.
Face Grading Threshold for Capture

The face grading threshold for the device to judge whether to capture and
upload the face or not.

Max. Capture Interval

The max. interval between two captures when the target is in the
detection area. The camera takes the capture when it reaches the max.
interval even if the face grading does not reach the set threshold.

Quick Setup Mode
Custom, Face Attendance, and Face Recognition are selectable. Select

according to actual using scenarios. In custom mode, you can set
Comparison Timeout and Comparison Times.

7. Set arming schedule. See Set Arming Schedule .
8. Set linkage method. See Linkage Method Settings .

3.5.3 View Face Comparison Result

Steps
1. Go to Application.
2. Set search condition and click Counting.

Matched results are shown in Face Picture Comparison Statistics area.

3.6 Capture Target with Feature

It is to detect, capture and upload features of targets in multiple types, such as human face and
human body.

DE] Note

For certain device models, you need to select Face+Human on VCA Resource page first. See
Allocate VCA Resource for instructions.

19
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3.6.1 Set Detection Rule

After the rules and algorithm parameters are set, the device captures targets of multiple types and
triggers linkage actions automatically.

Steps

1. Go to Open Platform -> Capture Target with Feature - Rule .
2. Check Enable.

3. Select a configuration mode.

Normal One detection scene is allowed to set. The device captures targets in the scene in
the set arming schedule.

See Normal Mode Settings for details.

Expert The device can patrol among the detection scenes and capture target images.
Detection scenes and patrol schedule should be set in advance.

See Expert Mode Settings for details.
4. Click Save.

What to do next
Go to Picture to search and view the captured pictures.
Go to Smart Display to see currently captured target pictures.

3.6.2 Overlay and Capture

Choose to configure capture parameters and the information you want to display on stream and
picture.

Display VCA Info. on Stream

Display smart information on stream, including the target and rules information.
Display Target Info. on Alarm Picture

Overlay the alarm picture with target information.
Target Picture Settings

You can set the face picture type by selecting Custom, Head Shot, Half-Body Shot, or Full-Body
Shot. If you select Custom, you can define detailed picture width and height of a picture freely.
If the captured pictures should have the same picture height, check Fixed Value and input
desired picture height.

Face Beautification
Check Face Beautification and adjust the beautification level as needed.

20
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[:E] Note

Face Beautification slightly adjusts skin tone and reduces facial noise.

Face Enhancement

Check Face Enhancement and the device is able to capture better and clearer face pictures
when it is dark.

Background Picture Settings

Comparing to target picture, background picture is the scene image offers extra environmental
information. You can set the background picture quality and resolution. If the background image
need to be uploaded to surveillance center, check Background Upload.

Text Overlay

You can check desired items (Device No., Camera Info. and Capture Time) and adjust their order
to display on captured pictures by 4 4 .

See Set Camera Info to set Device No. and Camera Info.

3.6.3 Advanced Parameters

It is used to set the parameters of the algorithm library for better detection performance.
HMS Version

It refers to the current algorithm version, which cannot be edited.
Restore Defaults

Click Restore to restore all the settings in advanced configuration to the factory default.

Capture Parameters
Best Shot

The device captures the target picture with the highest score after setting the parameters.
Capture Times
It refers to the capture times a face will be captured during its stay in the detection area.

Capture Threshold
It refers for the quality of face to trigger capture and alarm. Higher value means better quality
should be met to trigger capture and alarm.

Remove Duplicated Faces
This function can filter out repeated captures of certain face.
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[:E] Note

Remove Duplicated Faces, Face Picture Comparison, and Face Modeling cannot be turned on
simultaneously, and the device can support only one function at a time. The last one you
turned on can eventually take effect, and the other two turn off automatically.

Similarity Threshold for Duplicates Removing

It is the similarity between the newly captured face and the picture in the duplicates
removing library. When the similarity is higher than the value you set, the captured picture is
regarded as a duplicated face and will be dropped.

Duplicates Removing Library Grading Threshold

It is the face grading threshold that triggers duplicates checking. When the face grading is
higher than the set value, the captured face is compared with the face pictures that are
already in the duplicates removing library.

Duplicates Removing Library Update Time
Every face picture is kept in the duplicates removing library for the set update time.
Quick Shot

The device captures the target picture once the score of the captured face exceeds the Quick
Shot Threshold during the Max. Capture Interval. Otherwise, the device selects and uploads
the picture with the highest score during the Max. Capture Interval.

Quick Shot Threshold
It refers to the quality of face to trigger quick shot.
Max. Capture Interval
It describes the max. time occupation for one quick shot.
Capture Times
It refers to the capture times a face will be captured during its stay in the configured area.
Unlimited

The device keeps capturing the target face, which exceeds the Quick Shot Threshold during
the Max. Capture Interval.

Limited
The device captures the target face according to the set times.
Face Exposure

Enable the function, and the device automatically adjusts exposure level when human faces
appear in the scene.

Reference Brightness
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It refers to the reference brightness of a face in the face exposure mode. If a face in the actual
scene is brighter than the set reference brightness, the device lower the exposure level. If a
face in the actual scene is darker than the set reference, the device increases the exposure
level.

Minimum Duration
The extra time the device keeps the face exposure level after the face disappears in the scene.

Face Filtering Time

It means the time interval between the camera detecting a face and taking a capture action. If
the detected face stays in the scene for less than the set filtering time, capture will not be
triggered. For example, if the face filtering time is set as 5 seconds, the camera will capture the
detected face when the face keeps staying in the scene for 5 seconds.

Data Upload
Check one or more desired target types for picture uploading.

3.7 Smart Display

This function displays real time pictures captured by smart functions and analyzes the target in real
time

[:@ Note

To use this function, your web browser version should be above IE11.0.9600.17843.

Live View Parameter

Icon Function
= Start or stop live view.
For devices with multiple channels, you can choose a way to display the images.
] ~| For devices with multiple channels, you can choose a channel for live view.
[c] Capture a picture.
@ Start or stop recording.
Adjust the volume of live view. Move the sl