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For the com
plete list of w

hat’s inside the box, visit:
https://opengear.com

/products/acm
7000-resilience-gatew

ay#inside

1. R
E

G
IS

T
E

R
Register your product: https://opengear.com

/product-registration 

For licensing inform
ation and access to source code, visit:

     https://opengear.com
/softw

are-licenses         
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1. 
N

ET1 & N
ET2*

2. 
Sim

 Slot 1 & 2

3. 
Serial Ports

4. 
CELL (M

ain)

5. 
CELL (Aux)

6. 
Pow

er
*N

ET2 is the bulit-in sw
itch on 

ACM
-4-5 units.
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After opening the box:
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If free-standing, attach the adhesive-backed rubber feet. If  
rack-m

ounted, attach the rack kit. 

Screw
 the cellular antennas into the CELL (M

ain) and CELL (Aux) 
connectors.

By default, the SIM
 slot 1 is active. Slide your carrier-provided m

ini SIM
 

into the SIM
 slot w

ith contacts facing up. In the CLl and GUI,  SIM
 slot 1 

is referencing the bottom
 SIM

 slot.

Connect the N
ET1 port to your netw

ork. The N
ET2 port is inactive by 

default. Refer to the U
ser M

anual for instructions to activate it. 

N
O

TE: 7004-5 m
odels have a single uplink port 1 x Ethernet/SFP (N

ET1) 
as w

ell a 4-port Ethernet sw
itch (N

ET2) on the back of the unit.

Connect other devices to the serial and U
SB ports.

Plug in the 12V DC pow
er supply.

4
. LO

G
 IN

Brow
se to 192.168.0.1 (subnet m

ask 255.255.255.0) w
ith a com

puter 
on the sam

e LAN
 as the console server. The device w

ill also get a DH
CP 

address.

1
2
7(��7KH�GHYLFH�KDV�D�VHOI�VLJQHG�66/�FHUWLͤFDWH��8

QWUXVWHG�
connection errors appear. Click through the errors to the login page.

Log in w
ith usernam

e root and passw
ord default. Click Subm

it. 

7KH�Z
HOFRP

H�VFUHHQ�DSSHDUV�Z
LWK�D�OLVW�RI�EDVLF�FRQͤJXUDWLRQ�

steps.
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Click Serial & N
etw

ork > U
sers & G

roups. 

Click Edit next to the root user. O
n the Edit an Existing U

ser page, enter 
DQG�FRQͤUP

�\RXU�QHZ
�SDVVZ

RUG��

Scroll to the bottom
 of the page and click Apply.
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DH

CP is enabled by default. If desired, you can change to a static 
IP. Click System

 >  IP. U
nder the N

etw
ork Interface tab, change the 

&RQͤJXUDWLRQ�0
HWKRG�WR�6WDWLF�,3�
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7KH�FRQVROH�VHUYHU̵V�ͤUHZ
DOO�FRQWUROV�Z

KLFK�SURWRFROV�DQG�VHUYLFHV�FDQ 
DFFHVV�Z

KLFK�SRUWV�DQG�GHYLFHV��%\�GHIDXOW��WKH�ͤUHZ
DOO�RQO\�DOORZ

V�
H

TTPS and SSH
 access. To change settings,  click System

 > Services 
and click the Service Access tab.To perm

it IP access betw
een devices 

on the netw
ork or m

anagem
ent LAN

, 
click System

 > Firew
all. Click on the 

Forw
arding & M

asquerading tab, m
ake 

any changes, and click Apply.
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Select System

 > IP.

For N
ET1, click N

etw
ork Interface and choose either DH

CP or Static.

For N
ET2, click M

anagem
ent LAN

 Interface. U
ncheck Deactivate this 

netw
ork interface�WR�DFWLYDWH�1

(7���)RU�&RQͤJXUDWLRQ�0
HWKRG��FKRRVH�

DH
CP or Static.

If you choose Static, enter an IP Address and Subnet M
ask for the N

ET2 
interface. If using O

O
B, these should correspond to your m

anagem
ent 

netw
ork.
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Click Serial & N
etw

ork > Serial Port. Click Edit�WR�P
RGLI\�D�VSHFLͤF�SRUW�

You can m
odify com

m
on settings including Baud Rate, Parity, Data Bits, 

Stop Bits, and Flow
 Control as w

ell as port connection settings including 
SSH

, Telnet, W
eb Term

inal, and RFC2217. 

Click Apply�WR�VDYH�DQ\�P
RGLͤHG�VHWWLQJV�
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To add a new
 user, click Serial & N

etw
ork > U

sers & G
roups. Scroll to 

the bottom
 of the page and click Add U

ser.

Enter a U
sernam

e�DQG�HQWHU�DQG�FRQͤUP
�D�Passw

ord. Select the 
appropriate groups and scroll dow

n to choose the Accessible Ports the 
user is allow

ed to access.

Click Apply to create the new
 user account.



N
O

TE: You should create a new
 adm

inistrative user rather than 
continuing as the root user. To do so, add a new

 user to the adm
in group 

w
ith full access privileges. Log out and log back in as this new

 user for 
all adm

inistrative functions.

To create a new
 group, click Serial & N

etw
ork > U

sers & G
roups. At the 

end of the list of existing groups, click Add G
roup.

Enter a new
 group nam

e in the G
roups�ͤHOG��6HOHFW�DQ\�DSSURSULDWH�

Roles, H
osts, Ports, and RPC outlets. 

Click Apply to create the new
 group.

11.  A
C

C
E

S
S

 D
E

V
IC

E
 C

O
N

S
O

LE
S

Your console server is now
 ready to access device consoles on your 

netw
ork, depending on the protocols you chose in Step 9.

SSH
:

• To connect to the pm
shell chooser m

enu, SSH
 to the console server 

and log in appending :serial to your usernam
e, e.g. root:serial.

• To connect to a given console, SSH
 to the console server and 

login adding the port num
ber or port label to your usernam

e, e.g. 
root:port02 or root:M

yRouter.
• To connect directly to a given port, SSH

 to the console server at 
TCP port 3000 + the port num

ber, e.g. 3002 for serial port 2.

Telnet: 

Telnet to the console server at TCP port 2000 + the port num
ber, 

e.g.2002 for serial port 2.

W
eb Term

inal: 

For console access using your brow
ser, click M

anage > Devices > Serial 
and click the port’s W

eb Term
inal link.
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In the O

pengear M
anagem

ent Console, select System
 > Dial.

Click the Internal Cellular M
odem

 tab. Check the Allow
 outgoing 

m
odem

 com
m

unication radio button.

Enter your carrier’s Access Point N
am

e in the APN
�ͤHOG�

If cellular is not the prim
ary netw

ork route, you m
ay need to override the 

provided DN
S servers if you have issues w

ith nam
e resolution. Check 

O
verride returned DN

S servers and enter your DN
S’s addresses.

Click Apply M
odem

 Dial Settings.

13
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To check the status of the m
odem

 connection:

Select Status > Statistics.

Click the Failover and O
ut-of-Band tab.

M
ake sure the Alw

ays on O
ut-of-Band -- Internal Cellular M

odem
’s 

Connection Status is Connected. 

Check the m
odem

’s allocated IP Address to see if it is public or private.

<RX�FDQ�ͤQG�P
RUH�LQIRUP

DWLRQ�DERXW�FHOOXODU�IHDWXUHV�LQ�WKH�2
SHQJHDU�

Know
ledge Base under the FAQ

 > Cellular &
 W

ireless section:

https://opengear.com
/cellular-w

ireless/



LIGHTHOUSE CENTRALIZED MANAGEMENT
/LJKWKRXVH�LV�D�SRZHUIXO�WRRO�WKDW�VLPSOLͤHV�WKH�ZD\�\RX�PDQDJH�\RXU
out-of-band network through a single pane of glass. Better control 
and visibility provides 24/7 resilient access to your connected IT 
infrastructure. 

Lighthouse features:
• Centralized scalable administration and automation of nodes
• Easy to maintain user groups and permissions
• Secure accessibility for all connections using Lighthouse VPN
• Responsive UI designed and built for NetOps
• Integrated RESTful API

“Deployment is made very easy as Lighthouse learns about 
attached devices during node enrollment and will dynamically 

update itself as new devices attach.” 
– Network Computing Magazine Product Review – Dec 2017

Ready to learn more?
Visit lighthouse.opengear.com to download 
a free evaluation of Lighthouse (up to 5 
nodes) and to learn more about Opengear’s 
Centralized Management solutions.
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