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American Power Conversion Legal Disclaimer

The information presented in this manual is not warranted by the American Power Conversion
Corporation to be authoritative, error free, or complete. This publication is hot meant to be a substitute
for a detailed operational and site specific development plan. Therefore, American Power Conversion
Corporation assumes no liability for damages, violations of codes, improper installation, system failures,
or any other problems that could arise based on the use of this Publication.

The information contained in this Publication is provided asis and has been prepared solely for the
purpose of evaluating data center design and construction. This Publication has been compiled in good
faith by American Power Conversion Corporation. However, no representation is made or warranty
given, either express or implied, as to the completeness or accuracy of the information this Publication
contains.

IN NO EVENT SHALL AMERICAN POWER CONVERSION CORPORATION BE LIABLE
FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL, OR
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGESFOR LOSS
OF BUSINESS, CONTRACT, REVENUE, DATA, INFORMATION, OR BUSINESS
INTERRUPTION) RESULTING FROM, ARISING OUT, OR IN CONNECTIONWITH THE
USE OF, OR INABILITY TO USE THISPUBLICATION OR THE CONTENT, EVEN IF
AMERICAN POWER CONVERSION CORPORATION HASBEEN EXPRESSLY ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. AMERICAN POWER CONVERSION
CORPORATION RESERVESTHE RIGHT TO MAKE CHANGES OR UPDATESWITH
RESPECT TO OR IN THE CONTENT OF THE PUBLICATION OR THE FORMAT
THEREOF AT ANY TIME WITHOUT NOTICE.

Copyright, intellectual, and all other proprietary rightsin the content (including but not limited to
software, audio, video, text, and photographs) rests with American Power Conversion Corporation or its
licensors. All rights in the content not expressly granted herein are reserved. No rights of any kind are
licensed or assigned or shall atherwise pass to persons accessing this information.

This Publication shall not be for resale in whole or in part.
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General Information

Overview

Introduction

KVM ACCESS provides single portal, single login, secure, centralized access, administration and
management of your entire network - local and worldwide - anywhere, anytime. KVM ACCESS offersa
single, integrated browser-based interface to manage all your devices. Users no longer need to learn the
interface for each individual device, making system management easier and more efficient.

By consolidating the management of your IT devices, KVM ACCESS software allows every device to
be securely accessed and controlled by means of asingle |P address. Servers and network equipment are
integrated into asingle tree view, making KVM ACCESS software ideal for enterprises with data centers
and branch offices, located in several remote locations.

Recognizing the broad spectrum of computing environments, KVM ACCESS Java software
implementation allowsit to work with Sun Java Runtime Environment (JRE) enabled operating systems,
ensuring multi-platform integration and mutual operability.

Features

« Complete control of your enterprise - consolidates the management of all APC IT devices.
» Single portal, single sign on, single |P address to securely access every device on the installation.

« Port association allows the creation of logical devices consisting of ports selected from KVM
switches, Blade Servers and Power Distribution Units (PDUS). Instead of accessing these devices
through different user interfaces, only one integrated user interface does the job.

e Multiplatform customer support (Windows, Mac OS-X, Linux, and Sun).
» APC device auto-discovery with device-availability status, and alarms.

» All devices are integrated into a single tree view for centralized access, administration, and
management of aworldwide network from anywhere at anytime.

» Automated database backup of KVM ACCESS server, devices, and real-time database updating.
» Backup and restore of device configuration and account information.

» Comprehensive reporting capabilities - logging and auditing of system eventsfor KVM ACCESS
software and managed devices.

« Critical system event natification via SMTP email, SNMP trap notification, SMS, and Syslog
auditing.

» Export of device logs and session history in .csv, .txt, or zip format.

» Automatic scheduling of system, configuration, and maintenance tasks.

« View, manage, and terminate active user sessionsin real time.

* Role-Based Access and Control (RBAC).

« Multilanguage interface to minimize user training time and increase productivity.

» Direct Web Access - users can be redirected to 3rd party datacenter devicesfrom KVM ACCESS.

KVM Access Management Software User Manual



Security

Security features include internal and external authentication. External authentication support includes
LDAP, Active Directory, RADIUS, TACACS+, and NT Domain. Only after being authenticated can
users gain access to the devices.

Option to force users of all KVM ACCESS managed devices to be authenticated through KVM
ACCESS. Users cannot log in to the devices directly.

Compliant with the X.509 Digital Certificate Standard.

128-bit SSL encryption of al data on the web.

Flexible session time-outs.

Role based access and control, configurable user and group permissions for server access and control.

Supports strong password protection - SAS 70 compliance for configurable number of failed login
attempts and user 1D lock out parameters.

Devices can identify themselves by Name, MAC address, or IP in the browser. The IP addresses of
KVM/PDU devices can be hidden.

IPand MAC filtering.
Local and remote access logged and authenticated.
Private CA support.

Server Management Features

* BIOS level support.

» Hexible encryption design allows users to choose any combination of 56- bit DES, 168-bit 3DES,
256-bit AES, 128-bit RC4, or Random for independent KB/Mouse, video, and virtual media data
encryption.

* Virtual Media - supports CAC/Smart Card readers, fingerprint readers, DVD/CD drives, USB
mass storage devices, PC hard drives and 1SO images.

» Panel DynaArray.
 Virtua Remote Desktop.
» Exit Macro support.

* Mouse DynaSync.

* Message Board.
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Requirements

Server Requirements
Systemsthat KVM ACCESS will be installed on should meet the following requirements:

« Hardware Requirements

— CPU: Pentium 4, 2.60 GHz or higher

— Memory: At least 512MB (1GB or more recommended)

— Hard drive: 500MB or more free space

— Ethernet: At least 1 Ethernet adapter (100Mbps or higher) - GigaLAN recommended
¢ Operating System Requirements

— Windows: 2000, XP, 2000 Server, Server 2003, Server 2008, or Windows Vista with Java
Runtime Environment (JRE) 6, Update 11, or higher (with the latest service package for each
installed)

— Linux (with Java Runtime Environment (JRE) 6, Update 11, or higher)
* Red Hat Enterprise Linux V. 4
» Novell SUSE Enterprise Server 9 and 10
Client Requirements
Hardware Requirements.
e CPU: For best results, computers used to access the switch should have at least aP 111 1 GHz
processor, with the screen resolution set to 1024 x 768.
* Memory: At least 512MB (1GB or more recommended).
« Ethernet: At least 1 Ethernet adapter - 10Mbps or higher - 100M bps recommended.

« Browsers must support 128 bit SSL encryption.

« For the browser-based Java Applet Viewer the latest version of the Java Runtime Environment
(JRE) must be installed.

* At least 206MB of memory must be available for the first viewer after logging in from the
browser and 100MB for each additional viewer that is opened, thereafter.
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Operating Systems. Supported operating systems for client workstations that connect to KVM

ACCESS are shown below:

oS Version

Windows 2000 and higher

Linux RedHat 7.1 and higher
Fedora Core 2 and higher
SuSE 9.0 and higher
Mandriva (Mandrake) 9.0 and higher

UNIX AlIX 4.3 and higher
FreeBSD 4.2 and higher
Sun Solaris 8 and higher

Supported operating systems for users that log into KVM ACCESS include Windows 2000 and higher,
and those capable of running the Java Runtime Environment (JRE) 6, Update 11, or higher. The
Windows 2000 Client does not support the WinClient Viewer.

Browsers:
Supported browsers for users that log into KVM ACCESS include:

Browser Version
IE 6 and higher
Chrome 8.0 and higher
Firefox Windows 3.5 and higher
Linux 3.0 and higher
Safari Windows 4.0 and higher
Mac 3.1 and higher
Opera 10.0 and higher
Mozilla Windows 1.7 and higher
Sun 1.7 and higher
Netscape 9.0 and higher

Device Requirements

All APC IP KVM products must be at afirmware level that contains the KVM ACCESS Management
function and the KVM ACCESS Management function must be enabled.

Download and install the latest version of the relevant firmware from www.apc.com, if necessary. For
details on upgrading the firmware see “Upgrade Selected Appliance Firmware” on page 88.

the KVM ACCESS's Device Port (see “Device port” on page 8).

Note: Devices must be configured to communicate on the same port that you configure for
For alist of supported devices see “Compatible Products’ on page 103.
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Licenses

The KVM ACCESS license controls the number of nodes permitted on the KVM ACCESS server
installation. License information is contained on the USB License Key that came with your KVM
ACCESS purchase.

Upon completion of the KVM ACCESS software installation, a default license (one master and 80
nodes) is automatically provided. To add more nodes you must upgrade the license. See “Upgrading the
License” on page 82 for detailed information.

Nodes.

A node can either be a physical port, or an aggregate device. Each node requires alicense.

Aggregate devices can be created when a device (router, server, ethernet switch, etc.,) managed
through KVM ACCESS is capable of being accessed through several devices ports. By
consolidating those portsinto asingle Aggregate Device, the Aggregate Device countsasasingle
node, and only requires asingle license.

Ports on devices, when not part of an aggregate device, must be unlocked (see “Locking /
Unlocking Ports’ on page 60) in order to be used. Each unlocked port counts as one node.

Generic devices (routers, switches, etc.) are not counted.
Direct Web Access devices are not counted.

Folders do not count as nodes, however each physical port within afolder counts as anode. In
addition, each Aggregate Device contained in afolder counts as one node. See “ Devices Menu”
on page 49 for detailed information on each of the device categories.
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Installation

Windows Version Installation

Before you begin

Before running the installation program make sure of that the Sun's Java Runtime Environment (JRE) 6,
Update 11, or higher has been installed on your system. If not, you need to download and install it. You
can get the latest version from the Java web site:

http://java.com
After the JRE has been installed on your system, you are ready to install the KVM ACCESS program.
Starting the installation

1. Put the software CD into the computer's CD or DVD drive.

2. Gotothefolder where KVM ACCESS Setup_Win.exe islocated, and executeit. The
Introduction window, will open. Click the Next button to continue.

| D APC K¥M Access

Introduction

= Intraduction InstallAmnawhiere will guide you thraugh the installation of Ky
Access,

Itis stronaly recormmended that you exit all programs hefore
continuing with this installation.

Click the Mext buttan to proceed to the next screen. Ifyou wantto
change something on a previous screen, click the Previous' button,

You may cancel this installation at any time by clicking the 'Cancel
| button,

Brevious

3. Read the License Agreement that opens, then click the “1 accept...” radio button.
4. Click the Next button to continue.

5. Inthedialog box that opens, enter the software serial number (the serial number can be found on
the CD case), then click Next to continue.

Note: Save your software serial number in a safe place in case you need it for
reinstallation.
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6. Inthe Choose Installation Folder dialog box, specify the KVM ACCESS installation folder. If
you don't want to use the default entry, click Choose... to browse to the location you want, then
click Next to continue.

Y APC KE¥M Access

Choose Installation Folder

Installation Folder:
CAEVHM becess

Eestore Default Folder H Choose... ]

Cancel

7. Inthe Choose Shortcut Folder dialog box, click one of the radio buttons to specify where you
would like to create product icons, then click Next to continue.

\J APC KVM Access =3

Choose Shortcut Folder

“ |ntroduction Where would you like to create product icons?

(5} Ina new Progrem Grovp: | EVHM fccess

() Inan existing Program Group: | Crracle - Lzile FLI
() In the Etort Menn
() On the Deskiop

(") In the CQuick Launch Bax

() Dther: |

(") Don't create icons

[ Create Toons for AN Users

Cancel
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8. Fill inthefieldsinthe Config & Setup dialog box, according to the information in the table.

Heading

Description

Server name

The default name for the server - as defined in the Windows Computer Name

setting. You can choose a different name to identify the server on the KVM ACCESS

installation. The name can be from 2-32 bytes in any supported lantuage.

Note: 1. Thefollowing characters may not be used: “ ‘ \

2. Thenameisonly for KVM ACCESS server purposes - it doesn’t change the actual
computer name.

Viewer port

The port that the user uses to communicate with KVM ACCESS servers.

The default is 8003.

Note: 1. Thisisthe Viewer Port referred to on the This Server web page. See

“Server Information” on page 74.

2. Each KVM ACCESS server on the system can use its own port setting, for ease of
management it is recommended that all servers use the same port setting.

Device port

The port that the KVM ACCESS server uses to communicate with the devices on the
installation. The default is 8000.

Each KVM ACCESSKVM ACCESS server can have a separate device port number,
but in order to communicate with the devices connected on its network segment,
those devices must be configured to use the same port as the one set here.

HTTP port

The port that the KVM ACCESS server uses for web communication. The default is
80. If you use a different port, users must specify the port number in the URL of their
browsers.

HTTPS port

The port that the KVM ACCESS server uses for secure web communication. The
default is 443. If you use a different port, users must specify the port number in the
URL of their browsers.

9. After thefields have been filled, click Next to continue.

Note: Any of these settings can be changed following the installation. See” Server
Information” on page 74, for details.

10.The dialog box informs you that files are being copied to the installation folder. Once the files
have been copied, click the Continue button.
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11. The Pre-Installation Summary dialog box opens. Click Previousto go back and make changes. If
the information is correct, click I nstall.

¥l APC EYM Access

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
IV Access

Install Folder:
CMCOVW Access

Shortcut Folder:
CiDocuments and Settingsichientel’y TBHfE | ThEeRigEss
WOWIW Access

| |Disk Space Information (for Installation Target):
Feruired: 47,017,752 bytes
Available: 19,509.379,072 bytes

Cancel Previous

12.When the dialog box opens informing you that the installation has completed successfully, click
Doneto exit the installer.

13.At the completion of the installation, aKVM ACCESS entry is created in the Windows Start
menu.

Post-installation check

After installation completes, the KVM ACCESS program starts automatically (and starts automatically
with every bootup).

To check that KVM ACCESS has started, navigate through the following folders: Control Panel >
Administrative Tools > Services. Look down thelist to the KVM ACCESS entry. If KVM ACCESSis
running, it will appear in the serviceslist.

The entry in the Status field should say Sarted. If it does not, right click anywhere on the KVM
ACCESS entry line and select Sart from the pop up menu.
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Linux Version Installation

Before you begin

The procedure for installing KVM ACCESS on aLinux systemis similar to that for Windows, but there
are Java considerations to note.

e If Javaisn't dready installed, download from the Java web site:

http://java.com

Installation instructions are provided on the Java download page.
« To determine the Java version on your system, open aterminal and enter the following:

java -version

If the versionis earlier than JRE 6, Update 11, install JRE Version 6, Update 11 or higher.

« Make sure PATH and JAVA_HOME environment variables point to the new version in your /root/
.bash_profilefile. For example:

JAVA_ HOME=/usr/javaljrel.6.0_0-b11
PATH=3JAVA_HOME/bin:$PATH:./
BASH_ENV=$HOME/.bashrc
USERNAME= "root"
export JAVA_ HOME PATH BASH_ENV USERNAME
 If theoriginal Javaversionis still used and the new version is not recognized, correct it.
a. Copy the KVM ACCESS Setup_Linux.bin file from the distribution CD to your hard drive.

b. Go to the directory where the KVM ACCESS Setup_Linux.bin fileis located.

c. Enter the following commands:
export LAX_DEBUG=1
sh KVM ACCESS_Setup_ForLinux.bin

@ Note: If theinstallation program starts, cancel it.

d. Look for the line that begins: Using VM ....... to see to which Javaversion is defaulting.

e. If theUsing VM entry shows afile named javain the old Java version directory, go to that
directory and delete the javafile or renameit.

f. Log out and log back in.
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Installing
After making sure that the appropriate version of the JRE has been installed, do the following:

1. Put theKVM ACCESS software CD into the computer's CD or DVD drive.
2. Goto the folder where KVM ACCESS Setup_Linux.bin islocated, and run it.
Note: 1. You must run the installation program as the root user.
@ 2. Make sure that the installation file has executable permissions
3. For some versions of Linux, the program must be runin aterminal.
3. When the Introduction window opens, click the Next button to continue.

4. Theremainder of the installation procedure is the same as for Windows. Refer to the Windows
installation procedure (page 6), for details.

Post-installation Check

After installation is finished, the KVM ACCESS program starts automatically (and starts automatically
with every bootup).

To check that KVM ACCESS has started, issue the following commands (as root) to start, stop, and
restart, the service from aterminal console;

letc/init.d/lKVM ACCESSservice start# to start the service
[etc/init.d/KVM ACCESSservice stop# to stop the service
letc/init.d/ KVM ACCESSservice restart# to restart the service

/etc/init.d/KVM ACCESSservice status# to check the service status
To check on the Java version your system is running, do the following:

1. Open the Start menu.

2. Navigateto the KVM ACCESS entry (Programs > KVM ACCESS), and select Java Version
Checker.

Post Installation Setups

KVM ACCESS software comes with adefault license that allows the server with 80 nodes. For anything
beyond this minimum, you will need alicense key that allows additional nodes.

¢ Insert the KVM ACCESS software’s USB license key into a USB port, log into the server (see
“Logging in” on page 13), go to the License page, and click Upgrade (see “Upgrading the
License” on page 82). The number of nodes that are allowed depends on your license key
purchase. Contact your dealer for details.

Note: After upgrading the license, remove the key and place it somewhere safe. You
will need it for future upgrades.
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Uninstalling KVM ACCESS Software

Uninstalling from a Windows system

1. Open the Start menu.

2. Navigate to the KVM ACCESS entry (Programs > KVM ACCESS), and select Uninstall KVM
ACCESS.

Note: Many KVM ACCESS files and folders that were created during installation
must be removed manually for a complete removal (necessary if you plan on
reinstalling). The default folder is C:\KVM ACCESS.

Uninstalling from a Linux system
Asroot, execute the following command:

/install-path/Uninstall KVM ACCESS/Uninstall KVM ACCESS

Where /install-path/ represents the path and directory that you specified for the KVM ACCESS's
location when you installed the program.

removed manually for acomplete removal (necessary if you plan on reinstalling). The default

Note: Many KVM ACCESS files and folders that were created during installation must be
is/home/KVM ACCESS.

Upgrading KVM ACCESS

If the KVM ACCESS program has already been installed, it is not necessary to perform afull install. The
latest KVM ACCESS version can be installed by running the KVM ACCESS-Upgrade program:

Preliminary steps

Taking the following backup steps before you begin is recommended. If aproblem should occur after the
upgrade, the backup created can be used to restore the database to its latest working level.

* You must have previously scheduled regular backups so you will have abackup fileto restore. See
“Backup the Server Database” on page 84 for details.

* You must have scheduled backup files from "Backup Device Configuration™ (page 89).

Upgrade
Run the KVM ACCESS Upgrade procedure. Follow the installation Wizard to complete the procedure.

KVM ACCESS Upgrade Win.exe (for Windows)
KVM ACCESS Upgrade_Linux.bin (for Linux)

Note: New versions of the Upgrade Program are posted on www.apc.com for download as
they become available. Check the website to get the most up-to-date version.

After the Upgrade is completed, all settings/information are reset.

* Usethe“KVM ACCESS Utility” on page 110 to restore database settings.

* Run Restore Device Configuration to restore Device Configurations and Account Information.
See “Restoring Device Configurations’ on page 62 for instructions on restoring device
configurations and account information.
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Browser Operation

To ensure multi-platform operability, access to the KVM ACCESS is available through most standard
web browsers. Once users log in and are authenticated, the KVM ACCESS's browser GUI comes up.
This chapter explains the login procedure, and describes the KVM ACCESS's browser GUI components.

Logging in
Tologinto KVM ACCESS.

1. Open the browser and specify the |P address of the KVM ACCESS in the browser's URL
location bar.

Note: If the system administrator has configured the HTTP or HTTPS port setting as
something other than the KVM ACCESS defaults, you must include http:// or https://
before the 1P address, and specify the port number along with the IP address. For
example: http://192.168.1.20: 8082

Where 8082 is the http port number, and a colon is inserted between it and the IP

address.

2. If any Security Alert dialog boxes appear, accept the certificate. It can be trusted. See “ Trusted
Certificates” on page 106 for details. The Login page will open.

KVM Access Login

Username

Passwiord

[ Login ] [ Reset |

ArC

by Schnedder Electric

3. Provide your KVM ACCESS Username and Password, then click the Login button.

Note: Thereisapre-instaled system administrator account that can be used tologin
for the first time. The Username for this account is apc; the password is apc. For
security purposes, change this to something unique. See “Managing User Accounts’
on page 33 for details.
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KVM ACCESS Interface

After you have successfully logged in, the KVM ACCESS web page opens.

14

<

ek Casecade-KH2516v-Al

¥

Fower On

0% Fowssr On

5 Pawer On
D&l IDRAC § Pawer On Nk
HPILO2 Offline L
BURSAI Unkngan HiA

1Bl BladeCenterE  Power On A Gat Status
KVMZ115P Ofing

HP BiadeSystem c3000 Power On

«
pooODOOODOD D DE

Uningin

Copyright  American Power Corversion Carp. , al rights reserved.

KVM ACCESS web page components:

Item Item Name Description
Number

1 |Tabbar Thetab bar contains the main operation categories. The itemsthat appear in the tab
bar are determined by the user's type, and the authorization options that were
selected when the user's account was created.

2 Page menu bar The page menu bar contains operational sub-categories that pertain to the item
selected in the tab bar. The itemsthat appear in the menu bar are determined by the
user's type, and the authorization options that were selected when the user's
account was created.

3 Sidebar The Sidebar provides atree view listing of items relating to the tab bar and menu
bar selections. Click an item in the Sidebar to open its detail page.

4 |About About provides information regarding the current version of the KVM ACCESS.

5 L ogout Click this button to log out of your KVM ACCESS session.

6 |Welcomemessage |If thisfunction isenabled (see Preferences, page 29), a welcome message displays
here.

7 Navigation buttons |These buttons move you through the Sidebar. Their use is discussed in the next
section.

8 Interactivedisplay |Thisisthe main work area. The screensthat appear reflect your menu choices and

panel

Sidebar item selection. The use of this panel is discussed on page 16.
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The Navigation Buttons

The navigation buttons move you through the itemsin the Sidebar:

Button |Action

(its parent item). In the diagram below:

T Movesto theitem in the tree that is one level out and one step up from the current selection
IE] If the focus were on SLOT-01-TestA, it would move to CM C-599232S.

current selection (its sibling item). In the diagram below:

1. If the focus were on AP5615-4B-3B-7C, it would move to OutletA.
2. If the focus were on SLOT-01-TestA, it would move to AP5615-4B-3B-7C.

D Movesto theitem in the tree that is on the same level of depth and one step up from the
i

current selection (its sibling item). In the diagram below:

1. If the focus were on KN4132-23, it would move to PNO108RPSwitch.

. Moves to the item in the tree that is on the same level of depth and one step down from the
E
2. If the focus were on OutletA, it would move to OutletB.

selection (its child item). In the diagram below: If the focus were on PNO108RPSwitch, it
would move to OutletA.

D Movesto theitem in the tree that is one level in and one step down from the current

One of the advantages of using the navigation buttons instead of clicking on an item in the Sidebar isthat
you stay on the same Panel Menu page as you move from item to item.

Note: When you make a menu choice, a Panel Menu bar with further choices opensin the
Interactive Display Panel. See “Interactive display panel” on page 16.

Example: If you made a change to SLOT-01-TestA that you also wanted to make to SLOT-01-TestB, by
using the navigation buttons, you could move to the desired location in SLOT-01-TestB without clicking
through al the Panel Menus to get there.

If you access an item by clicking on it in the Sidebar, the opening page for that item appears. To make the
same change to SLOT-01-TestB that you made to SLOT-01-TestA, you have to start at the beginning and
click through all the Panel Menusto get to the desired location.

device'sinformation and the information for it stored in the KVVM ACCESS database. See

Note: If an item'sicon contains a question mark, it indicates there is a mismatch between the
“Update” on page 64, for information on resolving the problem.

KVM Access Management Software User Manual
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Tree view considerations

« Only items a user is authorized to access appear in the Sidebar tree view.

e A plus(+) signin front of an item meansthat there are additional items nested inside. Click the
plus sign to expand the view and show the nested items.

¢ The plus sign changes to a minus sign (-) when an item is expanded. Click the minus sign to
collapse the view and hide the nested items.

» For devices, if thedeviceison line, itsiconisin color; if it is off line, itsicon is gray.

Note: Users can configure the way devices and ports display in the Sidebar tree view.
See “User Preferences’ on page 28, for details.

Interactive display panel

Overview

The Interactive Display Panel (also referred to as the main panel) is your main work area. The screens
that appear reflect your menu choices and Sidebar item selection. Thereason it is called an interactive
display panel, isthat in addition to displaying the contents of your menu choices, it is aso awork area
where you can make configuration settings and perform actions on selected devices.

1
2

Server Information | Sessions | Server Settings | Secunty | Cenificate

[tem Description

Panel Menu Bar * Refines the menu category into smaller related groupings.

* If there are secondary Panel Menu pages, hovering over the Panel Menu title with the
mouse opens a popup menu. Click on amenu item to go to the desired secondary page.

* The items that appear in the Panel Menu bar are determined by the user's type and
authorization permissions.

Panel Menu TitleBar | Describes the Panel Menu category.

» Additional Panel Menu pages are indicated by an arrow icon.
» Click the Down arrow to go to the next page.

* Click the Up arrow to go to the previous page.

Action Input Area A button or input box displays directing you to take an action (Save, Delete, Next, etc.)
with regard to the current page.
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Selecting list items

Many of the pages displayed in the Interactive Display Panel contain alist of selection items (devices,
users, groups, configuration files, etc.) on which to perform an operation.

Power Control Cancel
A
Task name:
Taskname
Category:

@ Target Devices

O Outlets

All Target Devices
| Device Hame Type P Description ‘Operation
[0  0A-001E0BDSATDF HP BladeSystem c3000 10.3.166.33 AllOn B
O IBM BladeCenter E IBM BladeCenter E 10.3.166.28 | &l on v
[0 HPILO2-10.3.166.39 HPiLO 2 10.2.166.39 All On v
7] v

IBU-RSAI-10 3,166 38 1B RS I 10.3166.38 [anon

Copyright © American Power Conversion Corp., all ights reserved.

» Toselect an item, click to put acheck in the checkbox in front of the name.
» To select agroup of items, put a check in the checkbox in front of each of their names.
« Toselect al of theitems, put a check in the checkbox at the top of the column.

Preferences

Users can set individual preferences for their browser sessions by clicking the Preferences tab on the
Tab Bar. The Interactive Display Panel opens to the default page - Web Options. The Panel Menu bar
shows the available categories. Web Options, and Password.

Web options

Web Options | Password

Web Options Save

-~
Language:

(O Use browser setting

®Use English v

Login Page:
O Default page
@Last\agout

Welcome Message:

@ Show
OHide

Display screen name  [Admin

KVM Access Management Software User Manual
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Language.
* Toset KVM ACCESS to display pagesin the same language your browser uses, Click the Use
Browser Settings radio button.

Note: If your browser is set to a non-supported language, KVM ACCESS looks at the
the language of your server's operating system. If the operating systemisset to a
supported language it will use that language to display its pages. If the operating
systemis set to a non-supported language, KVM ACCESS defaults to English.

¢ Click the Use radio button to select from alist of supported languages.

Note: If the language selected is different from the browser's setting, there will be no
change until after you log in.

» Login Page: You can choose to open to the default page when you log in (the first page of the first
tab on the Tab Bar), or you can choose to open to the page you were on the last time you logged
out.

Welcome Message.

» To have the Welcome M essage appear, select Show. Select Hide if you don't want it to appear.

« To have a Screen Name appear with the Welcome Message, type the screen name into the Display
screen name text box.

Note: 1. When you change your Screen Name here, the Screen Name entry in the
User Accounts settings automatically changes to match what you entered here (see
Adding User Accounts, page page 31).
2. The Screen Name will not display unless you choose to Show the Welcome

Message.
When you have made your choices, click Save.

Password.
To change your password:

Check the Change Passwor d box to enable the password input fields.
Enter your old password in the Old password field.

Enter your new password in the New password field.

Enter your new password again in the Confirm password field.

Click Save.

g ~ v DD E

18 KVM Access Management Software User Manual



Port Access
Overview

Access and control the devices, ports and outlets that are managed over the KVM ACCESS network.
The Menu Bar provides different organizational views. Click on aview in the Menu Bar to see the items
organized according to the selected view’s parameters.

Note: If no access rights have been assigned to a user, the Port Access tab and page do not

display, even for System Administrators.

| PoflACCeSS Urser Managemaent  Davice Management  Systom Managoment Logs:
| ByTarmet | ByDewice | ByPon | By Depatment  ByLocation  ByType = By Favorfies  User Preferences

e 3 2 8

L

Denices

Stntus and Operation Filter |

poDpDODEDED D DS

Copyright © American Power Corversion Corp., ol rights reserved.

Table Headings

Headings vary depending on the view selected. Change the sort order of the items by clicking on the
column headings.

Heading Description
Name The name given to the port when it was added to the KVM ACCESS installation.
Alias The name given to the port when it was added to the KVM ACCESS installation.
Port The port's port number on the device to which it belongs.
Port Type Indicates the kind of device to which the port belongs.
Device Name The name of the device to which the port belongs.
Device Type The type of device that the port belongs to (KVMXXX, APXXX, Blade, etc).
Options * For KVM ports, indicates the port's Access Mode. See Mode, page 68, for details..
* For PDU outlets, indicates the port's Power Management Configuration. See Port Settings,
page 70, for details.
* Thisitem isblank for Target device ports.
Status * For KVVM ports, indicates whether the port is online or offline.
* For PDU outlets, indicates whether the outlet port's power socket is On or Off.
Note: This category does not apply to Blade Chassis or individual blades. N/A (not
applicable) displays for Blade Chassis, and Unknown displays for individual blades.
IP Address For physical devices - the device's |P Address displays here.
MAC Address For physical devices - the device's MAC Address displays here.
Operation The default action for accessing the device/port appearsin this cell.
* Click the arrow at the right of the table cell to see what other actions (if any), are available,
* Click your choiceto open a on for the device/port. The various device/port operation
choices are described in the Port Operation section that follows.
Link Click to go to the device's Device Management > Port page.

KVM Access Management Software User Manual
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Action Buttons

There are two buttons at the top right of the main panel: Filter, and Launch Multiviewer:

Filter

Filter alows you to control which items appear in the main panel list.
Enter the information string and click the Filter button on the panel (or press the Enter key on your
keyboard). Only items that have that particular information string in their names will display in thelist.

For example, if TD isyour information string, only items with names containing TD, such as
TD-AGG-01, will display.

To clear the filter and bring back the complete list, erase the contents of the input box and click Filter
again.
Launch Multiviewer

If you want to launch viewers for more than one port at the same time, click to put a check in the
checkbox in front of the names of the ports you want to access, then click Launch Multiviewer.

The Sidebar

Devices, ports and outlets that have been configured on KVM ACCESS are
listed in atree structure in the Sidebar at the left of the screen:

Sidebar characteristics.

* Users see only the devices, ports and outlets for which they have access
permission.

. Aggregate-Dev-Generic * Ports/outlets and child devices can be nested under their parent devices.

E ShiEG 0BT —Click the + in front of adevice to expand the tree and see the ports/outl ets
& B cMC-5992325 nested underneath it.

b Dell-DRACS-10.3.166.36 iy the - to collapse the tree and hide the nested ports/outlets.

[ Dell-iDRACE-10.3.166.31 ) ) ) )
« Switches and ports that are online have Green monitor screenicons. The

[l H-PiLO2-10.3.166.39 . . .
[ TBM-RSATT- 10.3.166.38 monitor screens are Gray for devices and ports that are offline.
: ¥i~= M t e o

- 1BM BladeCenter E « Clicking an item in the tree opens its Status and Operation page.

* b KN2116v-AC-10.0.0.129  « Double clicking an active device or port opens the viewer for it.
& B8 0A-001E0BDSA7DF

E= * Right click an active device or port to open a pop-up menu. Select aviewer
- B)RackPDU- AP8941

3 to access the device or port (see “Port Operation” on page 21).
www.yahoo.com
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Sidebar Filter. Control the number and type of devices, ports and outlets that display in the Sidebar.
When you click the upward-pointing arrow at the bottom left of the Sidebar panel it brings up the Filter

dialog box .
Default{All’ v | [] ©Online

['4 Search
.

Choices |Description
All Thisisthe default view. With no other filter options selected, all of the devices, ports and outlets that

are accessible to the user are listed in the Sidebar.
Drop down the list box to see all of the available choices and select one of them instead of All. Only

the items that match your selection display in the tree.
Online  |If you enable Online (by putting a check in the checkbox) only itemsthat are online display in the tree.
Search If you enter asearch string and click Search, only device, port, and outlet names that match the search

string display in the tree. Wildcards (? and *) are acceptable, so that more than one item can display in
thelist. Example: if you enter Web*, both Web Server 1 and Web Server 2 show up in thelist.

To close the Filter dialog, click the Down arrow at the bottom left of the Sidebar panel.

Port Operation

Depending on the item chosen, various port operation methods are available to access and control it.
Click the arrow at the right of the Operation cell to select an operation method.

Clicking KVM ACCESS Viewer opensaKVM viewer directly to the device running on the selected
port. Itisjust like what you would see if you logged into the device directly and then selected that port
on the device's GUI. A window with that device's port session opens on your desktop.

To switch portsin the viewer, open the hidden Control Panel (by hovering the cursor over the top center
of the viewer window), and select the Port List icon. The port list choicesinclude all the ports belonging

to the device.
i T p— e R S

* Inthelist, select the device to which the port belongs (KVM2132P in the screenshot), then click
the port you want to access.

» The viewer window of each port has a hidden Control Panel. To switch to a different port on the
device, bring up the port list and click the desired port.

» When you have finished with your session, open the Control Panel and select the Exit icon.
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Web Access

Click Web Accessto open abrowser session for the device on your desktop (asif you had opened a
browser and logged in from the URL bar).

> KYM2132P Yersion 1.0.061 - Windows Internet Explorer

(<)

BEO REED #HHEO BORFW IRD HBE®
o o ‘gKVMZlBZPVemnnlDDﬁl |_‘ - B - &~ [2EEY - GIEO-

2

Maintenance

w42 x| | I[2]+

»

L)

Download

KVM2132P
02 KVM2132P Offline
03 KVM2132P Offline
04 KVM2132P Offline
03 Kvm2132P Offline
08 KvM2132P Offline
a7 Kvm2132P Offline
08 KvM2132P Offline
a9 KvM2132P Offline
10 Kvm2132P offline
11 KvM2132P Offline
12 Kvm2132P Offline
13 KvMm2132P Offline
14 KvM2132P offline
15 KVM2132P Offline

KVM2132P

¥ Filter

American Power Conversion Corp., all rights reserved
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Power ON / OFF

« For Aggregate and Power devices you can choose All ON or All OFF to turn al the outlets
belonging to that device on or off.

» For Power outlets, you can choose ON or OFF. If the port's statusis ON, the choiceis OFF - click
OFF to turn the power to the outlet off.

@ Note: The change doesn't appear in the table until you leave the page and come back to it.

SSH / Telnet Session

Choose to open an SSH or Telnet session to the selected port. You get an SSH or Telnet viewer window
just asif you had logged into the KVM device (KVM2116P, for example), with your browser and had
chosen Telnet on the Main Web page.

Port Access Views

Port View

When Port Accessis selected on the tab bar, the default page is Port View. This page lists all of the ports
that have been deployed under the KVM ACCESS system, independently of their devices. To only seea
particular port, click onit in the Sidebar.

Ports BHEE B
Status and Operation Filter
-
Status and Operation
No. Hame Alias Port Port Type Device Name Device Type Options Status Operation Link
1 K_:JDZ_ 3 10-312—gc KVIZ116P Offline
2 RackPDU-4P8941 APB941 Unknown  Get Status ¥
3  OQA-001EOBDZATDF HP BladeSystem c3000 Power On  Get Status ¥
4 |BM BladeCenter E IBM BladeCenter E Power On  Get Status ¥
e e APERAE . Web: AP5615-
5 AP5515-4B-3B-7C APSE15 Power On Pl %
6 CMC-5292323 Dell PowerEdge M1000e Fower On  Get Status ¥
BE Ty = Ao N Al OM via
7 H-PiLO2-10.3.166.39 HF LG 2 Offline i) ¥
IBM-RSAIl- M RSA v = =
8 10.3.166.38 EliE Unknown
Dell-DRAC Dell DRAC 5 FPower On

Target View

Target devices include Aggregate Devices, and Blade Chassis (and individual blades). The Target page
default view has All selected at the top of the Sidebar, and the Status and Operation page displayed in the
Interactive Display panel. To only see the portsfor a particular device, click on the device in the Sidebar.
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Device View

Device view displays all of the devices that have been deployed under the KVM ACCESS system. To
only see the ports for a particular device, click on the device in the Sidebar.

Status and Operation | Filter |
»
Status and Operation
MNo. Name Alias Type Status IP Address MAC Address Operation Link
1 Agaregate-Dev-Generic Generic MN/A RA Web: net1 ¥
2 AP5615-48-3B-7C APEE15 PowerOn  10.0.0.217 O0COB74B3B7C 7:"" “'P5'315"’E"3E';‘
3 CIC-5892328 Dell PowerEdge M1000e Fower On 10.3.166.30 id et Status ¥
4 Dell-DRACS-10.3 166 36 Dell DRAC 5 Power On  10.3.166.36 IiA KW Access Viewer ¥
5 Dell-DRACG-10.3.166.31 Dell iDRAC 6 Power On 10.3.166.31 MiA Get Status ¥
g H-PiL02-10.3.166.39 HPILO 2 Offline 10.3.166.39 MiA All &M via PDU ¥
7 IBM-RSAI-10.2 166 28 IBM RSA 1 Unknown 10.3.166.38 iA KWM Access Viewer ¥
8 IBM BladeCenterE IBM BladeCenter E Fower On 10.3.166.28 MiA Get Status ¥
] KM2116v-AC-10.0.0.129 KVMZ2116P Offline 001074347789
10 OA-DD1EOBDSATDF HP BladeSystermn c3000 Power On  10.3.166.33 MIA Get Status ¥
1 RackPDU-~AP8241 APB941 Unknown 10.0.0.235 00COB75206268 Get Status ¥ =]

Copyright © American Power Conversion Corp., all rights reserved.

Department View

Department view displays all of the departments that have been created under the KVM ACCESS
system, and the ports that have been assigned to each. To only see the ports belonging to a particul ar
department, click on the department in the Sidebar.

Departments Filter

Status and Operation
Ho. Hame Description
1 Dep2
Dept.

Location View

Location View displaysall of the locations that have been created under the KVM ACCESS system, and
the ports that have been assigned to each. To see only the ports belonging to a particular location, click
on the location in the Sidebar.

Locations | Filter
Status and Operation
Ho. Hame Description
1 i
2 Loc2
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Type View

Type View displays al of the device types that have been created under the KVM ACCESS system, and
the ports that have been assigned to each. To see only the ports belonging to a particular device type,
click on the type in the Sidebar.

Types BEEEE
Types | Filter
Status and Operation
Ho. Hame Description

1 Tvpe
2 Type2

Favorites View

The Favorites page is similar to a bookmarks feature. Frequently accessed devices and ports can be
saved under favorite names of your choosing here. Open this page and select the name, rather than
hunting for devices and ports in the Sidebar. This feature is practical on large, crowded installations.
When Favoritesis selected on the menu bar, the default page comes up, listing all of the devices and
ports that have been deployed under the KVM ACCESS system.

Note: Filter and Launch Multiviewer work the same as on the other View pages.

Favorites E u ﬂ | ¥
Status and Operation Filter = Select Operation —= ~ |
Mame
Default{All)
No. HName Alias Port Port Type Device Name Device Type Options Status Operation Link
KM2116v-AC- R
KWVMZ11E6P ol
1 10.0.0.129 =1 ne il
2 RackPDU-AP8941 AFg841 Unknown  GetStatus %
3  OA-001EOBDSATDF HP BladeSystem c3000 FPowerOn  GetStatus ¥
4 IBM BladeCenter E IBM BladeCenter E FowerOn GetStatus ¥
5 | i APEE15S - Wb AF5615-
5 AP5615-4B-3B-7C \P5615 Fower On LEETC W
=] CMC-5982325 Dell PowerEdge M1000e Fower On  Get Status %
7 H-PILO2-10.3.166.39 HPILO 2 oming  All ONvia
KW Access
A-1 -10.3.16 IBM RSAN Unknown
8 IBM-RSAI-10.3.166.38 2t i Viewer ¥ =

Dell-DRACS-

oo KWV Access

Copyright © American Power Conversion Corp., all rights reserved.

KVM Access Management Software User Manual

25



26

Adding a Favorite. To create a Favorite and populate it with ports.
1. Choose Add Favorites from the Select Operation list.

Status and Operation

2=~

Favorites

Filter | | «-Select Operation > &

< Select Operation —~

Name Add Favorites
Delete Current Favorites
Delste Selected Favarites
Default{All)
Ho. Name Alias Port Port Type Device Name Device Type Options  Status Operation  Link
KMN2118v-AC- A T1514 4]
KVM2118P Offi
s 10.0.0.120 i o =
2 RackPDU-AP8941 APB941 Unknown G
3 0OA-001E0BDSATDF HP BladeSystem c3000 PowerOn &
4 |BM BladeCenter E IBM BladeCenter E Power On
5 APS515-4B-3B-7C B Pawer On %
8 CMC-5992328 Dell PowerEdge M1000e PowerOn  GetStatus ¥
- » All ON via
HPiLC 2 Offline POU v

7 H-PiILO2-10.3.166.39

]

Unknown

IBM RSA I

8 |BM-RSAI-10.3.166.38
Dell.DRACS-

Copyright © American Power Conversion Corp. , allrights reserved

2. Givethe Favorite anamein the page that opens. Click the checkboxes of the ports you want to

include, then click Save. When the operation is finished your Favorite displays in the main panel

and is also listed in the Sidebar.

Viewing a Favorite. A filter panel at the bottom of the sidebar lets you control theitemsthat display on

this page.

+| [] Online
[(4 Search

DefaultiAll)

Choices

Description

Default

Thisisthe default view. With no other filter options selected, all of the portsthat are accessible

to the user are listed in the Sidebar and display in the main panel.
Click the arrow to open the drop down menu and select a Favorite (if any Favorites have been
created). When a Favorite is selected, only the items chosen for the Favorite list display in the

Sidebar and main panel.

Online

If you enable Online (by clicking in the checkbox) only the ports whose attached devices are
online appear in the Sidebar and the main panel.

Search

If you enter a search string and click Search, only port names that match the search string
display in the Sidebar and main panel. Partial entries are acceptable. Enter “Web” and any ports

that contain the string “Web” anywhere in the name, appear in the Sidebar and main panel.
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Managing Favorites.

To add or remove ports from a Favorite:

Available Ports Save Cancel
,
Port List
" ] Hame Alias Port Port Type Device Hame Device Type
| KM2116v-AC-10.0.0.129 KVM2118P
Fl RackPDU-AP8941 AP8941
(] 0A-001EOBDEATDF HP BladeSystem c3000
1 IBM BladeCenter E IBM BladeCenter E
AP5G15-4B-3B-7C AP5B15
CMC-5992325 Dell PowerEdge 11000e
e} H-PiLO2-10.3.166.39 HPiLO 2
O IBM-RSAI-10.3.166.38 IBM RSA N
Fl Dell-DRACS-10.3.166.36 Dell DRAC 5
I o Dell-iIDRACE-10.3.166.31 Dell IDRAC B ~

Copyright © American Power Conversion Corp. , all rights reserved.

1. Select the Favoritein thefilter list.

2. Click Edit Ports (at the top-right of the panel) to open a page showing all of the ports availableto
the user. The portsthat are currently included in the Favorites have a check in their checkboxes.

3. Check any ports you want to include in Favorites; uncheck any ports you want to remove from
Favorites.

4. Click Save
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User Preferences

User Preferencesis different from the other Menu Bar items. It does not provide an organizational view
of the devices and ports. It has two Panel Menu items: Port Display, and Alias. Port Display letsyou
configure how the device tree appears in the Sidebar; Alias lets you give nicknames to your devices and
ports.

Port Display
The Port Display pageis the default that opens when you select User Preferences.

Port Display | Alias

Port Display Settings Save

Display Settings:

Defaulttree By Device A

Viewer Client Settings:
() Auto-detect system

O Always use java client

[tem Description
Display Settings * Select from the drop down list the view the page will open to when the Port Accesstabis
clicked.
* Choose Show completetreeto see all the nested devices and ports when you click to
expand the tree.

* If you choose Hide physical devicesor portsthat areincluded in group devices,
physical portsthat are included in group devices will not display under their originating
devices when you click to expand the tree.

Viewer Client * No matter which browser you logged in with, if you choose Java Client, KVM ACCESS
Settings will open the Java Client Viewer

* If you choose Auto detect, KVM ACCESS will check to seeif you logged in with |E or
with another browser. If you logged in with IE, it will open the Windows Client Viewer
when you access adevice or port. If you logged in with abrowser other than IE, it will open
the Java Client Viewer.
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Alias

Selecting Alias on the Panel Menu, opens a page that allows you to give your devices, ports, and outlets
anickname to make it more convenient to remember which items you are managing.

PortDisplay | Alias

Device or Port Alias ﬁ
@
Device or Pert Alias
Device or Port Name Alias
1 aggregate-Dev-Generic [
2 P APSB15-4B-3B-7C [
3 I cuc-sagz3zs [
4 P Del-DRAGS-10.3.166.35 [
5 P Dell-IDRACE-10.3.166.31 [
8 P H-PILO2-10.3.166.38 [
7 P IBM-RSAI-10.3.165.38 [
3 > |BM BladeCenter E [
9 P KN2116v-4C-10.0.0.128 [

Copyright ® American Power Conversion Corp., all rights reserved.

» Thedefault view only shows devices. To give an aliasto a port or outlet, click the arrowhead in
front of the device's name to show them.

« Enter the diasinto the Aliasfield of the device, port, or outlet. When you return to an
organizational view page, the alias appears in the Sidebar instead of the device or port name.

Note: Theadliasisvisible only for the user who created it. Other users see the original
name (or an alias that they have created).
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User Management

Overview

The User Management page is used to perform the following functions:

* Add, modify and delete user accounts.

» Create user groups and assign users to them.

» Specify device access rights for users and groups based on system default or custom defined user
types.

» Specify whether the user's authentication will be performed viathe KVM ACCESS (internal) or
viaan external authentication server.

Click the User Management tab to open the default Accounts page. All users and groups, are listed in the
Sidebar and in atablein the Interactive Display Panel. To access any user or group, click on the namein
either location.

Note: The User Management pageisfor System Administrators and User Administrators.

2 @ ] ®

L

Device Management System Management Logs Preferences

ent
Users | Access Rights BEoEES

User List Add
é administrator
‘User Information
"] Name User Type Status Authentication Server Description
L) 1 Super Administrator QK KV Access
[F] System Administrator OK

administrater Super Administrator OK

Copyright @ American Power Conversion Corp., all rights reserved.
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Accounts

Add a user account

1. Select Usersin the Sidebar.
2. Click Add at the top-right of the main panel to open the Add User-Account Information page.

- s
Users | Access Rights

é ) Add User - Account Information Mext Cancel

£ ®

Logs Preferences

é administrator Basic Information:

Loginn

ame

Description

User type :Suuer#.dmlmslramr v

Authentication Server | KVIM Access v

User base RDN

Session Timeout:

O Ne timeout

& Timeout after 3 | (minutes}

Unexpected disconnection - timeout after 3 | (minutes}

Copyright © American Power Conversion Corp., al rights reserved.

3. Enter theinformation in the fields.

Field

Description

Login Name

* Internal (KVM ACCESS) Accounts: A maximum of the equivalent of 16
English a phanumeric charactersisallowed. The minimum number of characters
is based on the KVM ACCESS's account policy settings (see “KVM ACCESS
Authentication” on page 44).

* External Authentication: The Login name should be one that exists on the
external authentication server.

* Note: These external servers provide authentication services only. They do not
provide authorization services. Authorization is provided through the KVM
ACCESS system, therefore the access rights need to be set in KVM ACCESS.

Description

Optional additional user information isincluded here. A maximum of 256 Bytes
is allowed.

User Type

Assign the new user a User Type from the drop down list. See p. 62 for details.

Authentication Server

* For authentication by KVM ACCESS, leave the selection asis. For
authentication by an external authentication service, select one from the drop
down list.

* Note: Before making this selection, an external authentication server must first
be added. See “External Authentication Servers’ on page 45, for details.

User Base RDN If the authentication server is an LDAP server, the user's base RDN (Relative
Distinguished Name) setting must be in thisfield.
Session Timeout * To have a session time out after the user has been idle for a specified amount of

time, select the Timeout after radio button. Valid settings are from 1-99
minutes. The default is 3 minutes.

> To have no session time out, select the No timeout radio button.

* Note: This setting pertainsto Web log in sessions.

Unexpected Disconection
Timeout

If the user unexpectedly disconnects (closes the browser), KVM ACCESS ends
the session after the time specified here. The setting is from 3-10 minutes. The
default is 3 minutes.
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4. Click Next at the top-right of the main panel. If KVM ACCESS was chosen for authentication,
the Add User-Account Status page opens.

2 =2

Device Management System Management Logs
P e —

e R
- 1 !
@ Users |Access Rights

Add User - Account Status

Back | Next| cancel

Copyright @ American Power Conversion Gorp., allights reserved

Field Description

Password * Click the checkbox to the left of Use " password" as default to set the user’s
password as the word password.

* If you do not select Use " password" as default, enter the user's password in the
Password field. A maximum of the equivalent of 16 English alphanumeric characters
is alowed. The minimum number of charactersisbased on KVM ACCESS's account
policy settings (see “KVM ACCESS Authentication” on page 44).

* Entert the password again in the Confirm Password field. The entries must match.

Restrictions » Disable account temporarily cancels a user's account without deleting it. The account
can be reinstated.

e If User cannot change password is enabled, the user can't change his own password.
Otherwise, the user can use the Preferences tab to change his own password. See
“Password” on page 18 for details.

* If User must change password at next login is enabled, the user must change his
password the next time he logs in.

» Enabling Passwor d never expires, prevents the user's password from expiring. This
overrides the system configuration set on KVM ACCESS's account policy settings
(see“KVM ACCESS Authentication” on page 44).

Account Expires  # Click the Never radio button so that the account never expires.

* To have the account expire on a certain date, click the Expires on radio button, then
click the calendar icon to select the expiration date.

Note: If an external authentication server is used, the account status information is

maintained on that server, so this page does not appear. Instead, the Add User-Personal
Information page opens.

5. Click Next at the right of the panel to open the Add User - Personal Information page. The
fields are optional and may be left blank or filled in.

6. When finished, click Saveto open the Add Access Rights page and set the user's accessrights to
the devices and ports on the installation. See “ Access Rights’ on page 33 for details.

7. Click Saveto add the user to the Userslist, and open the Access Rights Summary page. See
“Access Rights’ on page 33, for details.

Note: To add additional users, click Usersin the Sidebar to start.
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Managing User Accounts
1. Select Usersinthe Sidebar.

2. Click the user's name in the Sidebar, or in the main panel to open the user's Account
Information page. There are three Panel Menu items: User Information, Group Membership,
and Access Rights.

Userinformation  |Group Membership  [Access Rights

User Information.

Thisitem contains all three pages (Account Information, Account Status, and Personal Information) used
inthe Add aUser task (see page 31). The pages are used to modify a user's account (such as changing the
user's password). Click the arrow icons, or hover the cursor over the menu and select from the menu.

Group Membership.
Click to open alist of al the groupsto which auser belongs. Click on agroup namein thelist to goto the
group's Group Information page. See “ Groups’ on page 37 for details.

Access Rights.

To configure a user's access rights to devices, ports, and outlets:
1. Select Accounts on the Menu Bar.
2. Select the User in the Sidebar.

3. Select Access Rightsin the Interactive Display Panel to open the user's Access Rights page. If no
devices have been assigned to the user, the page will have no devicesinthelist.

User Information  |Group Membesship |Access Rights n E n hd

Access Rights Add | | Save

Current Access Rights

[l  Devicelame [dodel IP Address PortlName Paort Humber Caonfiguration Rights Current Configuration Rights Access Rights Current Access Rights
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Adding Device Access:

1
2.
3.

Click the Add button to open alist of al the devices on the installation.
Put a check in the boxes next to the devices, ports, and outlets that you want the user to access.
For each selection, click on the arrow in the Configuration Rights column.

Allowed lets the user configure the device or port settings.
Denied means that the user cannot configure the device or port settings.

4.

For each selection, click on the arrow in the Access Rights column to set the user's access rights.

User Information | Group Membership | Access Rights

Add Access Rights

Device Name

Agaoregate-Dev-Generic

AP5615-4B-3B-7C

APE

-4B-38-7C
AP5615-4B-38-7C

4pEs

5-4B-3B-7C
AP5615-4B-3B-7C
Casecade-KHZ516v-AC
Casecade-KH2516v-AC
CMC-5992328

CMC-5802325

W (i (] ) () N

J Cancel
a
Available Devices
Model IP Address Port Hlame Port Number  Configuration Rights Access Rights
Generic ¥
AP5615 10.0.0.217 Allowed ¥ ¥
APBE30 E 1 ¥
AP5G631 10.0.0.217  viable-power o ¥
APBA34 10.0.0.217  port1 7 ¥
APB635 10.0.0.217  show-FDU-status £ ¥
KVIMO2516v-AC Allowed ¥
KVM02516v-AC Allowed ¥ PowerviaPDU ¥
Dell PowerEdge M1000e  10.3.166.30 ¥
Dell Blade SLOT-01-TestA it ¥
T ) W) e ~

Copyright © American Power Conversion Corp., all rights reserved.

Rights Port Type Descriiption
Full Accessand |[KVM The user can access the device (or specified ports on the device), view the
uUsB screen and perform 1/0O operations with the keyboard and mouse. The user
also hasrightsto use the virtual media function.
Full Access KVM The user can access the device (or specified ports on the device), view the
screen and perform 1/0O operations on it with the keyboard and mouse.
View Only KVM The user can access the device (or specified ports on the device) and view
the screen, but cannot perform operations.
No Access KVM The user has no access to the device (or specified ports on the device). The
device (or the specified ports) will not appear in the Sidebar or List.
Allowed The user is allowed to configure the power status of the device (or specified
ports on the device).
Denied The user is not allowed to configure the power status of the device (or
specified ports on the device). The device (or specified ports) does not
appear in the Sidebar or List.
Administrator  |Generic Web | The administrator can perform all configurations and operations.
SSO

User Generic Web | The user can perform all operations.
Access

View Only Generic Web | The user can view the screen, but cannot perform any operations.
Access

No Access Generic Web | The user has no access. The Web Access option does not appear as an
Access Operation choice on the Port Access page.

5. Click Save when finished.
6. To add access for additional devices, open the user's Access Rights page and repeat the steps.

Modifying Device Access. To change the access rights to a device, port, or outlet, open the user's
Access Rights page; make the changes to the desired items; then click Save.

34
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Removing Device Access. Toremove accessto adevice, port, or outlet, open the user's Access Rights
page; place a check in the box in front of the device you want to remove; then click Delete.

Managing Devices. Open the Management page of any device, port, or outlet, by clicking on it in the
Device Name or Port Name list.
Deleting User Accounts
1. Select Usersin the Sidebar.
2. From the Interactive Display panel, check the box of the user whose account will be deleted.

Note: Delete more than one user by checking as many names as required. Delete all
accounts by checking the box at the top of the column.

3. After making your selection, click Delete.
4. Inthe popup that opens, click OK.

Users | Access Rights BEEEE
User List Add Delete
User Information
1 Hame User Type Status Authentication Server Description
Fl 1 Super Administrator OK KV Access
2 Systern Administrator oK KV Access
administrator Super Administratar QK KW Access
James Super Administrator oK KV Access
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Unlocking User Accounts

36

If a
has

Users | Access Rights

User List

user islocked out after exceeding the allowed login attempts, and the Force Manual Unlock option
been enabled (see “Lockout Policy” on page 94).

1. Select Usersin the Sidebar. The locked user account will show L ocked in the Status column.
2. Inthe Interactive Display panel, check the user whaose account you wish to unlock.

3. Click Unlock at the right of the panel.

4. In the popup that opens, click OK.

Note: 1. Unlock more than one user by checking as many names as required. Unlock all
locked accounts by checking the box at the top of the column.

2. If al users, including the System Administrator, get locked out, the System Administrator
can use the KVM ACCESS Utility to restore his account and then unlock the users. See
“Restore” on page 111.

User Information
Hame User Type Status Authentication Server Description
1 Super Administrater oK KV Access
System Administrator oK
administrator Super Administrator QK
James Super Administratar oK
test Super Administrator Locked KV Access
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Groups

Groups allow administrators to manage users and devices. Since device access rights apply to anyone
who is a member of the group, administrators set them once for the group, instead of for each user
individually. Multiple groups can be defined to allow some users access to specific devices while
restricting other users.

Creating Groups

1. Select Groups from the User Management menu bar to open the Group List page.
2. Click the Add button at the top-right of the main panel to open the Group Information page.

Groups | Access Rights

Add Group Save Cancel

Group Information: 2

Mame

Description

Members:

Available: Selected:

1

2
administrator
James

Copyright © American Power Conversion Corp., all rights reserved.

3. Enter aName and Description (optional) for the group.

Note: 1. The Name can be the equivalent of from 2-32 English alphanumeric
characters, but cannot contain the following: /\ [ ] :;|=,+* 2<>@"
2. The Description can be up to 256 Bytes.

4. Click Saveto create the group. The group now appearsin the Sidebar and the Group Information
list in the Interactive Display Panel.

Note: You can add usersto the group before performing this step. See the next
section for details on adding users to groups.
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Adding Users to Groups

1. Select Groups from the User Management menu bar.

2. Inthe Sidebar or the Interactive Display panel, click the group's name to open the Group
Information page.

3. Select the user you wish to add to the group from the Available list, then click the Add button to
move the user from the Available list to the Selected list.

Groups | Access Righis

Add Group Save | Cancel

Group Information:
Mame APC

FORTEST
Description

lMembers:

Available; Selected:

2 1
adminisirator Add - James

Copyright © American Power Conversion Corp., all rights reserved.

4. Repeat step 3 for other users you wish to add to the group.

Note: A shortcut for adding multiple usersis to select the ones you want in the

Available column using Ctrl+Click or Shift+Click before clicking the Add button to
move all the selected ones at once.

5. When you have finished adding users, click the Save button to complete the procedure.

Note: If auser has permissionsin addition to the ones assigned to the group, the user
keeps those permissions in addition to the group permissions.
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Removing Users from Groups

1. Select Groups from the User Management menu bar.

2. Inthe Sidebar or the Interactive Display panel, click the group's name to open the Group
Information page.

Groups | Access Rights
Add Group Save Cancel

Group Information: o

Name [spc

FORTEST
Description

Members:

Available: Selected:

B | 1
administrator

[ 4 Remove !

Copyright © American Power Conversion Corp., all rights reserved.

3. Select the user to be removed from the Selected list, then click the Remove button to move the
user from the Selected list to the Availablelist.

4. Repeat step 3 for any other users you wish to remove from the group.

Note: Note: A shortcut for removing multiple usersis to select the ones you want in
the Selected column using Ctrl+Click or Shift+Click before clicking the Remove
button to move al the selected users at once.

5. When you have finished removing users, click the Save button to compl ete the procedure.

Access Rights

1. Select Groups from the User Management menu bar to open the Group List page.
2. Select the group for which you want to configure the access rights.

3. Inthe Group Information page that opens, select Access Rights on the Panel Menu bar:

Groups | {Access Righis

Members:

Available: Selected:

Copyright © American Power Conversion Corp., allrighs reserved.

The procedures for configuring Group access rights are similar to those described for User Accounts.
See “Access Rights’ on page 33, for details.
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Types

There are two user type categories: System and Custom. By default, KVM ACCESS supports six user
types. These are referred to as System user types because they are built into the system. The roles
assigned to members of these user types are fixed and cannot be changed.

The Custom category provides the flexibility of assigning various role combinations.

When you click Types on the menu bar, the User Type List opensin the Interactive Display panel,
showing al the user types that have been configured:

‘:‘ i g

Device Management System Management Logs Preferences

Services

m User Types E E u n
= \J System Types
) Custom Types User Type List Add

User Types
] User Type  Category Description

Super System WM Access system defined user type. Ussr has default Supsr

Administrstor yE Administrator privilegss.

System Syetem WM Access system defined user type. Ussr has default System

Administrstor ¥E Administrator privileges.

Cevice System WM Access system defined user type. Ussr has default Device

Administrstor yE Administrator privilegss.

Liser WM Access system defined user type. Ussr has default User Administrator
P System L

Administrstor privileges.

L=z=r System | KWW Access system defined wser type. Ussr has default User privileges.

Auditor System | KWM Access system defined user type. User has default Auditor privileges.

Copyright & American Power Comeersion Corp., all rights: reserved.

User Types
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Members. Clicking auser type in the Sidebar or in the Interactive Display panel opens the Members
Panel Menu page showing all the users that belong to that type.

Members | Type Information BEEEE
User Type Members Add
Users
O Username Description
.| 1
administrator
O James

» Click on auser's name to see that user's Account Information page.

» Toadd auser to the type, click the Add button at the top-right of the main panel. In the page that
opens, select the user you would like to add, then click OK.

» To changethe user'stype, check the box in front of the user's name, then click the Change button
at the top-right of the main panel. In the page that opens, select the new type for the user, then
click OK.
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Type Information. From the Members page, click on Type I nfor mation to see a description of that

Note: The only change you can make on this page isin the Description field where
additional information can be added about the user type.

System Types

Theroles performed by members of the System category are fixed.

Assigned Roles Super System User Device | User | Auditor
Admin Admin | Admin | Admin

System configuration and settings v
Backup and restore database

Set /Change relationship
Authentication services

System tasks

User/Group management

User / Group device access rights

View license status and session
information

View logs/ reports
Device management v v v

Users can change their own preferences v v v v v v
and passwords

L SR O IR G I G B SN IR QN AR Y
L SR O I G I G I G I O I QR 4
A JIRJBR IR IR IR IR IR

<
<
<
<
<

<

Super Administrator and System Administrator differences. The Super Administrator is
authorized for all roles and access to all devices, ports, and outlets. The roles can't be changed. Each of

the System Administrator's roles can be assigned manually, and access to devices, ports, and outlets must

be assigned manually. The Super Administrator's user type cannot be changed while the System
Administrator's type can be changed.

Auditor access. The Auditor type can access all tabs and pages, but has View Only rights. Under the
Log tab, the Auditor type can export and print logs in addition to viewing them, but cannot change any
settings. Under the Preferences tab, the Auditor type can change Web Options and Password settings.
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Custom Types

Create custom user types, with any combination of roles assigned to them. Custom types may better suit
your requirements than the pre-defined System types.

1. Select Typesfrom the User Management menu bar.

2. Inthe Sidebar, click Custom Types to open the User Type List. All Custom user types that have
been configured are displayed.

3. Click Add. In the page that opens, enter a name and description for the new type, then check the
roles you want the new user type to perform.

ounts Groups User Types Services

= User Types s User Types

i) System Types
e {Custom Types Add Custom Type Save|  Cancal

Bask Information:

Name APC

BASIC ADMINISTRATOR]

Description

Roke:
[ 5ystem configuration and settings
El Backup and restore datsbase
[ Authentication services
[ 5ystem tasks
Cuser / Group management
[Juser / Group device scoess rights
[ view license status and session information
CWiew kogs / reports
[ Device managament

Us=srs can changs their own praferences and passwords

Copyright & American Power Comeersion Corp., all rights: reserved.

Note: 1. The Name can be the equivaent of from 2-32 English alphanumeric
characters, but cannot contain the following: " '\
2. The Description can be up to 256 Bytes.

4. When your selections have been made click the Save button.
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Authentication Services

KVM ACCESS provides an internal Username / Password authentication service. In addition, KVM
ACCESS supports the following third party external authentication servers: LDAP, Active Directory,
RADIUS, TACACS+, and Windows NT Domain.

authorization refers to assigning permission to use the device's various functions.
2. These external servers provide authentication services only - they do not provide
authorization services. Authorization is provided through the KVM ACCESS system.

@ Note: 1. Authentication refersto determining the authenticity of the person loggingin;

By adding an external authentication server to the KVM ACCESS system (see page 45 for details), when
you add a user account, you can select the external authentication server from the list of authentication
servers (see " Add a user account” on page 31).

Click Authentication Services on the menu bar to open the Authentication Server List in the Interactive
Display panel and show all the authentication services that have been configured.
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KVM ACCESS Authentication

There are some configuration settings you can make to the password policy function. All user accounts
must follow the reguirements you set here. To configure KVM ACCESS's password policy:

1. Select Authentication Services from the User Management menu bar.
2. Inthe Sidebar or the Interactive Display Panel, click KVM ACCESS to open the Properties

page.

KVM Access Internal Authentication

Password Policy:
Iinimum username lenath 1
Iinimum password length 1]
[JPassward expiration

Password expires after (days)

Save

D Passwaords must contain both letters and numbers

[JPasswards must contain both upper and lower case letters

3. Configuration choices:

Item Description

Minimum username 1-16 English alphanumeric characters. The default is 6 characters.
length

Minimum password 0-16 English aphanumeric characters. The default is 6 characters.
length 0 means that no password is required. A no password condition is not

recommended.

Password expiration

For security purposes, users can be forced to renew their passwords at specific
timeintervals. Enable Password expiration and specify the number of days before
the password will expire. Once a password expires, a new one must be set.
Passwords start expiring from the time an account is created, or anew password is
Set.

Passwords must contain
both letters and numbers

For security purposes, enabling this setting is recommended to force usersto
include both letters and numbersin the password.

Passwords must contain
both upper and lower case
letters

For security purposes, enabling this setting is recommended to force usersto
include both upper and lower case lettersin the password.

4. When finished, click the Save button.

44
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External Authentication Servers

In order to use athird party external authentication server, you must first add it to the Authentication

Server list.
1. Select Authentication Services from the User Management menu bar to open the Authentication
Server list.
Authentication Servers BEEG
Authentication Server List [Adg| ppEEE

Server Information
1 Server lame Type P Description
KM Access KM Access Internal

2. Click the Add button at the top-right of the main panel to open the Add Authentication Service
page. Click on the Server type to see the list. Select the service you want to add; give it aname
and description, then click the Next button at the top-right of the panel.

3. Theserviceyou have chosen determines the page that opens. Follow the Wizard's pages, entering
the information required for the external authentication server you selected. When you have
finished, click the Save button.

Note: 1. The Server name can be the equivalent of from 2-32 English aphanumeric
characters, but cannot contain the following: "
2. The Description can be up to 256 bytes.
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Service Information.

1. LDAP

Heading

Information

Connection Settings

Get the information for these fields from the LDAP administrator. The port
default is 636. Check with the LDAP administrator to confirm.

For example settings see “L DAP/LDAPS - OpenL DAP Setting Examplée’ on
page 118.

SSL Mode

* Click the Do not use SSL radio button to use LDAP.

LDAP User Schema

Get the information for these fields from the LDAP administrator.
For example settings see “L DAP/LDAPS - OpenLDAP Setting Example’ on
page 118.

Browsing Method

When adding or modifying user accounts (see “ Add a user account” on
page 31), click the Browse button to see all usersin User RDN to choose the
Login name.

* Select Browse with user credentialsto allow the user to browse LDAP
using credentials configured on the server. When selected, the user does not
have to input his credentials each time he browses.

« Select User must input credentials when browsing to have the user input
his credential s each time he browses the LDAP.

2. Active Directory

Heading

Information

Connection Settings

Get the information for these fields from the Active Directory administrator.
For example settings see Active Directory Settings Example, page 239.

SSL Mode

Click aradio button to choose whether or not to use SSL in Trust All mode.

Browsing Method

* Select Browse with user credentialsto allow the user to browse the Active
Directory using credentials configured on the server. When selected, the
user does not have to input his credentials each time he browses.

* Select User must input credentials when browsing to have the user input

his credentials each time he browses the Active Directory.

3. RADIUS and TACACS+

Heading

Information

Connection Settings

Get the information for these fields from the service administrator. The
default for RADIUSis 1812; the default for TACACS+ is49. Check with the
service administrator to confirm. For example settings see “RADIUS
Settings Example” on page 120 and “TACACS+ Settings Example” on
page 121.

Authentication Settings

Get the information for these fields from the service administrator. For
exampl e settings see “RADIUS Settings Example” on page 120 and
“TACACS+ Settings Example”’ on page 121.
1. Select the Authentication type your RADIUS server is configured for
from the drop down list.
2. Inthe Shared Secret field, enter the character string that you use for
authentication with the RADIUS server.
3. Enter the shared secret again in the Confirm Shared Secret field.

4, Windows NT Domain

Get the Domain Name information from the service administrator. For example settings see “NT
Domain Settings Example” on page 121.
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Deleting an External Authentication Server.

1. Select Authentication Services from the User Management menu bar to bring up the
Authentication Server list.

2. IntheInteractive Display panel, click to put acheck in front of the external authentication server

you wish to delete.

Authentication Servers E ! ﬂ ¥

Authentication Server List

Server Information
I I Server Hame Type P Description
APC TEST Windows NT Domain

KVM Access KVM Access Internal

2. Delete dl eligible servers by checking the box at the top of the column.
3. If auser account has been created on KVM ACCESS that uses an external
authentication server, the server cannot be deleted.

@ Note: 1. Delete more than one server by checking as many names as required.

3. After you have made your selection, click Delete at the right of the panel.
4. Inthe confirmation popup that opens, click OK.

KVM Access Management Software User Manual

a7



Device Management

Overview

Use the Device Management page to add, configure, and organize the devices that will be managed over
the KVM ACCESS network. Click the Device Management tab to open KVM ACCESS to the default
Devices page.

g ® e =

Port Access. User Management [ Preferences

§ Joevices|

* [, Aggregate-Dev-Generic

B g AP5615-48-3B-7C

* B eMc-5992325 a

' [ Dell-DRACS-10.3.166.36 Devices

& [ Dell-iDRACS-10.3.166.31
@ Generic-Device

B [ H-PILO2-10.3.166.39

M-RSAII-10.3.166.38

Hame Model IP Address MAC Address Description

AP5615 10.0.0.217 00C0B74B3B87C
Dell PowerEdge L1000e 10.3.166.30
Dell DRAC 5 10.3186.36

L IBM BladeCenter E
B b KN2116v-AC-10.0.0.129
= E 0A-001E0BD5A7DF
E-8uRackPDU-APS941

© Detached device

Dell iDRAC & 10.3.1686.31
Generic device
H-PiL! 031 HFiLO 2 10.3.166.39

IBIRSA I 10318638

IBM-RSAII-0.2.
B Blade

IBM BladeCenter E 10.3.1686.28

i EEl el E jE) G Gk w5 iE) &

KN2116v-AC-10.0.0.129 KVM2116P 001074347789 For APC OEM Device Test Only

b Do o ERTY
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All devices and device folders in the KVM ACCESS database are listed in the Sidebar and in atablein
the Interactive Display Panel. To access any device, click on it in either location.

Note: The Device Management page isfor System Administrators and Device
Administrators. Other user types do not have access.

Preliminary Procedures
Before devices can be managed, they must first be added into the system.

1. Connect the devices to the same network segment asthe KVM ACCESS.

2. Once the devices have been connected to the same network segment as KVM ACCESS, KVM
ACCESS must be made aware of them. This can be done by enabling the the M anagement
function on the device's ANMS page (see page 104), or with the Initialize devices |P/Port
function on the Tools menu (see page 61).

Note: 1. The KVM ACCESS server can prove that the devices connected have been
successfully recognized. Click the Show Available Devices button. If the devices
have been successfully recognized, they will appear in the list that opens.

2. Click the Show Available Devices button to list all the available devices. (This
gives the same result as the Add device drop down list.)

3. Devices that already have been added to the KVM ACCESS system do not appear
inthelist of available devices.

3. Next, the devices recognized in step 2 must be added to the management system (see “Adding a
Folder or Device” on page 51 for details).

4. Finally, devices can be created either as actual physical port devices (by unlocking each port), or
by combining various ports into logical device constructs (Aggregate Devices, Group Devices,
etc.). See “Creating Devices’ on page 53 for details.
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Using VPN

In some installations you may prefer to use a VPN (virtual private network) environment for your KVM
ACCESS functions. Thisis accomplished by enabling the Management function (on the devices ANMS
page - see page 104) and entering the | P address of the KVM ACCESS. See “VPNS’ on page 104, for
more details.

Menu Structure

The Device Management menu structure:

Tab Page Menu Panel Menu Page
Device Devices Devices 49
Management Tools 61
Device Sync 63
Sidebar Device Tree Properties (KVM) 63
Access Rights (KVM) 65
Device Configuration (KVM) 67
Port Configuration (KVM) 68
Properties (PDU)* 68
Access Rights (PDU)* 69
Device Configuration (PDU)* 70
Outlet Configuration (PDU)* 70
Departments, Locations, 71
Types
Unsupported Devices 72
* Thisitem only appears when a PDU device is selected.

Devices Menu

The Devices menu has three Panel Menu items: Devices, Tools, and Device Sync.The default page isthe
main page of the Devices Panel Menu.

Devices

The Devices Panel Menu is used to add, modify, delete, and organize devices and device folders. All
device items that have been configured for use on the KVM ACCESS server and have been added into
its database are listed in the Sidebar.
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Devicetypes that can be added and configured are found under the Add drop down list at the top of the

main panel.

Type

Purpose

Device

Select to add devices into the KVM ACCESS system.

Note: When devices are added all of their ports are locked by default and must be unlocked. See
“Locking / Unlocking Ports’ on page 60 for details. This allows addition of devices containing
ports beyond the number allowed by the license. You can select specific portsto unlock to gain
access to critical ports while remaining within the license restrictions.

Aggregate
Device

Select to create alogical device consisting of ports selected from devices that have been added to
the management system.

Thisis used to manage a device with multiple connection methods (KVVM, power, and serial ports,
for example), without having to use a separate connection for each. Each Aggregate Device counts
as one node regardless of the number of portsit contains, so that creating aggregate devices and
adding ports to them allows you to manage a number of ports beyond the physical license
restrictions. See Adding an Aggregate Device, page 85 for detals.

Note: 1. A port that has been made part of an aggregate device can only be used with that device. It
cannot be assigned to any other device without being removed from the aggregate device.

2. Once a port has been made part of an aggregate device, it isno longer treated as an individual
port, and cannot be locked or unlocked manually. If at some point you want to treat this port asa
physical port, or add it to a group device you must first delete it from the aggregate device.

Blade Chassis

Select to add a blade chassis.

Generic
Device

Third party generic devices (routers, switches, etc.) can consist of any device that contains an
Ethernet interface and can be accessed by its URL or IP AddressviaHTTP/HTTPS, or Telnet/SSH.
Since these devices have no provision for CC management, they cannot be authenticated through
the KVM ACCESS, and are not part of the KVM ACCESS's single sign on configuration. Generic
devices do not occupy device node licenses. There is no proxy support for these devices (see

page 104).

When you select thistype of devicethe KVM ACCESS redirectsto the device, itself. You must log
in to the device using its own authentication procedure.

Note: Generic Devices do not count against the number of license nodes.

Group
Device

Group devices are also created as a composite of portsthat exist on actual devices. The differences
between Group and Aggregate Devices are;

Once aphysical port is added to an Aggregate device, it cannot be used with any other Aggregate
Device - whereas a physical port can be added to any number of Group Devices

Note: 1. Group Devices do not count against the number of licensed nodes.

2. A physical port that is added to more than one Group Device only counts as one license no matter
the number of Group Devicesto which it is added.

Folder

Device folders provide another method (in addition to Departments and L ocations) of organizing
related devices into useful categoriesto make it easy to configure and maintain similar types of
objects.

Note: 1. Folders are containers for devices and do not count against the number of licensed nodes.
2. Since Folders are organizational tools for device management, they do not show up in the Port
Access Sidebar or main pandl list.

50
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Adding a Folder or Device

1. Click Add at thetop right of the panel to open the list of items that can be added.

Note: Before dropping down thelist, you can click Show Available Devicesfor alist
of the physical devicesthat are available.

R ®

PortAccess  User Management [BIISUCSIETER U S system Management
§ {Devices| Devices | Tools | Default Access Rights | Device Sync BEEE G
~ B, Aggregate-Dev-Generic
B [ APE615-48-3B-7C Device List — Add—> v Show Available Devices
E -
Hcmc-s99232s e | A
- B Dell-DRACS-10.3.166.36 Devices APC PDU
i APC KM .
& [ Del-IDRACE-10.3.166.31 - HModel BhRddesaN | L Device Description
" @ Generic-Device O & Generic Blade Chassis
£ Generic Device
B @ H-PILO2-10.3.166.39 O 4PEE1S 10.0.0.217 Falder
- By IBM-RSAILI-10.3.166.38 O c Dell PowerEdge M1000e 10318530
™ EH18M BladeCenter E [] Dell-DRACE-10.3 186.35 Dell DRAC 5 10.3.186.38
- gk KN2116v-AC-10.0.0.129 [  Del-HDRACE-10.3.166.3 Déll IDRAC & 103166.31
B
# B8 0A-001E0BDSATDF [0 Generic-Device Generic device
B ¥BjuRackPDU-APE941 [0 H-PILO2-10.3186.20 HPILO 2 10.3.185.39
* & Detached device [] IBU-RSAI-10.2156 38 B RSA I 10.3.186.38
[] 1Bl BladsCentsr £ 1Bl BladeCenter E 103.185.28
[ KNZ116wAC-10.0.0.128 Kvi2116P 001074347789 For APC OEM Device Test Only
= = v

Copyright © American Power Conversion Corp., al rights reserved.

2. Click ontheiteminthelist that you would like to add. Depending on your selection, a page
appears to provide the interface to set it up.

Adding Folders. An organizational option that allows you to organize your enterprise-wide devices
into useful categories. Select Folder to open the Add Folder page.

Devices | Tools | Default Access Righls | Device Sync

Add Folder Save Cancel

Name

Description

» Enter aname, and a description (optional) for the folder, then click Save. The new folder is added
to the Sidebar and the Device List table.

» To place devicesinside afolder, first select the folder in the Sidebar, then go through one of the
Add procedures, described below.

Note: 1. Add devices after selecting the destination folder.
2. Folders can be nested. Complete the “ Adding Folders’ procedure after selecting the parent
folder in the Sidebar.

Adding APC Devices. Add devicesinto the KVM ACCESS system.

Note: 1. Before attempting to add a device to the KVM ACCESS server, make sure it has
been recognized. See “Preliminary Procedures’ on page 48 for details.
2. Toseealist of devices that are available to add, click Show Available Devices.

Select Device to open the Choose Device page listing al the online devices that can be added.

Devices | Tools | Defaull Access Rights | Device Sync

Step 1: Choose Device Cancel
Online Devices
] Hame Model IP Address MAC Address Description
KVM2132P Kvm2132pP 10.3.168.200 00107400001c
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To add adevice:

1. Click to put acheck in the checkbox in front of the device you wish to add.

2. Click Next to open the Configure Device Properties page.

Tioes LmsissonesTedies

eizoms e VAT a5

3. Fill in thefields according to the information in the following table.

Field

Information

Basic
Information

Name: Provide aname to identify the device. The default is the name given to the device
under itsindependent configuration. If you change the name here, the change only takes
place in the KVM ACCESS database. The name on the original configuration remainsthe
same.

Model: KVM ACCESS recognizes the device model and fillsin thisfield automatically. It
cannot be edited. If the device isa Cat5e KVM switch, the KVM Adapter Cable model
displays here.

MAC Address: The KVM ACCESSfillsin thisfield automatically. It cannot be edited.
Department: For organizational purposes you can establish department categories (R&D,
for example), and assign devicesto them. If you wish to assign this device to adepartment,
drop down the list of departments previously created and click the one you want.

L ocation: For organizational purposes you can establish location categories (West Coast,
for example), and assign devices to them. If you wish to assign this device to a location,
drop down thelist of locations previously created and click on the location category for the
device.

Type: For organizational purposes you can specify the type of device. You can drop down
thelist of types previoudly created and click the one you want.

Description: Optional field. Enter extrainformation to describe the device here.

Contact
Information

Optional fields. The name and tel ephone number of the device administrator.

Trap Destination

Optional field. The email address of the person who will receive trap notifications.

Restrictions

Hide IP Address: An added security measure, if enabled, keeps the device's | P address
from appearing in the Port Access Status and Operation List when userslog in viatheir
browser.

Hide MAC Address: An added security measure, if enabled, keeps the devices MAC
address from appearing in the Port Access Status and Operation List when userslogin via
their browser.
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KVM ACCESS |Disable other authentication: An added security measure, if enabled, the device will only
Options accept logins through the KVM ACCESS. While the device is connected to the KVM
ACCESS system, users cannot log in to the device using the device's own authentication
system, and they can only manage the device through the KVM ACCESS's interface.
Note: 1. If the device becomes disconnected from the KVM ACCESS system, users will
be able to log into the device using the device’'s own authentication system.

2. If the checkbox is not checked it means that other authentication is enabled and users
can log into the device using the device's own authentication system.

Enable device log information to be sent to KVM ACCESS: If thisfeature is enabled, the
KVM ACCESS acts as the device's log server - receiving and storing the device's tick
event information, and having it available for retrieval.

Enable Trap notification to be sent to KVM ACCESS: If thisfeature is enabled, KVM
ACCESS receives notification of Trap eventsthat take place on the device, and storesit for
retrieval and auditing purposes.

Enable monitor datato be sent to KVM ACCESS. If enabled, environment data that is
being monitored is sent to KVM ACCESS to be recorded in itslog files. After enabling
this feature, drop down the list to set the Time interval between transmissions.

Device session timeout: If enabled, when there is no input from the user for the amount of
time set with this function, the session isterminated. The setting rangeis 2- 99 minutes. A
setting of O (zero) disables this function. The default is 3 minutes.

4. When finished, click Save to complete the procedure and return to the main page. The device
now appearsin the Device List.

Note: 1. After adding adevice, its ports are locked. See “Locking / Unlocking Ports’
on page 60, for details.

2. For Cat5e KVM switches, only the ports that have a KV M adapter cable attached,
and are online are recognized and are added to the Device List. Thisis because each
adapter cable has its own independent identity and if it is not online there is no way
for it to be recognized. Once a port has been added, it will appear in thelist evenif it
isoff line.

Creating Devices

Once devices have been added, severa types of logical device constructs can be created by combining
various ports.

Adding an Aggregate Device. When you select Aggregate Device as an item to be added, the Add
Aggregate Device page opens.

Devices | Tools | Default Access Rights | Device Sync

Step1: Add Aggregate Device Next Cancel

Agaregate Device Model Generic -

IPII
Administrative Module Settings: |Hp Lo 2

" TR 1B RSA I )
Auto detect (Administraty Dell DRAC & d}

Detect interval DelliDRACE | (seconds)
IP

Connect method

Timeout (seconds}

Note: See “Aggregate Device” on page 50, for more information.
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To add an Aggregate Device:

1. Choose Aggregate Device Model from the drop down menu. Model options include Generic,
IPMI, HPILOZ2, IBM RSA I, Dell DRAC 5, and Dell DRAC 6.

2. Click Next to open the Configuration Properties page.

Devices |Tools  |Default Acoess Rights | Device Sync

Step 2: Configure Device Properties

Agqregats Devies Informatin :

» To configure Aggregate Device properties:
— Provide aname to identify the aggregate device in the Name field.
— Provide afurther description of the aggregate device in the Description field. (Optional)

— Drop down the Department, Location, and/or Type list(s) and click on the one(s) to which you
want the aggregate device to belong. (Optional)

— Provide the name and telephone number of the device administrator in the Contact
Information field. (Optional)

— Choose Power Control Options. (Optional)

3. When finished, click Next to open the Configure Network Connectivity page.

Step 3: Configure Network Connectivity Back | Save| cancel
.

Network Information:
Selectnetwork | Priman |
Name nett
IP adaress

Access type Generic b

[JEnable web session
[JEnable 58H session
[JEnable telnet

[ Enable NG session
[ Enable ROP session

[JEnable SPU (Serice Processer Management
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4. Fill in the fields according to the information in the following table.

Field

Explanation

Network
Information

Select the network: If the server for the aggregate device only has one network interface,
select Primary, then configure the remaining fields. If it has more than one network
interface, after you finish configuring the Primary network interface, come back to choose
the additional network interfaces and configure each of them in turn.

Name: For convenience, each of the network interfaces can be given a name.

IP Address: Select the KVM ACCESS unit to which the Aggregate Device server is
connected.

Web Session

IP address, Login name, Password, SSH port: To access the Aggregate Device server via
an SSH session, enter the appropriate information into these fields according to the
Aggregate Device server's authentication and authorization procedures.

Telnet Settings

To access the Aggregate Device server viaa Telnet session, enter the information into the
fields according to the Aggregate Device server's authentication and authorization
procedures.

7. When finished, click Save. The Add Ports List page opens.

Add Ports

foOoOROO®ROOROO

1

viable-power

QutietA
Qutlet2
Outlet 3

Save Cancel
’

Available Port List
Port Device Hame Device Type IP Address Description
AP5630
AP5631 10.0.0.217
10.0.0.217
1000217

-2-1 KNZ116w-AC-10.0.0.129 Kvi-UsB
1 RackPDU-APB941 Qutlet
RackPDU-AP8241 Qutlet
RackPDU-AP8341 Outlet

Do on oo
Copyright © American Power Conversion Corp., al rights resarved.

8. Click checkboxesto add ports into this Aggregate Device, click Save to open the Access Rights
Summary page.

9. Select which user will use this aggregate device from the drop down list and click Save. The
Ports List page opens showing which ports can be managed under this aggregate device:

Note: 1. Redundant Power settings are only enabled for Aggregate Devices if power outlets
have been added to the device.

2. The Properties, Connectivity, and Access Rights Panel Menus bring up pages that offer the
same fields as the ones encountered when the Aggregate Device was created. Use them to
change any of the device's settings information.

3. Any portslisted on the page can be combined in the Aggregate Device. Put a check in the
checkbox in front of the ports that you want, then click Save.

4. If aportisalready part of another aggregate or group device, adialog box appearsto notify
you that it will be removed from the original device when added to this aggregate device and
asks you to confirm that thisis what you want to do. Click OK to accept the change or
Cancel to abort.
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Adding a Blade Chassis. Select Blade Chassis as an item to be added and the Add Group Device page

opens.

Step 1: Add Blade Chassis

Devices | Tools | Default Access Rights | Device Sync

Next Cancel

Blade Chassis Model IBI BladeCenter E v

Administrative Module Settings:

Auto detect (Administrator privilege required

Detectinterval

IP

30 {seconds

Connect method | SSH  +

S5H port

Username

Password

Timeout

22

10 {seconds

Fill in the fields according to the information provided in the table below.

Field Information

Model Select the model type to add from the drop down list.

Auto detect | If you enable Auto detect, the Configure Blade Properties information (see page 57) will be
filled in automatically.

IP/ Port If Auto detect is not being used, enter the blade server's IP address and the access port used
to connect to it (via Telnet or SSH). The default port is 22 (SSH). Click Test Connection to
confirm that the | P and port settings have been correctly detected.

Username/ |Enter a username and password to access the blade server (via Telnet or SSH).

Password Note: Use an account with administrator privileges to get needed information.

Timeout Set the waiting time for a connection request to complete before the request is cancelled.

Server Select the KVM ACCESS unit to which the Aggregate Device server will be connected.

When you have finished, click Next to open the Configure Device Properties page.

3. Fill in thefields according to the information provided in the table:

Field

Information

Device
Information

Name: Provide a name to identify the device.

Description: Optional field to provide extrainformation to describe the device.
Department: For organizational purposes you can establish department categories (R&D,
for example), and assign devices to them (see “ Departments, Locations and Types’ on
page 71). To assign this device to a department, drop down the list of departments
previously created, and click on the one to which you want the device to belong.
Location: For organizational purposes you can establish location categories (West Coast,
for example), and assign devices to them (see “ Departments, Locations and Types’ on
page 71). If you wish to assign this device to alocation, drop down the list of locations
previously created, and click on the one to which you want the device to belong.

Type: Drop down the list to select the type of device.

Contact
Information

Optiona Fields.
The name and tel ephone number of the device administrator.

4. When you have finished, click Next to open the Configure Network Connectivity page.

56

a. The Maximum number of dotsfield isfor information purposes and can't be configured
on supported chassis. It can only be set on generic chassis.

b. Select your preference for the Blade switching hotkey from the drop down the list.

¢. Theremainder of the fields are the same as for “ Adding an Aggregate Device”’ on page 53.
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5. When you have finished, click Next to open the Configure Blade Properties page.

Step 4: Configure Blades Properties Available Nodes48 Back | Save | Cancel
#
Blade Properties

'] Slot No. Name Department Location Type Description

o 1 [Jamestest_slot_1 < Select Department > v || <- Select Locatior v|[<seleav [

o =z [Jamestest_slat_2 | «-SelectDeparment- v | <Selectlocatior v | [<-selectv| [

B 3 [Jamestest_siot_3 «Select Depanment-» v || <Selectlocatior v | [<-seletv| [

0O 4 [1amestest_siot_a [<-SelectDepanment-> v [«-SelectLocatior v || -Setecrv| [

O 5 \Jamestest,s\mj | <-Select Department > |+ I:=-59Iecﬂ_acamr v: =-Selecl ¥ ’7

] 6 \Jamestest,s\mj :.=- Select Department > v || <- Select Locatior v = Selecl v ’7

0O 7 \Jamestest,s\mj | 5-Select Department > |+ t#SelemLacamr v: =-Seledl v ’7

0o s [tamestest_siot_8 [ = Setect Department > v || «- Select Locatior v ||« Select v [

0O s [Jamestest_slot_8 [« select Department-» w|[<SelectLocatior v [<-Seleat~] [~

= <

erican Pawer Conversion Corp., all rights rese:

6. For each blade, specify its Department, Location, and Type, and provide a brief Description.
7. When finished, click Save to open the Add Ports page.

Ports | Blade | Properties | Administrative Seftings | Connectivity | Access Rights

Add Ports Save Cancel
Select  [Jamestest v 4
Available Port List
D Name Port Device Name IP Address Description
F |4 1 AP5615-4B-3B-TC
[] viable-power 2 AP5615-4B-3B-7C 10.0.0.217
O pott 7 AP5615-4B-36-7C 10.0.0217
[] show-PDU-stalus 7 APS615-4B-38-7C 10.0.0.217
[] Dongle-KA75 KN21161-4C-10.0.0.128 KVL-USBVNCAC
[] Dongle-KAT575-AC 21 KN21161-AC-10.0.0.128 KVL-USBVH
[]  Dongle-KAT5T0-AC 2241 KN21151-4C-10.0.0.128 KUL-USE
] Outetsa i RackPDU-4PE941 outlet
O outstz 2 RackPDU-4P941 outlet
1 fal &

8. Check the boxes for any ports to which the blade chassis connects and click Save.
Adding a PDU:

1. Select Add APC PDU from the drop down menu.

Devices | Tools | Default Access Rights | Device Sync BEEEE
Device List | = Add —= ~| Show Available Devices
e mad ==
Device
Devices
APC KW [ .
] Name Model IP Address sgareaate Device Address Description
0O AP7a3t AP7931 10.3.166.201 Blade Chassis
Generic Device
O KVl2132P Kvi2132P 10.3.166.200 |Falder

2. Configure the Administrative M odule Settings. When finished, click the Next button.

Step 1: Add APC PDU Next| Cancel |

Administrative Module Settings:
Auto detect (Administrator privilege reguired)
Detact intarval 3o (seconds)

P 10.3 166 201 | Testc

Connact method Telnal »

Telnet port 23
User name apc
Password LI

Lagin name feld User Mamea
Password field Fassword

Timeout 10 (seconds)
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3. Configure the Device Properties. When finished, click the Next button.

Devices | Tools | Defaull Access Rights | Device Sync

Step Z: Configure Device Proparties Back | NMJ Cancal

-
Device Information:

MName APTEI

Model
Description

Department =- Belect Department -= »
Locatian =- Select Location ->

Type =- Select Typa -> »

Contact Information:

MName

Telephone

Copyright & Amencan Power Comversion Corp., all righis reserved,

4. The Configure Networ k Connectivity page opens. Select Enable web session, Enable SSO
session, or Enable telnet session. Click Saveto finish.

Devices | Tools | Defaull Access Righls | Device Sync

Step 3: Configure Network Connectivity Back J Save i Cancal

Fl
Network information:

[#] Enable web session
URL  |nitps:ii10.3.166.201/Formsiiogini
[#lEnable S50

& _l'_lée login user credentials

O use following credentizls
Login name
Pazaword

Login name field login_usemame

Pazgsword field login_password

[C]Enable S5H session

[C] Enable telnet session

Adding a Generic Device. Select Generic Device to open the Add Generic Device page.

1o e rovm acosss

e

404 Ganarke Davios

‘@anenk Devics Information:

e

Natwon. info

Rastritions:

Note: See“Generic Device” on page 50, for an explanation of generic devices.
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1. Fill inthe fields according to the information provided in the table below.

Field Infor mation

Device Name: Provide a name to identify the device.

Information | Description: If you wish to provide extrainformation to describe the device, enter
it here. Thisfield is optional.

Department: For organizational purposes you can establish department categories
(R&D, for example), and assign devices to them (see “Departments, L ocations
and Types’ on page 71). Open the drop down list of departments previously
created, and click on the department to which you want the device to belong.
Location: For organizational purposes you can establish location categories (West
Coast, for example), and assign devicesto them (see “ Departments, L ocations and
Types’ on page 71). Open the drop down list of locations previously created, and
click on the one to which you want the device to belong.

Type: Drop down the list to select the type of deviceit is.

Contact Optional fields. The name and tel ephone number of the device administrator.
Information
Network Fill in the fields according to the following information:

Information |« If the Generic Device isto be accessed via aweb browser, enter its web (or 1P)
addressin the URL field.

* |f the Generic Deviceisto be accessed via Telnet or SSH, enter the |P Addressin
the IP Address field and the Telnet and/or SSH port numbersin their
corresponding fields.

« If the Generic Device has al three methods available, you can fill in all or any of
them that you wish.

Restrictions |Optional setting. As an added security measure, if Hide |P Addressis enabled, the
device's IP address will not appear in the Port Access Status and Operation List.

2. Click Save when finished to return to the Device List page. The Generic Device now appearsin
the list and in the Sidebar.

To give users and groups access rights to the device:
1. Select the newly added Generic Device in the main panel or the Sidebar, then select Access
Rights on the Panel Menu bar to open the User/Group List page.

2. Click Add (at the top-right of the panel). The Qualified User/Group List page appears, listing the
users who can be given access rights to the device.

Properties | Access Rights

Access Rights - Add User/Group Cancel

Qualified User/Group List
Name UseriGroup Access
1 User
2 User

administratar User

€ X &« & &

APC Group
James User

3 #3313 (31 )

3. Put acheck in the box if front of the user or group name, then click the arrow at the right of the
Access column to open adrop down list of access rights choices.

4. Check the box in front of the rights you want the user or group to have, then click Save (at the
top-right of the panel) to return to the Device List page. The Generic Device now appearsin the
list and in the Sidebar.

Note: Theitemsthat appear in the access rights panel depend on the settings choices
that were made when the generic device was created (see “Network Information” on

page 59).
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Modifying Devices.

1. Select Devices either in the Sidebar, or on the main menu bar.
2. Select the device you want to modify either from the Sidebar list, or in the main panel list.

3. Make your changes using the links that become available on the Panel Menu bar. See “ Sidebar
Device Configuration” on page 63 for details concerning these Panel Menus.

Deleting Devices. To delete adevice:

1. Select Devices either from the Sidebar list, or on the main menu bar.
2. Click to put acheck in front of the device you wish to delete.

Note: You can delete more than one device by checking as many of them asyou
require. You can delete all of them at once by checking the box at the top of the
column.

3. After you have made your selection, click Delete (at the top-right of the panel).
4. Inthe confirmation popup that appears, click OK.

Note: When you delete an Aggregate Device, all of its ports return to their original physical
devices with their status changed to locked.

Detached Devices. Represents devices or ports that have been detected to have some sort of conflict
with other valid devices or ports.
Examples:

1. OnaKVM ACCESS managed Cat5e KVM switch, if there are Adapter Cables connected to
ports 4 and 6, and you remove the adapter from port 4, the KVM ACCESS will assume that the
device connected to port 4 is off line.

2. If onthe KVM ACCESS managed Cat5e KVM switch you unplug the adapter cable from port 6
and plug it into port 4, the cable's Adapter 1D will not match the device information for port 4
stored in the KVM ACCESS's database. The KVM ACCESS will recognize the new Adapter ID
for port 4 and will treat the original port 4 Adapter ID as adetached device.

3. If you plug the Adapter Cable originally connected to port 4 in Example 2, into any other port on
the KVM switch, KVM ACCESS will recognize the cable's Adapter ID and update its database
accordingly, and the cable will not be treated as a detached device.

Detached devices can be found at the bottom of the tree. You can look at the device to try to resolve the
conflict. Detached devices that haven't been resolved within 10 days are automatically removed.

Locking / Unlocking Ports. When physical devices are added to the KVM ACCESS system, their
ports are locked by default - to make a port available, it must be unlocked. When a port is selected, two
buttons appear at the top-right of the Port Properties page: Lock and Unlock. To unlock aport, selectitin
the Sidebar or Interactive Display Panel, and click Unlock.

The ability to lock and unlock ports allows you to have pre-configured device nodes set up on your
installation in excess of the amount licensed. If the total number of device nodes on the installation
exceeds the number for which you have been licensed, choose which device nodes to exclude by
selecting them and clicking L ock. Use them when necessary by locking different portsto create room.

one or two of the device's physical ports are used, it is not necessary to go through the

Note: Ports are automatically unlocked when they are added to an Aggregate Device. If only
procedure to create an Aggregate Device. Select the target port(s) and click Unlock.
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Tools

Click Tools on the Panel Menu bar to open the page.

Device Tools

Q{ Broadcast IP address and port number to the devices
&

& Broadcast changed

IP address and port number to the devices

& Restore device configuration

ﬁ Desice name sync

Click an icon to perform a specific task described in the table.

Icon Icon Name Task
. Broadcast IP Before a device can communicate with KVM ACCESS, its ANMS settings have to
address and port |specify KVM ACCESS' | P address and device management port number. Click this
number tothe  |icon and KVM ACCESS will broadcast its | P address and device management port
devices number to the devices connected to it on its network. This automatically sets them on
the devices (instead of setting them manually on the deviceitself). Thisisdone the first
time adevice is connected to the KVM ACCESS network, or if a device has been reset
to its default settings.
Note: 1. Thisfunction uses UDP to broadcast the information. Therefore the devices
must be on the same network segment (VPN will not work). UDP uses port 18768.
Make sure that the network settings for computers that KVM ACCESS isinstalled on
have this port open.
2. For heightened security, once the broadcast is done and the information has been
sent to the device, the device will not accept UDP broadcasts from any other KVM
ACCESS.
3. If you change KVM ACCESS servers, you must use the ANMS settings page to
specify the IP Address and port number (see Device Configuration (For KVM
Devices), page 110).
; Broadcast Thisfeature is used when KVM ACCESS |P address and/or device management port
ﬁ changed IP number changes. Click thisicon to broadcast KVM ACCESS' new |IP address and/or
address and port |device management port number to the devices connected to it on its network,
number tothe |automatically updating their ANM S settings accordingly.
devices Note: 1. This function uses UDP to broadcast the information. Therefore the devices

must be on the same network segment (VPN will not work).
2. For heightened security, the receiving devices will only accept UDP broadcasts from
the original KVM ACCESS that initialized them.

Restore device
configuration

Thisfeature is used to restore a device's configuration and/or account information to
one saved on a previously backed up configuration file (See “ Backup Device
Configuration/Account Information” on page 89). See page 62 for the restoration
procedure.

Gt

Device Name

Sync

If device name changes have occurred, use this feature to manually sync the names
between the devices and the KVM ACCESS. See “Device Sync” on page 63 for
automatic syncing details.
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Restoring Device Configurations. To restore a device's configuration and/or account information to
one saved on a previously backed up configuration file:

1. Inthe Device Management > Devices > Tools Panel Menu, click Restore device configuration
to open alist of saved configuration files.

Devices | Tools | Default Access Rights | Device Sync E E H | ¥

Restore Configuration

Configuration Files
Device Hame Model Hame Description Date P

O K¥M2132P KWI2132P 2011-04-02 17:53:32 10.3.166.200

2. Select thefileto be restored, then click Next to open the Restore Configuration page.

Devices | Tools | Default Access Rights | Device Sync

Restore Configuration

Password

Password  esssssssss

Restore Options

[oevice Information  Clnetwork  [ISecurity  [JoperatingMede  [Janms  [CIpatemime  [Joosc  [laccount [ Select &l

Device List
O Name Model P Mac Address Description

KvM2132pP KVlM2132P 10.3.168.200 00107400001

3. Inthe Password field, enter the password you used when the file was created.

4. Click to put a check in the checkbox to restore only the device account information, only the
device configuration settings, or both.

5. Click the checkbox in front of the name of the device you want to restore, then click Restore.
When the restoration is complete, a message appears informing you of the result.

Default Access Rights

Click Default Access Rights on the Panel Menu bar to open the page.

Devices [Tools  |Default Access Rights | Device Sync

Default Access Right Settings Save

Configuration:
lor
O Denisd

Wk Drect Connsstion

Ovie

ONazosess

Power Dutht Acosss:

O Denieg

KVH Port coscs

Oitvo

Configure default access right settings from this page. Check the boxes for the features you want to
enable, then click Save.
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Device Sync

Click Device Sync on the Panel Menu bar to open the Device Sync Settings page. Configure automatic
syncing of names between the KVM ACCESS and the installed devices. Check the boxes for the features
you want to enable, then click Save.

Devices | Tools | Default Access Righis | Device Sync

Device Sync Settings Save

Automatic Name Push:
Push Mames fram KV Access server to devices automatically

Selectthe device connection types to be updated with name changes.

Kl

Automatic Name Pull:
Full Names from devices to KV Access server automatically

Selectthe device connection types to be updated with name changes.

Kl

Sidebar Device Configuration

Some device configuration aspects are established when devices are created. Manage additional device
settings by selecting the device item in the Sidebar or from the Device List in the main panel.

Click adevice item to refine the device item's configuration settings. Settings vary depending on the
device.

Note: Access rights can be configured on an individual port-by-port basis. Granting access
and configuration rights to a device does not mean the user has rights to every port on the
device.

KVM Devices and Ports
Selecting aKVM device or one of its ports opens a page with two entries: Properties and Access Rights.

Properties (KVM). The settings found on the Properties page for devices are similar to the onesin the
Adding Devices section on page 52.
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Properties page contents:

Iltem

Explanation

Basic Information|Name: Provide a name to identify the port. The default is the port name it was given under its

original device configuration. If you change the name here, the change only takes placein the
KVM ACCESS database. The name on the origina configuration remains the same.

Model: KVM ACCESS recognizes the device model and fillsin this field automatically. It
cannot be edited. If the device is a Catbe KVM switch, the KVM Adapter Cable model displays
here.

Port ID: Port IDs are unique and permanent and cannot be edited. KVM ACCESSfillsin the
field automatically. The ID for Cat5e KVM switch portsis derived from the KVM Adapter
CablelD.

Port Number: KVM ACCESS ascertains which port on the KVM switch is being configured
and fillsin thisfield automatically. It cannot be edited.

Department: For organizational purposes, establish department categories (R& D, for example),
and assign portsto them. Click to select a department (previously created, see page 71) from the
list to which the port will belong.

L ocation: For organizational purposes location categories (West Coast, for example) can be
established, and ports assigned to them. Click to select the location choice from the list
(previously created, see page 71).

Type: For organizational purposes the device type can be specified. Click to select the type from
thelist (previously created, see page 71).

Description: Optional field. Enter extrainformation to describe the port here.

Contact Optional fields for the name and telephone number of the device administrator.
Information
System Macro  |If system macros have been made, select one from the drop down list. When you close the KVM

viewer the macro will be sent to the server connected to this port and the server will run it.
Note: Thisitem only appears on ports that have servers connected to them.

Trap Destination |Optional field. The email address of the person who will receive trap notifications.

Restrictions

KVM ACCESS Options includr Disable other authentication, Enable device logs to be sent to
the KVM ACCESS, and Device session timeout (minutes)

Properties Page Action Buttons. When atop-level (non-nested) APC deviceis selected in the
Sidebar or the Interactive Display Panel, a series of action buttons appear at the top-right of the
Interactive Display Panel.

Action Purpose

Update All Click to open a page listing all of the items nested under the top-level device. Configure (or
reconfigure) the Department, Location, Type, Description, and Trap Destination of each nested
(child) item.

Lock All If the total number of device nodes on the installation exceeds the number designated by the
license, exclude device nodes by locking them. Click the button to lock all of the device's ports.
See“Locking / Unlocking Ports” on page 60 for more information.

Unlock All Click to unlock al of the device's ports.

Save Click to save any changes made on the Properties page.

Update If the installation information for a device does not match the information stored in KVM
ACCESS database (if an adapter is moved to a different port, or anew adapter is connected to a
port) a question mark is added to the icon in the Sidebar and the Update button is enabled. Select
the device in the Sidebar and click Update to update the device's installation information in KVM
ACCESS.

Move Click to move the device to a different folder. Select the folder then click OK in the dialog box.
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When a port is selected only the Lock, Unlock and Save buttons appear at the top-right of the page.
These buttons allow you to lock and unlock the ports individually. See “Locking / Unlocking Ports’ on
page 60 for more information.

Access Rights - KVM Devices. When aKVM deviceis selected in the Sidebar or the Interactive
Display Panel, you can set the configuration and access rights for it by clicking the Access Rights Panel
Menu item. Thisopensalist of al users and groups given access to the device.

Properties | Access Rights | Devices Configuration

Access Rights Update All Add Save

User/Group List
I~ Name User/Group Configuration Rights Current Configuration Rights Access Rights Current Access Rights

[0 administrator User Allowed ¥ Allowed Administrator ¥ Administrator

Add Users or Groups to the Device User/Group List:

1. Click Add to open alist of qualified users and groups.
2. Click to put acheck in front of the names of users or groups allowed access to the device or port.
3. Set the configuration rights for the users or groups:
a. Allowed: The user or group can configure the device's settings.
b. Denied: The user or group cannot configure the device's settings.
4. Set the access rights for the users or groups:

a. Administrator: When accessing the device, the user or group has administrator privileges
(according to the device's authorization policy).

b. User: When accessing the device, the user or group has user privileges (according to the
device's authorization policy).

c. View Only: When accessing the device, the user or group can only view its ports. No
actions can be performed.

d. No Access. The user or group cannot access any of the device's ports.

5. When configuration rights settings are complete, click Save. The new users and groups are added
to the device's User/Group list.

Modifying a User's or Group's Rights.
1. Inthe Configuration Rights column corresponding to the user or group to be modified, click on
the arrow; make your new selection, then click Close.

2. Inthe Access Rights column corresponding to the user or group to be modified, click on the
arrow; make your new selection, then click Close.

3. Click Save (at the top-right of the panel).
Deleting a User's or Group's Rights.

1. Click to put acheck in front of the names of users or groups to be removed.
2. Click Delete (at the top-right of the panel).
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Action Buttons. In addition to Add, Delete, and Save, an Update All button (at the top-right of the
panel) opens a page where configuration and access rights can be set for al users and groups on the
selected device or port.

Access Rights - KVM Ports. Select aport in the Sidebar or the Main panel list. Click the Access
Rights Panel Menu item to open apage listing al users and groups with access. Set configuration and
access rights here.

Properties | Access Rights BEEEE
Access Rights Update All M %
~
User/Group List
] Name UseriGroup ‘Configuration Rights Current Configuration Rights Access Rights Current Access Rights
D administrator User Allowed ¥ Allowed Full access ¥ Full access

Adding Users or Groups to the Port User/Group List.

=

. Click Add to open alist of qualified users and groups.

N

. Click to put a check in front of the names of users or groups that will have access to the port.
3. Set the configuration rights for the users or groups:

a. Allowed: The user or group can configure the port's settings.

b. Denied: The user or group cannot configure the port's settings.

@ Note: Thissetting is only available with ports on Cat5e KVM switches.

4. Set the access rights for the users or groups:

a. Full access: The user can view the remote screen and perform operations on the remote
system from his keyboard and monitor.

b. View only: The user can view the remote screen but cannot perform any operations on it.

¢. No access: The port does not appear in the user's Port Access Sidebar or Status and
Operation List (see “Port Access’ on page 19).

5. Click Save when finished. New users and groups are added to the port's User/Group list.
Modifying a User's or Group's Rights.
1. Inthe Configuration Rights column of the user or group to be modified, click on the arrow; make
your new selection, then click Close.

2. Inthe Access Rights column of the user or group to be modified, click on the arrow; make your
new selection, then click Close.

3. Click Save (at the top-right of the panel).
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Deleting a User's or Group's Access Rights.

1. Click to put acheck in front of the names of the users or groups to be removed.
2. Click Delete (at the top-right of the panel).
Action Buttons. In addition to Add, Delete, and Save, an Update All button (at the top-right of the

panel) opens a page where configuration and access rights can be set for al users and groups on the port.

Device Configuration (For KVM Devices). Allows you to configure the device from within KVM
ACCESS, without accessing the device directly.

configuration changes s will not be transmitted to the device. To make device configuration

Note: If the link between KVM ACCESS and the device should be broken, device
changes, log in to the device directly (see“KVM ACCESS Options’ on page 53, for details).

This Panel Menu item contains several secondary pages. To modify the information on these pages,
move through them sequentialy clicking the arrow icons at the left of the main panel in the grey bar, or
go directly to a page by moving the curser over the menu and selecting the page from the menu that
opens.

Properties | Administrative Seftings | Conneclivity | Access Rights | Devices Confiquration BEEEE

Devices Information
Devices Information # ”
\ Configuration
Appliance Uparade Firmware

Product Type: APS615

ProductMame:  AP5615-48-3B-7C
EID:

-00013F-0000
Vendar APC
MAC Address: 00C0B74B3B7C

IF Address: 10.0.0.217

Subnet Mask

Gateway:

@ Note: The Device Configuration Panel Menu does not appear if the deviceis offline.

The secondary Panel Menu pages correspond to the administration functions described in the device's
User Manual. For configuring the settings, refer to the Device Management sections to obtain the
necessary information. When you have finished making your configuration settings, click Save.

entry labeled Preferred Server Settings, there isan entry called Alternate Server Settings. The
Preferred settings correspond to the ANM S settings on the device (see Device ANMS
Settings, page 172) Changes to this setting take place on the device.

2. On KVM ACCESS secondary Panel Menu Customization settings page, there is an entry
called Port timeout. Thisfield setsatime threshold for users on ports whose Access Mode has
been set to Occupy (see“Mode” on page 68). This corresponds to the Access Mode setting on
the original device. If there is no activity from the user occupying the port for the amount of
time set here, the user istimed out and the port is released. The first user to send keyboard or
mouse input after the port has been released gets to occupy the port. Input avalue from 0 to
255 seconds. The default is 3 seconds. A setting of 0 causes the port to be released the instant
there is no input.

@ Note: 1. On KVM ACCESS's secondary Panel Menu ANMS settings page, in addition to the
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Port Configuration (For Cat5e KVM Devices). Allows you to configure the port from within KVM
ACCESS, without accessing the device directly.

Note: If the link between KVM ACCESS and the device is broken, device configuration
changeswill not be transmitted to the device. To make device configuration changeslogin to
the device directly (see“KVM ACCESS Options’ on page 53, for details).

This Panel Menu page is used to set the I/O attributes of the selected port.
Properties | Access Righis | Port Configuration E E ﬂ B

Port Attributes Save

10 Port Attributes:

Portname

Extmacr  |[None v

Cable |Short  |w

0s Windows v
Language | USEnglish v

lode [share v

The attribute headings are described in the table:

Heading Meaning
Port Name | Thisisthe name given to the port.

Exit Macro |If system macros have been made, drop down the list to select the one you want. When you close
the KVM viewer the macro will be sent to the server connected to this port and the server will runiit.

Cable Specifies the length of the Cat5e cable that is used to connect the computer to the port.

0s Specifies the operating system that the computer on the connected port is using.

Language |Specifiesthe OS language being used by the computer on the connected port.

Mode Corresponds to the Access Mode setting on the original device (Share, Occupy, Exclusive). It

defines how the port is accessed when multiple users have logged on.

Exclusive: Thefirst user to switch to the port has exclusive control over the port. No other users can
view the port. The Timeout function does not apply to ports which have this setting.

Occupy: Thefirst user to switch to the port has control over the port. However, additional users
may view the port's video display. If the user who controls the port isinactive for longer than the
time set in the Timeout box, port control istransferred to the next user to move the mouse or strike
the keyboard.

Share: Users simultaneously share control over the port. Input from the usersis placed in a queue
and executed chronologically.

To configure the settings, refer to the device's User Manual to obtain the necessary information. When
you have finished making your configuration settings, click Save.

PDU Devices and Outlets

Selecting a Power device or one of its outlets opens a page with two entries on the Panel Menu bar:
Properties, and Access Rights. Each of these items is discussed in the sections that follow.
Note:: 1. When you select a Power Device in the Sidebar, and expand the entries below it,
the first station shown below the entry is the entry itself.

Properties (PDU). The settings found on the Properties page for the device, station, or outlet are similar
to the ones described in the KVM Devices and Ports section. See page 63 for details.
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Properties Page Action Buttons. The action buttons on the devices and outlets pages are the same,
and perform the same functions as those found on the KVM properties pages. See “ Properties Page
Action Buttons’ on page 64 for detalls.

Access Rights (PDU), Stations, and Outlets. Access rights can be configured for the entire device
(nested stations and outlets), station-by-station, or outlet-by-outlet. After selecting the device, station, or
outlet, clicking this Panel Menu item brings up a page that shows alist of al the users and groups that
have been given accessto it.

Adding Users or Groups to the Device, Station, or Outlet Access List. Configuration and access
rights for devices, stations and outlets, can be set for users and groups. To set the rights for users or
groups:

1. Click Add to open alist of qualified users and groups.

2. Click to put acheck in the box in front of the names of the users or groups that you want to have
access to the device, station, or outlet.

3. Set the configuration rights for the users or groups. (See page 66 for details.)
4. Set the access rights for the users or groups. (See page 66 for details.)

5. Click Save when you have finished to add the new users and group to the device, station, or
outlet User/ Group list.

Modifying a User's or Group's Rights.
1. Inthe Configuration Rights column for the user or group to be modified, click on the arrow,
select the new value, then click Close.

2. Inthe Access Rights column for the user or group to be modified, click on the arrow, select the
new value, then click Close.

3. Click Save (at the top-right of the panel).

Deleting a User's or Group's Rights.

1. Click to put acheck in front of the names of users or groups to be removed.
2. Click Delete (at the top-right of the panel).
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Device Configuration (PDU). This Panel Menu item is similar to the one for KVM device
configuration on page 67 except it has different secondary pages. The purpose of the secondary pagesis
to allow configuration of the device from within KVM ACCESS, without having to access the device
directly.

changes made on these pages will not be transmitted to the device. You can log in to the
device directly to make the changes. See"KVM ACCESS Options’ on page 53 for detalils.
2. Device Configuration does not appear if the device is offline, or if the deviceis on a port
nested under another device.

@ Note: 1. If the link between KVM ACCESS and the device is broken, device configuration

The secondary pages correspond to the administration functions described in the device's User Manual.
For configuring the settings, refer to the manual's Administration chapter to obtain the necessary
information. Click Save when finished.

Port (Outlet) Configuration (PDU). Power outlets are nested under each of their stations. Each outlet's
settings can be configured independently on an outlet-by-outlet basis. The Port Configuration Panel
Menu has two secondary items: Port Settings and Schedul e Settings.

Properties | Access Rights | Port Configuration

Port Configuration Save

Outlet Settings

Outlet Mame : Outlet A

Power On Delay :
O Immediats Power On
@wait |5 Seconds (10 7200)
O Never Power On

Power Off Delay :
O Immediate Power Off
@wat |18 Seconds (110 7200
O Never Power OFf

Reboot Duration :

15 Seconds (5 to B0)

device is on aport nested under another device.

2. If the link between KVM ACCESS and the device should be broken for some reason, port
configuration changes made on these pages will not be transmitted to the device. When this
happens, you can log in to the device directly to make the changes. See*KVM ACCESS
Options’ on page 53 for details.

@ Note: 1. The Port Configuration Panel Menu does not appear if the device is offline, or if the

Port Settings. To bring up the port settings page for a particular outlet, select it in the sidebar, then
click Port Configuration on the Panel Menu bar.
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Departments, Locations and Types

For convenience and ease of management the Departments, Locations, and Types pages provide three
more ways of organizing your devices. To use this organizational scheme, first create appropriate
categories (such as R& D and Manufacturing under Departments; East Coast Operations under
Locations; and Power under Types) and then assign devices to them (from the device's Properties page),
as described in the sections that follow.

Adding a Department Location or Type

1. Select Department, Location, or Type on the Menu Bar to open the page.

Types Unsupported Devices Hello Admin. Welcome to the KVM Access.
Departments EEEE
Department List Add
Department List
1 Name Description

2. Click Add (at the top-right of the panel) to open the page.

Types  Unsupported Devices Hello Admin. Welcome to the KVM Access.
Add Department Save Cancel

MName

Description

3. Fill in the Name and Description fields, then click Save

Assigning Devices and Ports
To assign adevice or port to a Department, Location, or Type:

1. Select Devices on the Menu Bar.

2. Inthe Sidebar, select the device or port to assign to a Department, Location, or Type to open its
Properties page (see page 71).

3. Select from the list the Department, Location, or Type to which the device or port will belong.

Modifying a Department, Location, or Type
To change the name or description of a Department, Location, or Type:

1. Select Department, Location, or Type on the Menu Bar.

2. Inthe Sidebar or Main Panel, select the Department, Location, or Type to modify.
3. On the Panel Menu bar, select Properties.

4. Make your changes, then click Save.

Deleting a Department, Location, or Type
To delete a Department, Location, or Type:

1. Select Department, Location, or Type on the Menu Bar to open the page.

2. Click to put a check in front of the name of the Department, Location, or Type to be removed,
then click Delete (at the top-right of the panel).
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Unsupported Devices

72

Devices whose firmware level is not compatible with the KVM ACCESS current firmware level are
unsupported. Click Unsupported Devices on the Menu Bar to open a page that lists all such devices
deployed on the KVM ACCESS installation:

Unsupported Devices E ! E ﬂ

Unsupported Devices ra Lpgr

I Unsupported Devices
[ Hame Model  IP Address  MAC Address | Firmware Version Firmware Version in Database | Description
7 [ KVMZ16P-10.00129 | KVM2116P | 1000129 | 001074347788 | v1.0.010 full

To make these devices available for management under KVM ACCESS, upgrade their firmware to the
latest version.

1. Addthedevice's firmware upgrade fileto KVM ACCESS. See “Appliance Files” on page 92 for

details.

2. Oncethe device's firmware upgrade file is stored on KVM ACCESS, its checkbox on this page
becomes active. Click to put a check mark in the checkbox.

3. The Firmware Upgrade button (at the top-right of the panel), becomes active.
4. Click Firmware Upgrade to upgrade the device's firmware.

Once the firmware upgrade completes, the device is removed from the Unsupported Devices list, and
now appearsin the Available Devices list (see “Adding a Folder or Device” on page 51).
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System Management

Overview

By connecting individual KVM ACCESS server segments through their |P addresses into an integrated
worldwide network, KVM ACCESS provides secure, centralized, single |P address login access, to all

your data center equipment from anywhere there is an internet connection.
When you click the System Management tab, KVM ACCESS opens to the default page.

@ Note: The System Management page is only available to System Administrators.

Menu Structure

The System Management menu structure is described in the table below:

Tab Page Menu Panel Menu Panel Menu Page
Submenus
System This Server Server Information 74
Management Server Settings SMTP 75
NTP 76
Syslog 77
Sessions 94
Security 78
Certificate 79
License 81
Tasks 83
Appliance Files 92
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The KVM ACCESS Server

This page refersto the KVM ACCESS server you are currently logged into. Other KVM ACCESS
servers on the installation are ignored. The menu offers five Panel Menu choices: Server Information,
Server Settings, Session, Security, and Certificate.

Note: Changes to other servers on the installation can only be made by logging into them
directly.

Server Information

The default pageis Server Information:

Serverinformation |Sesions  |ServerSettings  |Securty |Cerdificate

Server Infarmation Sz

Server Information:

Name |120CF-5Y1

Dzsiotion

Network Port Settings:
HTTP 080
HTTPS 43
Davize fJOCICI

5002

Frony Settings:
DE”EC|EC’GA;-
Proey port i

S

Always uss Frogy

This page allows you to configure the KVM ACCESS server's settings.

Field Description

Name* Change the KVM ACCESS server's name by editing thisfield.

Description Change the KVM ACCESS server's description by editing this field. The description can be
from 2-32 Bytesin any supported language.

HTTP* The port that KVM ACCESS uses to communicate with internet browsers.

HTTPS* The secure port that KVM ACCESS uses to communicate with a browser over the internet.

Device Port* The port that KVM ACCESS uses to communicate with devices on the installation.

Viewer Port The port that KVM ACCESS uses for viewers to communicate with when Multiviewer isin
effect. See “Launch Multiviewer” on page 20.

Enable Proxy  |If you need to use the proxy function, check this box, then specify the proxy port in the
indicated field. See“KVM ACCESS Proxy Function” on page 104.

* See page 8 for details.

When all your configuration settings have been made, click Save.
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Server Settings

To modify the information, move through them sequentially by clicking the arrow icons at the left of the
main panel in the grey bar, or go directly to a page by hovering over the menu and selecting the page
from the popup menu that opens.

Serverinformation |Sessions | Server Settings | Security | Certificate

SMTP
Serverinformation - Save
Server Information: Syslog 4
Name 120CP-5Y1
Description

SMTP. KVM ACCESS can send email natification of event traps on the installation to specified users.

Server Information | Sessions | ServerSettings |Securty |Certificate

SMTP Settings i& | Save
e

[TEnable report fromthe following SMTP server
This serverrequires a secure connection (SSL)

Server
Port
Send from

SMTP serverrequires authentication

Accountname

Password ]

Note: Event notification recipients are designated on the The Notification Settings page. See
page 97 for details.

To enable SMTP server setting:

1. Check Enablereport from the SMTP server checkbox.

2. Specify the IP address or domain name of the computer running your SMTP server in the Server
field.

3. Specify the port number that the SMTP server monitors.
4. Specify the KVM ACCESS administrator's email address in the Send from field.

Note: Thisfield cannot be blank.
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5. If the SMTP server requires authentication, check the SMTP server requires authentication
checkbox, then specify the authentication account name and password in the appropriate fields.

6. Click Test to check that the SMTP server setting is configured properly and the page opens.

Server Information | Sessions | Server Settings | Security | Certificate
TestEmail OK|  Cancel
Sendto:

7. Enter an email address for the recipient of the test email then click OK. If the settings have been
configured correctly, the recipient will receive the test email.

Note: The email address of the recipient cannot exceed the equivalent of 128 English
alphanumeric characters.

8. Click Saveto complete the procedure.

NTP. The NTP page lets you automatically synchronize to a network time server:

Server Information | Sessions | Server Settings | Security | Certificate

[#P Settings (@ Save

Server date

Servertime
Time zane
Automatically adjust clock for daylight savingstime

[JEnable auto adjustment

Preferred time server
Preferred custom server [P
Alternate time server
Alternate customn server|P

Adjusttime every (days)

Copyright @ American Power Conversion Corp., allrightsreserved.

2. If you arein atimezone that doesn't have daylight savings time, the Automatically adjust

Note: 1. Thetop three fields are filled automatically by KVM ACCESS, and can't be edited.
clock for daylight savingstime checkbox is disabled.

To have KVM ACCESS time automatically synchronized to a network timeserver:

1. Check the Enable auto adjustment checkbox.

2. Select your preferred time server from the drop down list or check the Preferred custom server IP
checkbox and enter the | P address of the time server of your choice.

3. Toconfigure an alternate time server, check the Alter natetime server checkbox, and repeat step
2 for the alternate time server entries.

4. Enter the number of days between synchronization procedures.

5. If you want to synchronize immediately, click Adjust Time Now.
When all your settings have been made, click Save.
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Syslog. To record al the events that take place on KVM ACCESS and write them to a Syslog server:

Server Information |Sessions | ServerSettings |Security |Certificate

{#slog Settings Save

ClEnable Syslog
Server
Port
Short message

Fullmessage

Language

1. Check Enable.
2. Enter the |P address and port number of the Syslog server. The valid port range is 1-65535.
3. Select whether to log a short message or afull message.
4. Select the message' s language from the drop down list.
When all your settings have been made, click Save.

Dial In. In addition to Internet connections, KVM ACCESS can also be accessed from PPP (modem).
The Dial In settings page is used to specify which users can access this feature and the connection
methods.

To alow PPP dial in connections:

1. Put acheck inthe Enable Dial In checkbox.

2. Supply aUsername and Password that users dialing in must use in order to be authenticated over
the dial in connection.

If Enable Dial Back is enabled, the switch disconnects the connections that dial in to it and dials back to
either to afixed number or aflexible number.

Item Action

Enable Fixed If thisradio button is selected, the switch will dial back to the modem whose phone
Number number is specified in the Dial back number field. Enter the number that you want KVM
DialBack ACCESSto did back in thisfield.

Note: Specify anumber here even if you intend to use flexible dial back

Enable Flexible |If thisradio button is selected, the modem that KVM ACCESS dials back doesn't have to

Dial Back (Use |befixed. It can dial back to any modem that is convenient for the user. To do so, when you

dial back phone |dial into KVM ACCESS:

number asthe |+ When logging in, use the phone number of the modem that you want the switch to dial

username) back for your Username.

* Use the phone number specified in the Dial back number field (see above) for your
Password.

When all the settings have been made, click Save.
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Sessions

Clicking the Sessions Panel Menu item that appears when KVM ACCESS Network is selected on the
Page Menu, or in the Sidebar, lists all the sessions currently taking place on al the KVM ACCESS on
theinstallation, and provides information concerning the "who, where and when" of each.

Semver Information | Sessions | Server Settings | Security | Certificate
ctive Sessions
Active Sessions
[ Username ClientIP Login Time Idle Time

administratar 10.0.13.102 2011/03/22 13:24:45 00:00:00

buttons at the top-right of the main panel to select it.

Note: 1. To only see the sessions for a particular KVM ACCESS server, use the navigation
2. To end a session, you must do it from the KVM ACCESS Servers Sessions Panel Menu.

Security
This page provides alevel of security by controlling access to KVM ACCESS.

IP Filtering. IP filtering controls access to KVM ACCESS based on the I P addresses of the computers
attempting to connect to it.
» To enable IPfiltering, check the Enable | P Filter checkbox.

— If the Include button is selected, all the addresses specified in the Address List are allowed
access, dl other addresses are denied access.

— If the Exclude button is selected, all the addresses specified in the Address List are denied
access; dl other addresses are allowed access.

» |Pfilters can consist of asingle address, or arange of addresses. You can add as many IP
addresses as you require. Enter the addresses directly into the | P address text input box.

— For multiple single address entries, use a comma between the | P addresses. There is no space
before or after the commas.

— For arange of filters, enter the starting | P address, followed by a dash, then the ending IP
address.

» To modify or delete afilter, make your changes directly in the | P address text input box.
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MAC Filtering. MAC filtering controls access to KVM ACCESS based on the MAC addresses of the
computers attempting to connect to it.

« To enable IPfiltering, check the Enable IP Filter checkbox.

— If Validate MAC at KVM ACCESS login is enabled, KVM ACCESS will verify the client
PC's MAC address when the user attemptsto log in. Otherwise, the MAC address will only be
verified when attempting to open a viewer.

— If the Include button is selected, all the addresses specified in the address list are allowed
access. All other addresses are denied access.

— If the Exclude button is selected, all the addresses specified in the address list are denied
access; all other addresses are allowed access.

* MAC filters can consist of asingle address, or arange of addresses. You can add as many MAC
addresses as you require. Enter the addresses directly into the | P address text input box, using a
comma between the addresses. There is no space before or after the commas.

Single Sign On. If enabled, usersthat are authenticated through KVM ACCESS are automatically
authenticated on all the devices deployed on the system. They don't have to be authenticated on each
device individually.

Certificate

When logging in over a secure (SSL) connection, asigned certificate is used to verify that the user is
logging in to the site he intended. The Certificate page is used to create, modify, or obtain a certificate for
this purpose.

During installation, each KVM ACCESS creates its own independent, self-signed certificate based on
the installation information, similar to the one below:

Server Information | Sessions | Server Settings | Security | Certificate

Certificate Get CSR Update
Certificate Information: ‘

Subject CN=120CP-3Y1

Issuer: CMN=120CP-5Y1

Validity period Mar 21,2011 - Mar 18,2021

Serial number: 4D87E20C

SHA-1 thumbprint 8F89 DEYY D3ED 3BDC 5ACF 199F DF74 3F01 35A13C30

MDA thumbprint 3A98 0225 AAD1 4383 DFAT G726 TE9T 5DDE

*G5R =Certificate Signing Request
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Changing a Self-Signed Certificate. Changing a self-signed certificate allows you to provide
additional information in the certificate that wasn't generated in the installation certificate. The way to
change a self-signed SSL certificate isto create a new one. To create a new self-signed certificate:

1. Atthetop-right of the Certificate panel, click Update to open the page:

Server Information | Sessions | Server Settings | Security | Certificate

Update KVM Access Server Certificate Save | Cancel |

® Create a new self-signed SSL server certificate
Common Name
Crganization
Crganizational Unit
City or Location
State or Province
Country Afghanistan e

O Import a signed SSL server certificate

Certificate

2. Select the Create a new self signed SSL server certificate radio button, then fill in the fields
according to the information in the table bel ow:

Field Description

Common Name |The Fully Qualified Domain Name (FQDN) for which you requested the SSL certificate,
For example: www.yourdomainname.com

Organization Your Full Legal Company or Personal Name as legally registered in your locality.
Organizational | The branch of your company that is ordering the certificate (accounting, marketing, etc.),
Unit
City or Location | The full name of the city or location.

State or Province| The full name of the state or province.

Country The two letter country code where the organization is located.
Note: If you are not sure of the code, do an online search for ssl+country codes.

3. When you have finished filling in the fields, click Save.
A message opens asking you to wait while the database updates with the new information. The
web page closes and the login sequence opens. Accept the security certificate and log in.

Importing a Signed SSL Server Certificate. In order to avoid making users go through the
certificate acceptance prompt each time they log in, administrators may choose to use athird party
certificate authority (CA) signed certificate.
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To use athird party signed certificate:

1. After generating the self-signed certificate, click Get CSR (Certificate Signing Request) at the
top-right of the panel. (See the screenshot on page 153.)

2. Go to the CA website of your choice and apply for an SSL certificate using the information
generated in step 1.

3. After the CA sends you the certificate, open the Server Certificate page, click Update at the top-
right of the panel.
4. Select Import asigned SSL server certificate, browse to the certificate file location, and select
it.
5. Click Save at the top-right of the panel.
Note: Each of the certificate types mentioned in this section provides an equal level of
security. The advantage of the changed self-signed certificate is that it allows you to provide
more information than the installation certificate. The advantage of a CA third party
certificate isthat users do not have to go through the certificate acceptance prompt each time

they log in, and it provides the additional assurance that a recognized authority has certified
that the certificate is valid.

License

The KVM ACCESS license controls the number of nodes permitted on the KVM ACCESS server
installation. The default license that comes with your purchase is a demo license for one server that
allows 16 nodes. To add more, you must upgrade the license.

Select License from the System Management menu to open the page.

License B2 kd ki

License Information Upgrade

Key serial number LicenseKeyForAPC-001

Modes 80

Available nodes a0

Page items are described in the table below:

[tem Description

Key seria The serial number of the license key.

number Note: Thisisdifferent from the software serial number that you used when installing the KVM
ACCESS server. The license serial number is on the key.

Nodes The total number of nodes permitted on the installation according to the license purchase.
Note: The number of nodes that can be increased to 1024.

Available The number of unused nodes permitted by your license that are till available for deployment.

Nodes
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Upgrading the License

1. Contact apc to obtain alicense key for the number of nodes you want to access.
2. Insert the license key into a USB port on your master server.
3. Click Upgrade at the top right of the main panel.

Note: 1. Once the upgrade has completed, it is not necessary to keep the key plugged
into the USB port. Store the key in a secure location. It will be needed for future

upgrades.

2. If you lose the USB license key, contact APC to obtain another one. If you supply
the key's serial number, the new key will contain all of theinformation that was stored
on the lost key.

License Sharing. Only as many nodes as there are licenses can be created for management (see
“Preliminary Procedures’ on page 48).

When devices are added to the KVM ACCESS system, the default configuration is for them to be
locked. Although their configuration information is stored by the KVM ACCESS, they cannot be
managed.

L ocked ports can be unlocked either by selecting aphysical port and unlocking it by clicking the Unlock
button (see “Locking / Unlocking Ports’ on page 60), or by making the port part of an aggregate device
(see “Adding an Aggregate Device” on page 53).

If al thelicensesarein use, only if a currently unlocked port islocked, or if an aggregate deviceis
deleted, freeing up the license it was using, can alocked port (or new aggregate device) use that license.

License Conflict. If two servers on the same network segment have been upgraded with the same
license key, alicense conflict will occur. The second server installed will cause a page to open similar to
the one below:

System Management
KVM Accass Server  License ‘Welcome to the KVM Access.

5712t ga73pum AT BB EO

License Information Upgrade |

To confirm that a conflict has occurred, click the L ogs tab. A message will open inthelogfile: A license
violation has been detected at KVM ACCESS server (IP: [the conflicting servers [P]).

To resolve the conflict:

1. Shut down, disconnect from the network, or uninstall KVM ACCESS from one of the servers.

2. If you want to have two independent KVM ACCESS installations, purchase a separate key for
the second KVM ACCESS server.
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Tasks

The Tasks menu allows authorized administrators to perform anumber of system maintenance tasks. The
tasks that can be performed are determined by the user's type, and the authorization options that were
selected when the user's account was created. These include:

» Backing up the server database

Note: Restoring the database requires a separate utility and procedure. See “Restore”
on page 111, for details.

* Exporting event logs
e Controlling PDU devices
» Upgrading the firmware of selected appliances
» Backing up device configuration and account information
» Exporting the device log
» Exporting the session history
Open the Tasks page on the master KVM ACCESS to see the screen below:

Tasks F1 PN Ed k3
Tasks < Add - v |
Task List
(] Name Type NextRun Last Run Status

[0 DB-Backup Backup server database 2011-03-21 16:26:47 ldle

The Task List table lists al the tasks that have been configured.

Heading Explanation

Name The name you gave to the task when you configured it.

Type Thetype of task that it is.

Next Run If the task is scheduled to be run at a certain time, the time that it will run appears here.
Last Run Indicates the last time that the task ran.

Status Indicates whether the task isrunning or isidle.

Adding a Task

1. Click the arrow at the right of the Add field to view the task choicesin the list:

Tasks

e Backup server database
Task List |Export event log
Power control a device
] Name Type Upgrade firmware of selected appliances Status

[] DB-Backup Backup server database Backup de.‘,'ice configuration/account info dle
Export device log

2. Click on the task you want to add.
Depending on the task you choose, a page comes up with choices. While each of the tasksis
different, the procedures involved in setting them up are similar.
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Backup the Server Database

When you choose the Backup the server database task, the following page appears:

Diatabaes Baskup Net|  cmen

1. Enter aname for the task, and a password.

Note: The password is optional. If you set one, storeit in a safe place. You will need
it when restoring the database. (You can restore the database without a passord. See
“Restore” on page 111, for information.)

3. The password cannot exceed the equivalent of 8 English alphanumeric characters.
4. The extension of the backup fileis cbk (*.cbk).

2. Select thelocation to store the backup file, and fill in the fields. The default setting is the local
directory where KVM ACCESS was installed. Example: C:\KVM ACCESS\DataBaseBackup.

3. When you have filled in the information, click Next to open the Schedule page:

Schedule Mext Cancel

4

Schedule Run fask now s

4. Usethe drop down list to see the available choices.
Depending on the selection, further scheduling choices
may appear. For example, if you choose Monthly, a page Schedule
that allows you to set the monthly schedule appears:

Schedule Runtask now |+

Runtasknow
One time only
Periodic

Daily

Weekly

IManthly
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5. Complete the schedule choices and click Next.

The task is now added to the Task List on the main page.
Tasks ] By B OEd
Tasks <. Add = - |
Task List
L] Hame Type HextRun LastRun Status
DB-Backup Backup serverdatabass 2011.03-21 1626:47 Idie
Backup serverdalabase 2011-03-22 163300 Il I

I Morthly DB Baclkup

Note: Run atask (or tasks) at any time by putting a check in the box in front of its

@ name and clicking Run Now at the top-right of the panel.

Export Event Log

[

1. Enter aname for the task in the Task name field.
Note: The Export Event Log operation is performed on each server independently. To

search aserver's records you must look at itsfile. You can identify the file by the Task
name you gaveit.
2. Select the location to store the exported file, and fill in the fields. The default setting isto a
directory at the same location as the KVM ACCESS server: C:\KVM ACCESS\KVM

ACCESSL ogExport.
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Tasks

. Select anitem to include in the exported file in the Available column. Click Add to moveit into

the Selected column. Repeat for any other log file items to be included.

@ Note: To select multiple items, use Shift+Click or Ctrl+Click.

. To change the order of the Selected items, click on the item you want to move, then click Up or

Down to change the position.

. For Choose Export Period, selecting All exports all the records in the database. To export records

for a particular time period, select the radio button below it and set the time parameters with the
From and To settings.

. For Export File Language, choose Default to have the file exported in the language that your

browser is set to. A different language can be selected from the drop down the list.

. For Export File Type, click the radio button in front of your choice. If you choose one of the

encryption options (AES or DES), enter a password into the Password field that opens.

Note: Make a note of the password. You will need it to import the file (see “Import
Logs’ on page 100 for details).

8. When finished, click Next.
. Make schedule choices in the pages that open.

Note: The schedule choices are similar to those for the Backup server database task.
Refer to page 84 for details.

10. Comlete the schedule choices and click Next.

When the procedure finishes, the Tasks main page opens and the Export Event Log task is now
added to the Sidebar and the Task List.

Tasks

loninly D@ Backup Backup server dashass 2011-03-22 163300

Task List
Hami Typa Tioxt Fum Last fun Status

86
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Power Control a PDU

Set a schedul e to automate turning power ports on and off for the selected device asawhole, or ona
port-by-port basis. Choosing this task opens the Power Control page with the Target Device category

selected:
Power Control Cancel
Task name: 1

Task name
Category:

(® Target Devices

O Outlets

All Target Devices

] Device Name Type IP Description Operation

[  0A-0D01EOBDSATDF HP BladeSystem 3000 10.3.166.33 All On v

[0  IBMBladeCenterE IBM BladeCenterE 10.3.166.28 All On ~

O HP-iL02-10.3.166.39 HPiLC 2 10.3.166.39 .;';‘II.On ~|

[ IBM-RSAI-10.3.166.38 IBM REAI 10.3.166.28 AllOn ¥

To perform the task on a port-by-port basis, select the Ouitlets category.

1. Provide aname for the task.

2. Put acheck in front of the target devices or ports you want to control or put a check at the top of
the column to select all of them.

3. Select whether to turn the ports On or Off in the Operation column.
4. When finished, click Next (at the top-right of the panel).
5. Make schedule choices in the Schedule page that opens.

Note: The schedule choices are similar to the ones described for “Backup the Server
Database” on page 84.

6. Comlete the schedule choices and click Next.
When the procedure compl etes, the Tasks main page opens and the Power Control a Device task
is now added to the Sidebar and the Task List.

Tanks BREE

Tasks Tom Al = w

Task List
' Nama Type Thext Run Lest Aun Status
DE-Hachug Backup sarer databass 2011-03-21 152547 Idle
Bachup sdreer 2alabase

Espadi eventlog

Power conirol 3 dedos
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Upgrade Selected Appliance Firmware
This task allows you to schedule firmware upgrades of devices on your installation to take place at the
most convenient time. Choose Upgrade Selected Appliance Firmware to open the Firmware Upgrade
page.

Firmware Upgrade MNext | Cancel

® Upgrade with the latest stored firmware version @) Upgrade with the selected firmwarefile

To schedule firmware upgrade of selected appliances:

1. Click aradio button to choose the latest upgrade file stored with the KVM ACCESS server or a
file that you have uploaded.
Note: 1. Thefiles stored with the KVM ACCESS server came as part of itsfirmware.
These are usually the latest versions that are compatible with the KVM ACCESS. We
recommend using them unless you have a particular reason for choosing another one.
2. If you choose Upgrade with a selected firmware file, before upgrading, you must
first upload the upgrade file. See “ Firmware Files’ on page 92, for details

2. If you choose Upgrade with the latest stored version (recommended), all the devices are
automatically selected for the upgrade. If you choose Upgrade with a selected firmwarefile, click

the button in front of the device type you want to upgrade.
3. Click Next to open the Firmware Upgrade page.

Firmware Upgrade Cancel
Task Name:
Task name
Upgrade for:
O All devices
O selected device type
® Selected device
Select Device:
Device List
| Hame Type P MAC Address Description
[0 KN2116v-AC-10.0.0.129 KVM2116R Far APC OEM Device Test Only

4. Enter an appropriate name to describe the task in the Task name field.
5. Click aradio button to select which appliances will receive the upgrade.

6. Choose Selected device type. From the drop down list select the device type. Only the devices
that are the selected device type receive an upgrade.
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7. Choose Selected device and check the box in front of the devicesto upgrade (or check the box at
the top of the column to select them all).

Note: For KVM switches with Adapter Cables, click the arrowhead in front of the
switch's name to select the Adapter Cable firmware to upgrade.

8. Click Next.
9. Make schedule choicesin the Schedule page that opens.

Note: The schedule choices are similar to the ones described for “Backup the Server
Database” on page 84.

10.Comlete the schedule choices and click Next. When the procedure finishes, the Tasks main page
opens and the task is now added to the Sidebar and the Task List.

Tasks i RO > w J
] Nams Tipa Toaxt Run Last Aun Slatus
CB-Bachup Backup server databiass S0M03-20 163547 [ I
Llonindy Dig Backup Backup server dalabass 2011-03-22 163300 Idle
' il oG 1 & i
[ PCONTDDY Fohi conlred 3 SEA0E 2011-03-22 17.04:00 ldhe

A o i T
Sppliance Lipprids Firfrawane Lipgrade 20M-02-22 172100 I31&

Backup Device Configuration/Account Information

Select the Backup device configuration/account information task to open the page.

Backup Device Configuration l Cancel ]
Tashk Hams: -

Task nams

Pasmvord

Salgat Dinvicn

Device List
[} Name Type 1 MAC Address Dscription

KH2116v-AC-10.0.0 129 EVRIZ115P

1. Provide aname for the task and a password.

Note: Store the password in a safe place. It will be needed when restoring the
configuration/account information. See “ Restoring Device Configurations’ on
page 62 for details.

2. Inthe Device List, check the box in front of the device you want to back up, then click Next.
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3. Make schedule choices in the Schedul e page.

Note: The schedule choices are similar to those described for the Backup server
database task. Refer back to page 84 for details.

4. Complete the schedule choices and click Next.
When the procedure finishes, the Tasks main page opens, and the Backup device configuration/
account information task is now added to the Sidebar and the Task List.

Export Device Log

KVM ACCESS acts as alog server for all APC devices, recording the system events that take place on
the devices in the database. This task writes the contents of the device database to a file. Choose the
Export device log task to open the Export Device Log page.

Ll

1. Provide an appropriate namefor the task. For example, if you want to export the device log for all
devices you might name the task All-device-log, if you want to export the device log for PDU
devices on aweekly basis, you might name the task PDU-weekly-device-log.

Note: The Export Device Log operation is performed on each server independently
and stored on each server independently. To search the records, go to each server to

look at its particular file.

2. Select the location in which to store the exported file, and fill in the fields. The default setting is
for the file to be exported to adirectory on the current KVM ACCESS server.

Note: The path to the directory on your server that will hold the backup fileis pre-
configured based on the directory in which the KVM ACCESS was installed.
Example: CAKVM ACCESS\KVM ACCESSL ogBackup

3. The Pattern field can be used as afilter to limit the scope of the log file.
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4. For the Time Range:
a. Selecting All exports all the records in the database.

b. To export records for a particular time period, select the Include radio button and set the
time parameters with the From and To settings. To export all records that do not include a
particular time period, select the Exclude radio button and set the time parameters that you
do not want to include with the From and To settings.

5. For Export File Type, click the radio button in front of your choice. If you choose one of the
encryption options (AES or DES), enter the password in the Password field.

6. When finished, click Next.
7. Make schedule choices in the pages that open.

Note: The schedule choices are similar to those described for “Backup the Server
Database” on page 84.

8. Complete the schedule choices and click Next.
When the procedure completes, the Tasks main page opens and the Export Event Log task is now
added to the Sidebar and the Task List.

Export Session History

KVM ACCESS keeps arecord of all user sessions that take place (see Session History, page 193). This
function lets you save the session history of each device and port to file. When you choose the Export
session history task, the following page appears:

1. Except for the deviceligt, this pageis the same as the Export Device Log. Fill in the rest of the
page according to the information given under Export Device Log, starting on page 170.

2. For thedevicelist, put acheck in the checkbox in front of the desired devices (or check the box at
the top of the column to select them all). If you prefer to only export the session history for
selected ports, instead of clicking the device's checkbox, click the arrowhead in front of the
device's name to expand the port list and click to select the ports.

3. When you have finished with this page, click Next (at the top-right of the panel), to move on.
4. Make your schedule choices in the pages that come up.

Note: The schedule choices are similar to the ones described for the Backup master
server database task. Refer back to page 162 for details, if necessary.

5. When schedule choices are completed, click Next. The procedure finishes and returns to the
Tasks main page. The Export Event Log task is now added to the Sidebar and the Task List.

Editing a Task

There are two editing tasks that you can perform: changing atask's schedule, and changing the
parameters of what you want the task to perform.

To change atask's schedul e:

1. Click on the task name on the Sidebar or in the Task List.
2. When the Schedul e page opens, make the schedule changes, then click Save.
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To change the parameters of the task:

1. Click on the task name on the Sidebar or in the Task List.
2. When the Schedul e page opens, click Task Properties on the Panel Menu.
3. When the Task Properties page opens, make the changes and click Save.

Deleting a Task

If atask isno longer needed, put a check in the box in front of its name and click Delete at the top-right
of the pandl.

Replicate Database

Select Replicate Database, to open the Schedule page. The schedule choices are similar to those for the
Backup server database task. Refer to page 84 for details.

page to change the replication schedule. Setting the replication schedule to atoo small time
interval can adversely influence system performance. If the schedule is set to atoo large
interval, there can be along time period when the databases don't match.

@ Note: The default isfor the database to automatically replicate once a day at 00:00. Use this

When the schedule choices are made, click Save.

Appliance Files

The Appliance Files menu is used to centralize firmware management and restore previously backed up
configuration files.

Firmware Files

The Appliance Files menu opens to the Firmware Files page. This page lists al the firmware upgrade
files stored on KVM ACCESS - showing the specific information about each file.

Appiiance Files BEEEE
Firmware Files Add

Firmware Files - All
| Appliance Type Version Description Date Firmware Type
[0 KVM2132F/KVM2116P /1.0.061 KvIZ132P 2011-03-03 Application

By making the latest firmware upgrade files available for distribution from this single location, upgrades
can be performed from within KVM ACCESS ensuring that al devices on your installation are operating
at the same firmware level.

2. New firmware upgrade packages are posted on the apc website (www.apc.com) as they
become available. Check the website regularly to find the latest packages and information
relating to them.

@ Note: 1. Firmware upgrades are performed under the Tasks submenu.
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Adding Firmware Files.

1. Click Add to open the Add Firmware File page.

Appliance Files

Add Firmware File Save Cancel

Filename  [CKVM Access\Kyvi 2132P-v 1.0.062

Description KVM 2132P-v 1.0.062

2. Browse to the location where the downloaded files are stored and select the file.
3. Provide adescription for thefile.
4. Click Save to complete the procedure and add the firmware file to the list.

Note: If thefirmwarefileisn't KVM ACCESS compliant (even though it is compliant
for the device in a stand-alone configuration), KVM ACCESS will not let you load it.

Deleting Firmware Files.

1. Select Firmware in the Sidebar.
2. Inthe Interactive Display panel, put acheck in front of the file to be removed from the list.

Appiiance Files BEEEE
Firmware Files P Delete:| Add

Firmware Files - All
O Appliance Type Version Description Date Firmware Type
KVM2132P/KvIM2116P V1.0.061 KvM2132P 2011-03-03 Application

Note: Remove more than one file by checking as many items as required. Remove all
the files by checking the box at the top of the column.

3. After selection are complete, click Delete at the top-right of the panel.
4. Click OK inthe confirmation popup.

Configuration Files

Deleting Configuration Files.

Appiiance Files BEEEE
Configuration Files
Configuration Files
a Device Name Model Name: Description Date P

O KvlM2132P KvM2132P 2011-04-02 17:53:32 10.3.166.200

Click Configuration in the Sidebar to open the Configuration Files page. This page lists the backup
configurations for the server made with the Backup device configuration/account information task ( and
allows you to delete the files you no longer wish to keep.

1. Put acheck in front of the configuration to be deleted.
2. Click Delete (at the top-right of the panel).
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Sidebar Server Tree

When KVM ACCESS Network is selected on the menu bar, clicking on a server name, either in the
Sidebar or in the Interactive Display Panel, opens a page with two Panel Menu entries. Properties, and

Sessions.

Properties

The Properties page opens as the default. This page displays information reflecting the server's
configuration settings. It is view only. Any changes to these settings must be made through the Server

Information Panel Menu of the This Server menu (see page 74).

Sessions

Click the Sessions Panel Menu item that appears when KVM ACCESS Network is selected on the Page
Menu or in the Sidebar to list all the sessions currently taking place on all KVM ACCESS on the
installation and provide the “who, where and when” information for each.

Server Information | Sessions | Server Settings | Security | Certificate

\ctive Sessions

Active Sessions

[ ] Username ClientlP Login Time ldle Time
administrator 10.0.13.102 2011/03/22 13:24:45 00:00:00

buttons at the top-right of the main panel to select it.

Note: 1. To only seethe sessions for a particular KVM ACCESS server, use the navigation
2. To end a session, you must do it from the KVM ACCESS Server Sessions Panel Menu.

Login Policy. Select Allow singlelogin if you do not want users to be able to log in more than once at

the same time.
Select Allow duplicate loginsif you want users to be able to log in with the same account more than

once at the same time. Thisis the default.

Lockout Policy. Tolock users out after a specified number of failed login attempts, click to put acheck
inthe L ockout users after invalid login attempts checkbox. The default is enabled.

Note: If you don't check this box, users can attempt to log in an unlimited number of times
with no restrictions. For security purposes, enabling the lockout policy is recommended.

« Enter the number of login failures you wish to allow before the user gets locked out in the
Maximum Login Failuresfield. The value specified here must be at least 1. The default is 5.

» Enter the amount of time (in minutes) alocked out user must wait before being allowed to log in
again in the Timeout field. The value specified here must be at least 1. The default is 30.

» Enabling Require manual unlock, means that users will not be able to log in after their account
has been locked until they contact an administrator to have the administrator manually unlock the
account. See Unlocking User Accounts, page 58, for details. The default is disabled (no check in

the checkbox).
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Logs

Overview

KVM ACCESS keeps arecord of al transactions that take place on itsinstallation. The Logs page
provides filters and functions to view and export the log file data, as well as email alerts of specified
events as they occur.

KVM ACCESS Logs
Logs
Click the Logs tab to open the default KVM ACCESS Logs page.

2 * 2 @ ©

Port Access User Management Device Management System Management § ogs Preferences

KVM Access Logs  Device Logs. Hello Admin. Welcome to the KVM Access.
‘\'m Logs | KVM Access Log Options | Nofification Settings | ExportLogs
B Categories -
= [ severity All Logs Fage: Go M AEEEEE
B ;
b Department A
@ oep Page 10f 7
B i Location
B ) Device Type Log Lists
" af Advanced Search Mo, DateTime® Category Severity User Description
5011-03.92
DLEn;jHDQ 5 System Tasks Infarmation administrator Backup server database task (Mame: Back Database) has been deleted
03
2 02701;?0'5 = Authentication Information administrator User {Username: administrator, IP: 10.0.12.102] logged in successiully.
3 2[!11.—03—22 Aliirertcsiien (Rt aaministEen Session (Username: administrator, IP: 10.0.12.102} timed out because of unexpected
18:02:01 disconnection,
4 127']15;'53'22 System Tasks Infarmation administrator Backup server database task (Mame: Back Database) has been added
2011-03-22 " " - N
5 17 1:1 EE =2 System Tasks Infermatien administrator Firmware Uparade task iName: Appliance Upgrade) has been deleted
6 1270_1;_723722 System Tasks Information administrator Power contral a device task (Name: PCON-TDO1) has been deleted.
5014-02.92
7 ‘70_11_2; = System Tasks Information administrator Export eventlog task (Name: Exp Log -TDD1) has heen deleted w

Ce ight © American Power Conversion Corp., all rights reserved.

» The default layout shows information concerning all of the events on all the logs on the entire
KVM ACCESS instalation, displayed in reverse chronological order.

« Change the sorting order of the display by clicking the column headings.
» Reverse the order of a selected heading by clicking the column heading a second time.

» The Sidebar provides afiltering function. Click an item to display only the events that pertain to
it. Advanced Search is described in detail on page 100.

Note: 1. A blank page indicates that no log events were recorded for that category.
2. If the Device Traps page (Categories > Device Traps) is blank, it may indicate that
Event Trap Notification has not been enabled.

« Thetop row of buttons at the upper-right of the main panel navigate through the Sidebar (see The
Navigation Buttons, page 15).

¢ Thefirst four buttons on the lower row navigate through the pages of the listed events. To moveto
thefirst page, click the leftmost arrow. Click the rightmost arrow to go to the last page. The
middle arrow buttons move one page forward or back.

Note: These buttons are only active when there is arelevant action they can perform.
Example: From the first page of several, the move forwar d one page and moveto the
last page buttons are active, but the move backward one page and move to the first
page buttons are not.
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» Click on an item's Description to open a page with detailed information about the item.

Logs | KVM Access Log Oplions | Nofification Seftings | Export Logs

Log Details Previous record | Mext record | Close
Log details:

EventID 0230000

Date/Time 2011-03-23 07.58:34

Category Authentication

Severity Information

Username administrator

ClientIP 10.0.13.102

Servername  120CP-SY1

Senver P 1000219

Department

Location

Device Type

Description User {Username: administrator, IP: 10.0.12.102} logged in successfully

Use the buttons at the top-right of the panel to move to the previous or next item in the details view, or
close the page and return to the Log page.

» Tosavetheloglist to afile, click the Diskette icon button. Only the displayed list (All, or a
filtered choice) is saved.
« To print out thelog list, click the Printer icon button. Only the displayed list (All, or afiltered
choice) is printed.
KVM ACCESS Log Options

The KVM ACCESS Log Options page gives you control over log file composition and maintenance.

KVH Aceess Log Options Bawe

Maintenancs: =

Dispizy

Evants:

EventList
Event [ KV Access Log [ sysleg
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[tem Description

Maintenance |Click aradio button to select to maintain the log database on a Days or Recor ds basis. Select the
number of days or records. When the number is reached, events are discarded on a "first in, first
out" basis. Therangeisfrom 7-90 days, and 1000-100,000 records.

Display Set the maximum number of eventsto display on the web page. The rangeis from 10-100.

Save Click aradio button to save only the events that are displayed or all the events that correspond to
the selections made in the Events List when the log file is saved.

Events * Select which eventsto track and record in the KVN Access L og, the Syslog, or both.

* There are 7 event categories. Each contains a list of separate events. To record al eventsfor a
category, put a checkmark in front of the Enableall ... events entry.

* To only record selected events for acategory (rather than all of them), click the arrowhead in front
of the category name to open the list of events, then check or uncheck each event.

EventList
Evant CIKhcezes Log Oltyelog

i 8 o o o s

Notification Settings

This page informs a selected user of specific events that occur on the KVM ACCESS installation.

Logs | KWMAccess Log Options | MNofification Settings | ExportLogs

Notification Settings

]

[0 K¥WACCESS Event Notification administrator@vahoo.com jamesli@yahoo.com

g ]
Email Notification
Subject Mail From Send To Message Type

Short
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Adding and Configuring Notification Users.

1. Click Add at the top-right of the panel to open the Email Notification - Add/Edit Notification
Events page.

Logs |KVMAccessLogOptions | Nofification Settings |ExportLogs

Email Hetification - AddEdit Notification Events Save| Ca

Email

Msssags Typs

® o

Selected:

2. Enter an appropriate title for the notification message in the Subject field
3. Enter the email address of one of the administratorsin the Mail from field.

4. Enter the email address of the person who will receive the email notification in the Send to field.
If the notification will go to more than one person, use a semicolon to separate the email
addresses. Do not leave a space before or after the semicolon.

5. Select the message type: Full or Short.

6. Select the event in the Available column, then click Add to move it into the Selected column. To
receive email notification of other events, repeat the steps.

7. Click Save when finished to save the configuration and return to the Notification Settings page.

Note: In order for usersto receive email notification of events, SMTP settings
information must be configured on the KVM ACCESS SMTP Settings page. See

page 75 for details.
Modifying Notification Configurations. To modify a notification configuration, click its Subject
name in the Email Notification table, make changes on the Email Notification - Add/ Edit Notification
Events page, and click Save at the top-right of the panel.

Deleting Notification Configurations. To delete a notification configuration, click to put acheck in
the checkbox in front of its Subject name in the Email Notification table, then click Delete at the top-
right of the panel.

Testing Event Notifications. To check that an event notification is working properly, click to put a
check in the checkbox in front of the notification's Subject name in the Email Natification table, then
click Test. If the system isworking properly, the event notification recipient will receive an email with
the event notification.
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Export Logs

The Export Logs page is used to save selected logged events to afile.

Logs |KVMAosessLog Opiions | Nolifcation Sefings | Export Logs

Export Logs

Lvalsne, sslacten:

To save selected logged eventsto afile:

1

Select alog fileitem to include in the exported file in the Available column, then click Add to
move it into the Selected column. Repeat for any other log file items to be included.

To change the order of the Selected items, click on the item to be moved, then click Up or Down
to change the position.

Time Range: Select All to export al the selected items' recordsin the database. To export records
for a particular time period, select the radio button below it and set the time parameters with the
From and To settings.

Export File Language: Choose Default to have the file exported in the same language as the
browser uses. To use a different language, select one from the drop down list.

Export File Type: Click the radio button in front of your choice. If one of the encryption options
is chosen, enter a password into the Password field that opens.

@ Note: Make anote of the password. It will be needed to import the file.

6. When finished, click Export (at the top right of the panel) to open adialog box.
7. Select the Save File option to save the log file to the location you specify.

@ Note: Thefiles can be renamed, as long as the extension is not changed.

KVM Access Management Software User Manual 99



Import Logs
The Import Logs page is used to open previously saved log files for viewing.
To import a previously saved log file, do the following:

1. Enter thefull path to the filein the Log file field or click Browse to navigate to it.

2. If thefile has been encrypted, enter the password that was used when it was created into the
Password field.

3. Click Import (at the top-right of the panel). When the file isimported, its contents appear in the
KVM ACCESS Log List panel.
Advanced Search

Fine tune your search by narrowing down the parameters for each of the search choices. To perform an
advanced search:

1. Inthe Sidebar, click Advanced Search. The Logs - Advanced Search screen opens:
ot EEE N

Q Insiugz

=

= =

2. Select specific search parameters from the drop down lists.

3. Tosearchfor aparticular word or string, enter it in the Pattern field, then select the termsrequired
for amatch.

4. Time Range: Select All to search all the records in the database. To search for a particular time
period, click Include or Exclude, and set the parameters with the From and To settings.

Note: 1. If Includeis selected, all events in the specified time range are searched.
2. If Excludeis selected, only eventsthat fall outside of the time range are searched.

5. When finished, click Search (at the top- right of the panel).
The search results are displayed in the Log List in the main panel.

» To savethe search results to afile, click the Diskette icon button.
» To print out the search results, click the Printer icon button.
» Change the sort order of thelist by clicking the column headings.
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Device Logs

KVM ACCESS acts as alog server for al APC devices, recording the system events that take place on
those devicesin adatabase. Click Device L ogs on the Submenu bar to open the Device Logs Search
page to search for events containing specific words or strings.

» The default layout shows log information for all devices on the KVM ACCESS installation
displayed in reverse chronological order.

— Click the Date/Time column heading to change the sort order between standard and reverse
chronological order.

— Click the Description column heading to change the sort order between standard and reverse
aphabetical order.

« To use the Sidebar filtering function, click on a device to display only the events that pertain to it.

« Usethe navigation buttons (arrowheads) at the top-right of the main panel to move through the
pages of thelog list. To moveto thefirst page, click the leftmost arrow. Click the rightmost arrow
to go to the last page. The middle arrow buttons move one page forward or back.

Note: These buttons are only active when there is arelevant action they can perform.
Example: From thefirst page of several, the move forward one page and moveto the
last page buttons are active, but the move backward one page and move to the first
page buttons are not.

To savethelog list to afile, click the Disketteicon button . Only the displayed list (All, or afiltered
choice) is saved.

To print the log list, click the Printer icon button. Only the displayed list (All, or afiltered choice) is
printed.
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Device Log Search
To search thelogs:

1. To search for aparticular word or string, enter it in the Pattern field.

2. TimeRange: Select All to search all the recordsin the database for the selected pattern. To search
records for a particular time period, select the Include or Exclude radio button, and set the time
parameters with the From and To settings.

Note: 1. If Includeis selected, all eventsin the specified time range are searched.
2. If Excludeis selected, only eventsthat fall outside of the time range are searched.

3. When finished, click Search (at the top- right of the panel).
The search results are displayed in the Log List in the main panel.

* To save the search resultsto afile, click the Diskette icon button.
« To print out the search resullts, click the Printer icon button.
¢ Click the column headings to change the sort order.

Device Log Options

The Device Log Options page provides management options regarding the KVM ACCESS's device log
database. Select Device Log Options, to open the page.

Device Log Search | Device Log Options

Device Log Options Save

Maintenance:
(0] By period (days) 7

@ By records 100000

Display:

Maximum log records in each page (101007 |25

Save:
@ Save displayed log records only

Osaveall matching log records

Syslog:

[pisable send device log to Syslog sernver.

« Maintenance: Click aradio button to maintain the device log database by Days or Recor ds, then
enter the number of days or records. When the number is reached, events are discarded on a“first
in, first out” basis.

» Display: Set the maximum number of record events to display on the web page.
» Save: Savethedevicelogsto afile

— Click aradio button to choose to save only the currently selected device log records, or all of
the device log records, then click Save (at the top-right of the panel).

— Inthe dialog box that opens, select Save File. Thelog fileis saved in CSV format, which can
be read by a spreadsheet program.
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Specifications

Technical Support

For online technical support, go to www.apc.com/support.
Product information to have available:

* Product model number, serial number, and date of purchase.

« Your computer configuration, including operating system, revision level, expansion cards, and
software.

» Any error messages displayed at the time the error occurred.
» The sequence of operations that led up to the error.

USB Authentication Key Specifications

Function Key
Environment Operating Temp 0-40C
Storage Temp -20-60C
Humidity 0-80%RH
Physical Properties |Composition Metal and Plastic
Weight 149
Dimensions 8.36 x 2.77x 1.37cm

Compatible Products

KVM Switches that are capable of being managed in aKVM ACCESS installation:
* KVM2132P
+ KVM2116P
+ KVM1116P

Note: 1. These are the currently supported devices. Visit the web site to seeif any additional
devices are supported.
2. The switches can be used as parents to cascade the switches mentioned in the next section.

Supported KVM Switches

Fully supported KVM switches that can be used in a cascaded installation:

« KVM2132P
» KVM2116P
« KVM1116P
« KVMO0216A
« KVMO116A
* KVMO108A

@ Note: Theinstallation cannot be cascaded beyond the second level.
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Device ANMS Settings

To enable KVM ACCESS Management of a device from the device's ANMS settings page:

1. Loginto the device.
2. Refer to the device's User Manual to locate its ANM S settings page.

3. Inthe ANMS page, click the checkbox to enable KVM ACCESS Management, then enter the IP
address and device port number (see “ Device port” on page 8), of the KVM ACCESS server that
will manage the device.

VPNSs

A VPN (virtua private network) is a private network that uses a public network (usually the Internet) to
connect several sites. It typically includes several WANs. Many companies create their own VPN to
provide a secure network connection between two sites. While the VPN network is secure, it can be slow.

Firewalls

When several KVM ACCESS servers are located behind separate firewalls, the following service ports
must be specified on the servers, and the corresponding ports must be opened on the firewall.

1. TheKVM ACCESS server's HTTPS port
2. TheKVM ACCESS Proxy port.

KVM ACCESS Proxy Function

The KVM ACCESS Proxy function relatesto KVM ACCESS serverslocated behind afirewall. In order
for KVM ACCESS Client Workstations outside the firewall to accessKVM and Serial devices managed
by KVM ACCESS serversinside the firewall, the KVM ACCESS Proxy function must be enabled on
those servers, and the port specified as the proxy port must be opened on the firewall.

browser session withaKVM ACCESS server inside the firewall when the proxy port has not
been specified and opened, viewersfor the KVM and Serial Console devices managed by that
KVM ACCESS server cannot be opened.

2. If the Proxy function is not enabled, to access the devices you must open all of the service
ports on the firewall required by the devices.

@ Note: 1. WhileaKVM ACCESS Client Workstation outside the firewall can open aweb
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Name, Description, and Range Parameters

Note: Unless otherwise specified, field entries can be input in any supported language.

Category Length/Range Default
Users Login name Up to the equivalent of 16 English alphanumeric characters.
The minimum number is base on the account policy settings.
Thefollowing charactersmay not beused: /\[]:;|=,+*?
<>@""
Screen name Up to 32 Bytes.
The following characters may not be used: “ *
Password The equivalent of 0 - 16 English a phanumeric characters.
The minimum number is based on the account policy
settings.
0 means no password authentication.
Description Up to 256 Bytes.
Session Timeout 1- 99 minutes 3 minutes
Unexpected disconnection |2 - 10 minutes 2 minutes
timeout
Email Up to 256 Bytes.
From: 0 - 64
To: 0-128
Subject: 1 - 128
Groups Name 2 - 32 Bytes. The following characters may not be used: “ *
Description Up to 256 Bytes.
User Type Name 2 - 32 Bytes. The following characters may not be used: “ *
Description Up to 256 Bytes.
Authentication | Server name 2 - 32 Bytes. The following characters may not be used: “ *
Server Description Up to 256 Bytes.
Browser Method Unlimited for Username and Password.
Note: KVM ACCESS performance is adversely affected if
too many characters are used.
KVM ACCESS |Username Minimum Up to the equivalent of 16 English aphanumeric characters. |6
Authentication The minumum number is based on the account policy
settings. The following characters may not beused: /\[] :; |
=, +*?2<>@""
Password Minimum The equivalent of 0 - 16 English aphanumeric characters. |6
The minimum number is based on the account policy
settings. 0 means no password authentication.
Password Expires No limit on the number of days.
Devices Name 0- 32 Bytes.
Description Up to 256 Bytes.
Contact name No limit on the number of Bytes.
Telephone No limit on the number of Bytes.
Email notification No limit on the number of Bytes.
Aggregate Name 0- 32 Bytes.
devices Description Up to 256 Bytes.
Folders Name 0- 32 Bytes.
Description Up to 256 Bytes.
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Departments/ Name 0- 32 Bytes.
Locations Description Up to 256 Bytes.
Tasks All Tasknames No limit on the number of Bytes.
Master Database Backup |0 - 8 Bytes. 0 means no password authentication.
Password
Export Device Log Pattern |No limit on the number of Bytes.
KVM ACCESS |By Period 7 - 90 days
Log Options By Record 1000 - 100,000
Records per page 10- 100
Log Noatification |Subject 1- 128 Bytes.
Settings Mail from Up to 64 Bytes.
Send to Up to 128 Bytes.
Preferences: Web |Display screen name 0 - 32 Bytes.
options

Trusted Certificates

When logging into the device from your browser, a Security Alert message opens to inform you that the
device's certificate is not trusted, and asks if you want to proceed.

The certificate can be trusted, but the alert is triggered because the certificate's name is not found on the
Microsoft list of Trusted Authorities. You can ignore the warning and click Yesto go on.

certificate authority (CA) to obtain a signed certificate. See “Importing a Signed SSL Server

Note: To avoid going through the certificate acceptance prompt each time, use a third party
Certificate” on page 80, for details.
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Troubleshooting

Problem

Resolution

After installing KVM ACCESS,
the message: Error 1067 appears
afew minutes later.

The error message is generated by the Operating System, it indicates that the KVM
ACCESS serviceis unable to run. To resolve the problem try:

1. Rebooting the computer.

2. Checking that your computer meets the minimum requirements to run KVM
ACCESS (see “Server Requirements’ on page 3).

3. Uninstalling and reinstalling KVM ACCESS. If there was a previous version of
KVM ACCESS, and you areinstalling this version as a new installation rather than as
an upgrade, this may indicate that you did not remove all files from the older version
(see “Uninstalling KVM ACCESS Software” on page 12).

| entered the |P address for the
KVM ACCESS website, but |
can't bring up the KVM ACCESS

login page.

1. KVM ACCESS only alows HTTPS requests. HT TP requests from a browser are
automatically redirected to HTTPS requests. The default port for HTTPis 80. The
default port for HTTPS is 443. If either of these ports has been renamed by the
administrator, the port number must be entered as part of the URL string.

Example: If KVM ACCESS' IP addressis 10.10.10.10, and the SSL port has been set
to 8443, then the URL string entered in the browser should be: https://
10.10.10.10:8443.

2. Other services running on the KVM ACCESS server are using the default ports.
Usethe “KVM ACCESS Utility” on page 110 to change the port settings.

3. Make sure that KVM ACCESS s running. If you are running Windows, see “ Post-
installation check” on page 9 if you are running Linux, see “ Post-installation Check”
on page 11.

The language of the login dialog
box is not the language | have set
inmy KVM ACCESS
Preferences.

Thelogin pagefirst looks at the language that your browser is set for, and next looks at
your OS language. After you have logged in, KVM ACCESS will display in the
language you have set in Preferences. See “Web options’ on page 17 for details.

| cannot log into KVM ACCESS,

Make sure your Username and Password are correct.

When | try tologin, | get the
following message: "L ogin failed.
You are attempting to log in from
acomputer that already has a
browser session open.”

Netscape and Firefox (as well as other Mozilla-based browsers), share the same
session ID for multiple connections to the same server. KVM ACCESS will deny a
login request once there is a session open with the same session ID.

Either: 1. End the currently open session and log in again,

2. Log in from a different computer, or

3. Log in with anon-Mozilla based browser.

Note: This condition occursin some versions of | E running on Windows98, as well.

When | log in, the browser
generates a CA Root certificate
isnot trusted, or a Certificate
Error response.

The certificate's name is not found on Microsoft's list of Trusted Authorities. The
certificate can be trusted. See “ Trusted Certificates’ on page 106, for details.

After logging in to KVM
ACCESS, thereisno Port Access
tab or Port Access page.

You have not been authorized to access any ports. Check with your KVM ACCESS
administrator to get authorization to access the ports for which you are responsible.

After logging into KVM
ACCESS, | cannot open the page
for the device | want to access.

Check with your KVM ACCESS administrator to find out whether you are authorized
to access that device.

When | loginto KVM ACCESS,
the System Management tab page
opens with only two menu

entries: ThisServer and License)

A license conflict has occurred. See ,“If al thelicenses arein use, only if a currently
unlocked port islocked, or if an aggregate deviceis deleted, freeing up the license it
was using, can alocked port (or new aggregate device) use that license.” on page 82
for details on resolving the problem.
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Troubleshooting, continued

| am not receiving email
notifications of event trap
situations.

1. Check that the email server settings have been specified correctly in the KVM
ACCESS Manager.

2. Check that the email addressin the related device's settingsis correct.

3. Check that the event trap settings for the related device has been specified correctly,

When | try to access my Generic
device from the Tree View
nothing happens.

Generic devices are accessed directly from the device's IP address. If the | P address
has changed, then clicking the old I P address will not connect to the device. Change to
the device's new | P address.

The device | want to add cannot
be found.

1. Make sure the KVM ACCESS Manager is running and all services have started
successfully.

2. Make sure that Management has been enabled and specified correctly in the device's
ANMS settings.

When adding a Cat5e KVM
switch, can | add all the ports at
the same time?

Yes, provided al the ports have KVM Adapters attached and their devices are on line.
See the note on page 48, for details.

Theicon for my port indicatesthe
port is online, but the icon for the
deviceit belongsto indicatesit is
offline. | am unable to access the
device or port.

Thisindicates that the device's firmware does not support this version of KVM
ACCESS. Update the device's firmware to the latest version.

My APC deviceis not recognized
by KVM ACCESS.

1. The device may not be supported by the KVM ACCESS. See “ Compatible
Products’ on page 103, for alist of supported devices.

2. Upgrade to the device's latest firmware version to be recognized by KVM
ACCESS.

| set the KVM ACCESS for "No
timeout" operation, but it timed

out anyway.

The change doesn't take effect until the next time you log in.

After making a setting change
and clicking Save, an HTTP
Status 500 - error page opens.

A mistake was made when the setting was entered. Thisis an Apache Tomcat error
message that appears whenever it receives an invalid setting. To recover, select any
other tab then come back to make your change. Be sure to enter avalid setting.
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Troubleshooting, continued

When aviewer is opened, the
web page does not display or
work correctly, and an error

message displays.

Reset the Internet Explorer security settingsto enable Active Scripting, ActiveX
controls, and Java applets. By default, Internet Explorer 6 and some versions of
Internet Explorer 5.x use the High security level for the Restricted sites zone.
Microsoft Windows Server 2003 uses the High security level for both the Restricted
sites zone and the Internet zone. To enable Active Scripting, ActiveX controls, and
Java applets:

« Start Internet Explorer.

« On the Tools menu, click Internet Options.

« In the Internet Options dialog box, click Security.

* Click Default Level.

* Click OK.

Verify that Active Scripting, ActiveX, and Java are not blocked. If some computers
work but others do not, verify that Internet Explorer or another program on your
computer such as an anti-virus program or afirewall are not configured to block
scripts, ActiveX controls, or Java applets.

Verify that your anti-virus program is not set to scan the Temporary Internet Files or
Downloaded Program Files folders.

Delete all temporary Internet-related files.

To remove temporary Internet-related files from your computer:

Start Internet Explorer.

« On the Tools menu, click Internet Options.

* Click the General tab.

e Under Temporary Internet files, click Settings.

* Click Delete Files.

* Click OK.

* Click Delete Cookies.

* Click OK.

» Under History, click Clear History, and then click Yes.

* Click OK.

Make sure that you have the latest version of Microsoft DirectX installed.

For information about installing the latest version of Microsoft DirectX, visit the
following Microsoft Web site: http://www.microsoft.com/windows/directx/
default.aspx?url=/windows/ directx/downloads/default.htm

Make sure that you have the latest version of the Java JRE installed.

For information about how to install the latest version of the JRE visit the Java Web
site: www.java.com
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KVM ACCESS Utility

Overview

The KVM ACCESS Utility isinstalled as part of the installation procedure. It allows configuration of a
number of KVM ACCESS parameters from the desktop of the computer that KVM ACCESS runs on
without invoking the browser GUI.

In Windows, to run the program, open the Start menu; navigate to KVM ACCESS (Programs > KVM
ACCESS), and select KVM ACCESS Utility:

il = Windows Catelog i M Tava Version Checker
W Windows Update
Hl & ERTETESLITFRL A TRENIH ] [ CAEVH AocessiEl
Csp BE®S Office ST ——_————
JamesLi Z==E1= | RSl -Rei -ty o " ' z "
I/ 7-Zip »
@wrsem | asvs -
N [F) ASUS Security Center .
nw) Eﬁ%’.ﬁ; ) ASTS Uility >
[F Bluetooth .
sl =AM issme ) CutPDF .
7f% [ (77 FileZilla FTP Client »
7 Lots Applications »
“3 Windows Messen,|| 73] Microsoft Office .
IE) Realtek »
befinrosnft Office Woll T3 Feslek USE 2.0 Caxd Reader Software  *
IF SAF Front End .
[2£] rtiromtt ottioe Bl () svmsntee Endpoint Protection .
Adobe Reader 9 @ e ”
= ) FRrERAER >
@ blicaosnrt Office Po ) =Eh 4
() sEESRES .
E; PS Export Interfaces || BE Adobs Reader 9
&= Internet Explorer
L;i:j ERER 5] Outlook Express
% Windows Messengzer
AAEELEe b @&» Windows Medis Player
S, Windows bovie Maker F

In Linux, asroot, go to the /home/KVM ACCESS/Runable directory, and run the KVM
ACCESS Uitility file.

-5 KYM Access Utility

I’ System Settings | Restore | View Licenses

Apache Tomcat Settings
Ports

HTTP: (80 | wrTPS: |44 |

The Utility offers System Settings, Restore, and View Licenses.
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System Settings

The program that serves the KVM ACCESS web pages is Apache Tomcat. KVM ACCESS installation
program asks you to specify the ports that Apache Tomcat monitors for web requests.

* TheHTTP port isthe regular port that Apache Tomcat monitors. The default is 80. If you use a
different port, specify the port number in the URL of the browser.

* The HTTPS port is the secure port that Apache Tomcat monitors. The default is 443. If you use a
different port, specify the port number in the URL of the browsers.

If aport conflict occurs and prevents the web page from opening, use this utility to change the port
settings. After making your settings, click Apply to save the changes.

Restore
Click the Restore tab to open the - -
. 5 KYM Access Ohlity
dialog box. ) _— )
[ System Settings ‘[ Restore | View Licenses \
Operation Status
Realy for operation.
Server Restore
File name: | |
Progress: | | ]
Administrator Management
User name: administrator
Description:
Account status: OK
Exit
Panel Description
Operation Status Used to check that the KVM ACCESS service is up and running normally.
KVM ACCESS Used to restore the KVM ACCESS' master server database to a previously saved version
Restore (see “Backup the Server Database” on page 84). Click Browse to navigate to the location
of thefile. Select the file and return to the dialog box then click Start to begin the
operation. The progress of the operation is indicated in the Progress field.
Administrator Clicking Reset returns the default System Administrator's account to the default (apc /
Management apc). If thisaccount has been Locked (see “Lockout Policy” on page 94) it is
automatically Unlocked.
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View License

View thelicensesrelated to KVM
ACCESS. Toview alicense, click

its radio button.

112

EYM Access Dtility

System Settings | Restore | View Licenses |

Select License

(® JAF

() JavaMail API
() Apache

) Wrapper

() AXL Radius

() AXL TACACS+

[ gun Microsystems, Inc. (Sun®) ENTITLEMENT for
SOFTVARE

LicenseefComparry: Entity receiving Softwars

Effective Date: Date of delivery of the Software to
ou

Software: JavaBeans Activation Framework 1.1,

License Term: Perpetual isubjectto termination under
he SL&

Licensed Unit: Software Copy.

Licensed unit Count: Unlimited

Permitted Uses:

1. ¥ou may reproduce and use the Software for

Inctividual, Commercial,
ar Research and Instructional Ve forthe numoses of

NID
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Authentication Key Utility

Overview

The Authentication Key Utility (AuthKeyStatus.exe), is a Windows-based utility for accessing and
updating the information and data contained in the KVM ACCESS Authentication Key.
AuthK eyStatus.exe, can be found on the KVM ACCESS CD.

) Authentication Key Utility B [ ||

-~ :
Key status(|Key found: Activated. J |@

— K.ey Information

Fhd wrersion; Ii\-’er. 25824 S/M: ILicenseKe_l,lFDrAF'l:-DD'l

Save | Upgrade |

— Licenze Information———— "License Upgrade

(ﬁ-‘wailable nodes: IBD ]
FAe Upgrade... |

Key Status Information

The dialog box is described in the table bel ow:

Section Purpose
Key Status Indicates whether the key has been recognized and accepted as valid or not.
Key Information Displays the key's current firmware version and serial number.
License Information Displays the number of nodesthe key is licensed for.
License Upgrade These buttons are used when performing an Offline license upgrade.
F/W Upgrade This button is used to upgrade the authentication key's firmware.

Key Utilities

The License Upgrade and F/W Upgrade sections offer utilities that allow you to upgrade the key's
firmware (F/W Upgrade), and to upgrade the number of servers and nodes authorized by the license

(License Upgrade).
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Key Firmware Upgrade

As new revisions of the KVM ACCESS Authentication Key's firmware are released, the upgrade files
are posted on www.apc.com. Check the web site regularly to find the latest files and information.

Starting the Upgrade

1. Go to www.apc.com to download the new firmware file to your computer.

2. With the authentication key plugged in, run the Key Status Utility (AuthKeyStatus.exe).
Note: 1. AuthKeyStatus.exe only runs under Windows.
2. Firmware version 2.1.204 or higher isrequired for KVM ACCESS authentication
keys to support the license upgrade function.

3. KeyStatus.exe, can be found on the KVM ACCESS CD and copied to your
computer.

3. Inthe screen that opens, click F/W
U par ade. ﬁ\ Aunthentication Key Dtility

4. IntheFile Open dlalog box that ey stabus:  [Key found: Activated. I@
opens, select the firmware upgrade
file, then click Open.

5. Read and Agreeto the License
Agreement (CI ick the | Agree radio License Infarmation Lizense Upagrade

button). dyvailable nodes: IBD— Save | Updrade |

FAf Upgrade...

K.ey Infarmation

FA version:  [per. 2.5.241 S/M: |LicenseKeyForAF'C-D1D
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6. The utility finds your device, and listsit in the Device List panel. Click Next to continue.
Firmware Upgrade Utility: §|

If Check Fimware Version 1z checked, the utility compares the device's firmwvare level with the vpgrade
files. If the dewvice's version iz newer, the utility lets yon decide whether to continue or not. If it is not
checked, the utility peforms the upgzrade directly.
Click Next to begin.
Diewice List: Status Messages:
USE-License-Key : 000 = Loading & testing files
= Loading & testing fils

< ¥

Dewice Description

[v Check Firmurare Verson Progress...

Help | View Log |

Cancel |

Note: Check Firmware Version compares the device's firmware level with the
upgrade files. If the device's version is higher than the upgrade version, a dialog box
opens giving you the option to Continue or Cancel. If you don't enable Check
Firmware Version, the Utility installs the upgrade files without checking them.

Upgrade Succeeded

When the upgrade has
completed, a screen opens to
inform you that the procedure The Furmware upgrade wes surcessful

% Firmware Upgrade Dhlity

X

was successful.
) o Click Finish o close the utility.
Click Finish to close the Device List Statns Mestages:
Firmware Upgrade Utility. ——— P At
= Bearching for dewices ...

= Preparing firmyare upgrade ..

= Preparing firmware upgrade: OK

= Upgrading device URB-License-Key : 000 ..
> tng device TRE-License-Kew : 000: OK

- ?
Diewvice Description
Dervice FIW: Ver 2.1 .204
Tpegrade FW: Ver

10092
MID: 000
I Progres:...
i
Help WView Log
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Key License Upgrade

Overview

KVM ACCESS allows ecustomers to update their authentication keys to reflect an increase to their
number of licenses. Contact APC to purchase the 1024 key license upgrade (SEKVM 1024N).

@ Note: A separate order must be processed for each key.

To upgrade the key:

« A Windows-based Key Status Utility is used to extract the key's information and writeit to aKey
Information Data File. The key information datafileis then used in aabrowser session to
generate alicense upgrade file. After the license upgrade file has been generated, the Key Status
Utility is used again to write the upgrade file's information to the license key.

» The customer provides APC with the key information data file (extracted with the Key Status
Utility) which the APC uses to generate the customer's key license upgrade file. APC then returns
the key license upgrade file to the customer which the customer uses with the Key Status Utility to
upgrade the Authentication Key's license information.

Upgrade Procedure

An upgrade procedure can be performed by APC. The customer must email the key information datafile
to the APC (KVMA ccessUpgrade@schnei der-electric.com) to receive a key upgrade file in return.

Preliminary Steps. To perform the upgrade, the customer must create a Key Information Data File.

1. 1. With the authentication key plugged in, run the Key Status Utility (AuthKeyStatus.exe).

2. 2.Inthe License Upgrade panel of the dialog box that opens, click Save to create a Key
Information Data File (KeyUpload.dat).

) Authentication Key Utility _ [ =]

K.ey status: |Ke_l,l found: Activated. |@
— K.ey |nformation

F wersion: Ii'-.n"er. 2521 S/M: |LicenseKeyF-:nr.-‘l'-.F'E-DD1

— License Information———— ; s s
Available nodes: IEEI |7 Save | Uparade |

F/w Upagrade. .. |

Note: The Key Information Data Fileis created in the same directory in which the Key
Status Utility resides.

After the Key Information Data File is created, send a copy to APC.
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Performing the Upgrade. After the upgrade processis finished, an "Upgrade File" will be sent to
allow you to upgrade your license key.

To upgrade license key:
1. Runthe Key Status Utility again.

2. Inthe License Upgrade panel, click Upgrade.

ﬁ Authentication Key Utility Y ] [

Key status: ey found: Activated. @

— F.en Infarmation
Fhof wersion: I"-.-"EL 25241 SAM: ILicenseKe_l,anr.ﬂ.F'E-DD'l
— Licensze Information Licenze Uparade
Byailable nodes: IBEI [ Save |
Fouf Upgrade. .. I E =it

3. Inthedialog box that opens, select the upgrade file (KeyUpgrade.dat).
— Click Open. A window opens stating that the upgrade was successful.

— Thefigure for the number of licensesin the License Information panel changes to reflect the
upgrade.

# Authentication Key Utility o =] [

Key status: Fey found: Activated @

— key Information

FAsé weerzion: I‘v’er. 2524 S/M: ILicenseKeyFnr.-’-‘-.F'E-DD'l

— Licenze [nfarmation License Upagrade
(.-'-‘-.vailal:ule niodes: I'IEIE-'l ] Save |
FAs Uparade... | E =it
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External Authentication Services

Overview

In addition to its own internal Username / Password authentication procedure, KVM ACCESS supports
authentication from external, third party authentication services. If athird party service has been
specified for auser, KVM ACCESS transfers the login information to the appropriate service for
authentication using an encrypted HTTPS (SSL) connection. The KVM ACCESS supportsthe following
third party external authentication servers. LDAP, Active Directory, RADIUS, TACACS+, and Windows
NT Domain.

Approved Services

The following services have been tested and approved for use with KVM ACCESS:

* AD Server: Microsoft Windows Server 2003

e LDAP: Microsoft Windows Server 2003; OpenLDAP

RADIUS: Microsoft IAS for Windows Server 2003; FreeRADIUS
TACACS+: Microsoft Windows Server 2003 (ClearBox)
Microsoft Windows NT Domain

LDAP/LDAPS - OpenLDAP Setting Example

In this example, the external server uses OpenLDAP; its P addressis 192.168.10.100; its service port is
389, and the server administrator has created a file named: KVMAccessdap.ldif in the OpenLDAP
directory.

— dn: cn=KVM ACCESS,ou=software,dc=apc,dc=com

— objectclass: top

— objectclass: person

— objectclass: organizational Person

—cn: KVM ACCESS

—sn: KVM ACCESS

— userPassword: password
The LDAP administrator can check the LDAP definition with LDAP Browser.
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The KVM ACCESS Administrator gets thisinformation to use in the Adding an External Authentication
Server procedure (see “LDAP’ on page 46). In this example, the fields would be filled in as follows:

—1P: 192.168.10.100

— Port: 389

— BaseDN: dc=apc,dc=com

— UserRDN: ou=software

— Key attribute: cn

— Object class: person

— Full name attribute: sn

After the LDAP Authentication server has been added, the KVM ACCESS Administrator can use the
Browse button to browse all the user namesin the software directory.

Active Directory Settings Example

In this example the external server is Active Directory on Windows Server 2003 system. Its P addressis
192.168.10.100. Configure Active Directory in Windows Server 2003 as follows:

1. Open Sart > Control Panel > Administrative Tools > Active Directory Users and
Computers> Domain > Users.

2. The KVM ACCESS Administrator gets thisinformation to use in the Adding an External
Authentication Server procedure (see Active Directory, page 46).
In this example, thefields arefilled in as follows:

—|P; 192.168.10.100
— UserRDN: cn=users

After the Active Directory Authentication server has been added, the KVM ACCESS Administrator can
use the Browse button to browse all the user namesin the Users directory.
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RADIUS Settings Example

120

In this example the externa server is RADIUS: Microsoft IAS for Windows Server 2003. Its | P address
is10.0.0.100. Configure RADIUS asfollows:

Open Start > Control Panel > Administrative Tools > Internet Authentication Services.

In the screen that comes up, right click on RADIUS Client.

Select New RADIUS Client.

In the screen that opens, enter the Friendly name. For example: KVM ACCESS-10.0.0.131, then
click Next.

5. Inthisexample, the KVM ACCESS's IPis 10.0.0.131. The Client-Vendor is RADIUS Standard.
For the Shared secret, use password.

A w b

6. After clicking OK, you return to the Internet Authentication Services screen. In the left pand,
click Remote Access Palicies, in the main panel right click Use Windows authentication for all
users and select Properties.

7. Inthe screen that opens, click the Edit Profile button, then select the Authorization tab.
8. Inthisexample we use CHAP for encrypted authorization.

The KVM ACCESS Administrator gets this information to use in the Adding and External
Authentication Server procedure (see “RADIUS and TACACS+” on page 46).
In this example, the fields would befilled in as follows:

—1P: 10.0.0.100
— Authentication type: CHAP
— Shared secret: password

After the RADIUS Authentication server has been added, when the KVM ACCESS Administrator adds
user accounts, he must use the names that were configured on the RADIUS server under Open Start >
Control Panel > Administrative Tools > Computer Management > Local Users and Groups > Users for
the Login names.
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TACACS+ Settings Example

In this example the external server is TCACS+: Microsoft IAS for Windows Server 2003 (ClearBox). Its
IP addressis 10.0.0.100. Configure TCACS+ asfollows:

Open Start > All Programs > ClearBox RADIUS TACACS+ Server > Server Manager.

In the screen that comes up, click Connect.

Enter the password that you set when you installed the ClearBox RADIUS TACACS+ Server.

In the ClearBox Server Configurator screen, select the Server Settings tab.

In this example, the TACACS+ service port is 49.

Open Start > All Programs > ClearBox RADIUS TACACS+ Server > Configurator.

In the screen that opensin the left panel, select Realms > def, then select the Authentication tab.
Click the Allowed Protocols... button.

In this example we use MS-CHAP for the alowed authentication protocol.

10.You are returned to the ClearBox Server Configurator screen. In the left panel select Data
Sources > users.

© N o gk~ wDNRE

11.1n the main panel of the screen that opens, thereisan MS Access entry field with a path
specifying the general.mdb file. Accounts contained in this file are generated through MS
Access.

The KVM ACCESS Administrator gets this information to use in the Adding an External
Authentication Server procedure (see “RADIUS and TACACS+” on page 46).
In this example, the fieldswould befilled in as follows:

—1P: 10.0.0.100
— Port: 49
— Authentication type: MSCHAP

— Shared secret: the password that you set when you installed the ClearBox RADIUS TACACS+
Server

After the TACACS+ Authentication server has been added, when the KVM ACCESS Administrator
adds user accounts, the names that were configured in the TACACS+ server's general.mdb file must be
used.

NT Domain Settings Example

In this example the external server is Microsoft Windows NT Domain; its Server IPis
QA_NT_SERVER. Configure NT Domain as follows: Open Start > Programs > Administrative Tools
(Common) > User Manager for Domains to open a screen.

The KVM ACCESS Administrator gets the information to use in the Adding an External Authentication
Server procedure. In this example, the fields would be filled in asfollows: Server IP. QA_NT_SERVER

After the NT Domain server has been added, when the KVM ACCESS Administrator adds user
accounts, he must use the names that were configured under User Manager for Domains.
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LDAP Group Authorization Setting Examples

Example 1. In thisexample the external server is OpenLDAP on Windows Server 2003 as shown in the
“LDAP/LDAPS - OpenLDAP Setting Example” on page 118.

1. Under the KVM ACCESS User Manager tab, select Authentication Services > Authentication
Servers.

2. Select the OpenLDAP server, then click Group Authorization.
3. Click the Group has Member attribute radio button.
4. Click Add (at the top-right of the panel).
5. In this example add the groupsl group.
The OpenLDAP administrator uses this name (groupsl in the example) to create a group under
OpenL DAP with the same name as the one just created on the KVM ACCESS server, as follows:
1. Open the core.schemafile. The default settings we are interested in are as follows:
attributetype ( 2.5.4.31 NAME 'member’
DESC 'RFC2256: member of a group'

SUP distinguishedName )

objectclass ( 2.5.6.9 NAME 'groupOfNames
DESC 'RFC2256: a group of names (DNs)'
SUPtop STRUCTURAL
MUST ( member $cn)
MAY ( businessCategory $ seeAlso $ owner $ ou $ 0 $ description) )
2. Edit the kvmaccessldap.|dif file to add a definition for groupsl and have KVM ACCESS user
accounts fall under groupsl, asfollows:
dn: cn=groupsl,ou=groups,dc=apc,dc=com
objectclass. groupofnames
member: cn=kvmaccess,ou=software,dc=apc,dc=com
cn: groupsl

Note:1. The entry after dn: cn= should be the name of an actual group created under
@ Group Authorization (see Group Authorization, page 72) on the KVM ACCESS

server.

2. The entry after objectclass: should be consistent with the name that was entered for

the Object class when the group was created on the KVM ACCESS server. Change

the default entry in thisfile to match.

3. The entry after member: cn= should be an actual user login name.

3. You can check the group definition with LDAP Browser.

4. The above example has added a member, kvmaccess, to the groupsl group. To add additional
members to the group, edit the file to include them. For example:

member: cn=kvmaccess-1,ou=software,dc=apc,dc=com
member: cn=kvmaccess-2,ou=software,dc=apc,dc=com

Once these procedures are completed, KVM ACCESS users who are authenticated through the LDAP/
LDAPS server, are authorized according to the permissions assigned to the group.
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Example 2. By default OpenLDAP only supports the Group has Member attribute setting for the group
related schema. This was the setting used in Example 1. An alternative setting used by other LDAP
servers, User has Member Of attribute, is also supported under OpenL DAP by extending the schema.

In this example the external server is OpenLDAP on Windows Server 2003 as shown in the “LDAP/
LDAPS - OpenLDAP Setting Example” on page 118.

1. Under the KVM ACCESS User Manager tab, select Authentication Services > Authentication
Servers.

2. Select the OpenLDAP server; then click Group Authorization.
3. Click the User has Member Of attribute radio button.
4. Click Add (at the top-right of the panel).

5. In this example add the groupsl group.

The OpenLDAP administrator uses this name (groupsl in the example) to create a group under
OpenL DAP with the same name as the one just created on the KVM ACCESS server, as follows:

1. Open the core.schemafile. Extend the schema as follows:
attributetype ( 1.2.840.113556.1.2.102
NAME 'memberof’

DESC 'RFC2256: member of agroup'
SUP distinguishedName )

objectclass ( 1.2.840.113556.1.5.9
NAME 'person'

SUP organizational Person

STRUCTURAL

MUST (c¢n)

MAY ( userPassword $ description $ sn $ mail $ memberof ) )
2. Edit the kvmaccessldap.Idif file to add a user account to the groupsl group as follows:

dn: cn=kvmaccesstest,ou=software,dc=apc,dc=com

objectclass: top

objectclass: person

objectclass: organizational Person

cn: kvmaccesstest

sn: kvmaccesstest

memberof: cn=groupsl,ou=groups,dc=apc,dc=com

userPassword: apc

Note: 1. The entry after dn: cn= should be an actual user login name.
2. The entry after objectclass. should be consistent with the name that was entered for

NAME in the extended schema.

3. The entry after memberof: cn= should be the name of an actual group created under
Group Authorization (see Group Authorization, page 72) on the KVM ACCESS
server.
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3,
4,

Check the group definition with LDAP Browser.
Repeat step 2 for each user account that you want to add to the group.

Once these procedures are completed, KVM ACCESS users who are authenticated through the LDAP/
LDAPS server, are authorized according to the permissions assigned to the group.

Active Directory Group Authorization Setting Example

In this example the external server is Active Directory on Windows Server 2003 as shown in the “ Active
Directory Settings Example” on page 119.

1

2.
3.

Under the KVM ACCESS User Manager tab, select Authentication Services > Authentication
Servers.

Select the Active Directory server, then click Group Authorization.
In this example add the KVMACCESSGP group.

The Active Directory administrator uses this name (KVMACCESSGP in our example) to create a group
under Active Directory with the same name as the one just created on the KVM ACCESS server, as
follows:

1

Open Start > Control Panel > Administrative Tools > Active Directory Users and Computers >
Domain (CA-QA.com in our example).

2. Intheleft panel, right click Domain Controllers. Select New. Select Group.

3.

4. Intheright panel, right click KVMACCESSGP. Select Properties. Select Members.
5.

In the dialog box that opens, enter the name of the group (KVMACCESSGP in our example).

Click Add.

The dialog box that opens lets you add members to the group. The members are selected from the
accounts found in the Users folder (see the left panel of the original screen).
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APC Worldwide Customer Support

Customer support for this or any other APC product is available at no charge in any of the following ways:

* Visit the APC Web site to access documents in the APC Knowledge Base and to submit customer
support requests.

— www.apc.com (Corporate Headquarters)

Connect to localized APC Web sites for specific countries, each of which provides customer support
information.

— www.apc.com/support/
Glabal support searching APC Knowledge Base and using e-support.

» Contact the APC Customer Support Center by telephone or e-mail.
— Local, country-specific centers: go to www.apc.com/support/contact for contact information.

For information on how to obtain local customer support, contact the APC representative or other distributors
from whom you purchased your APC product.

© 2011 APC by Schneider Electric. APC and the APC logo are owned by Schneider Electric Industries
S.A.S., American Power Conversion Corporation, or their affiliated companies. All other trademarks are
property of their respective owners.

990-5211 9/2011
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